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Secure remote
access via public 5G
network
Since the 1970s, mobile wireless networks have enjoyed enormous gains in
performance with each new generation. The 5th generation of the mobile
communications standard (5G) is currently being introduced. The main
benefits of 5G are higher bandwidth, greater reliability, lower latency, and
lower power consumption. This new technology seems predestined for use in
industrial applications. Their requirements for wireless networks are different
from the ones for public, commercial mobile phone networks. Industrial
private 5G networks are the key to success here. But for applications requiring
remote access to distant machinery or equipment, a public 5G network is
indeed the right answer.
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URLLC supports the requirements of industrial IoT
applications such as low latency with best possible
reliability. MMTC is used for applications which
require low power consumption and contain a
large number of connected devices.
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The three main 5G scenarios
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Public 5G networks are an important pillar for
remote access and remote maintenance solutions.
The advantage of 5G lies in the flexibility of the
technology, which is an integral part of the standard. For example, very high bandwidths can be
made available to users in urban areas through
small radio cells and high frequencies. In rural
areas, radio cells have to cover a larger area which
is why lower frequencies are used and the available bandwidth is divided among more users.
Particularly at the edges of radio cells, massive
losses in bandwidth and stability of the communication connection can be expected using, e.g., LTE
or UMTS. However, it is precisely in these remote
locations where a stable broadband transmission
is required for remote maintenance or video
streams, e.g., of water stations.

large amounts of data for firmware updates. This
saves on-site service calls. To make the connection
of the remote stations easier, so-called rendezvous
servers are used. Our management platform for
VPN connections, SINEMA Remote Connect, is
such a solution. It enables convenient and secure
access to remote machinery or equipment – even
if they are integrated into other networks. The
server application enables an easy management of
VPN tunnel connections between control center,
service technicians, and remotely installed
machinery or equipment. The rendezvous server
solution offers the user a high degree of flexibility
and security. The user can choose whether the
system is to be hosted locally or on the Internet
and which machines or which section of the plant
are accessible to service technicians.

Remote maintenance of standard production machines at different end customers with
SINEMA Remote Connect

Security information

In addition, a central user management with optional Active Directory connection,

In order to protect plants, systems,
machines and networks against cyber
threats, it is necessary to implement
– and continuously maintain – a
holistic, state-of-the-art industrial
security concept. Siemens’ products
and solutions constitute one element
of such a concept. For more information about industrial security, please
visit
siemens.com/industrialsecurity

a suite of directory-based identity-related services, facilitates the management of
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Solutions previously not feasible are now within reach, and applications

rights. In combination with the high bandwidths, the stability of 5G networks, and
the simplicity of rendezvous server solutions, a reliable and stable remote access
via mobile communications can be realized even in distant areas.
No matter where the journey goes – it is only a matter of time until 5G will establish itself in the industry. The flexibility of 5G with its different implementation
approaches – private and/or public – makes this standard the most versatile mobile
communications solution for the industry.

no one dared to think about may be realized in the near future.
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