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Legal information

Warning notice system
This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent damage
to property. The notices referring to your personal safety are highlighted in the manual by a safety alert symbol, notices
referring only to property damage have no safety alert symbol. These notices shown below are graded according to
the degree of danger.

A\ DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

A\ WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\ cauTiON
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will be
used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to property
damage.

Qualified Personnel
The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication may
be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability
We have reviewed the contents of this publication to ensure consistency with the hardware and software described.
Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the information in this
publication is reviewed regularly and any necessary corrections are included in subsequent editions.

Siemens AG A5E42888188-AB Copyright © Siemens AG 2022.
Digital Industries (® 05/2022 Subject to change All rights reserved
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Introduction

Purpose of the manual

This manual contains instructions for system users and configuration engineers for integrating
SIMATIC systems into the GMP environment (GMP = Good Manufacturing Practice). It covers
validation and takes into account special requirements of international regulatory bodies and
organizations, such as 21 CFR Part 11 of the FDA or EU GMP Guide Annex 11.

This manual describes what is required from the pharmaceutical, regulatory viewpoint (in short:
GMP environment), of the computer system, the software and the procedure for configuring
such a system. In the following chapters, practical examples are used to explain the relationship
between requirements and implementation.

To suggest improvements to this document, please use the contact details provided at the back
of this manual.

Target groups

This manual is intended for all plant operators, those responsible for system designs for specific
industries, project managers and programmers, servicing and maintenance personnel who use
the automation and process control technology in the GMP environment.

Basic knowledge required

Basic knowledge about SIMATIC PCS 7 is required to understand this manual. Knowledge of GMP
as practiced in the pharmaceutical industry is also an advantage.

Validity of this manual

The information in this manual applies to SIMATIC PCS 7 V9.1. The components examined are
PCS 7 ES, PCS 7 OS and SIMATIC BATCH. Refer to the product catalog or compatibility tool for
detailed information on the compatibility of the individual components.

e SIMATIC PCS 7 Product Catalog (https://support.industry.siemens.com/cs/de/en/view/
109745632)

¢ Compatibility tool (www.siemens.com/kompatool)

Any questions about the compatibility of the add-on products for SIMATIC PCS 7 should be
addressed directly to the suppliers.

Industry Mall catalog and ordering system — Add-on products for SIMATIC PCS 7 (https://
mall.industry.siemens.com/mall/en/de/Catalog/Products/10008888?tree=CatalogTree)
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Position in the information landscape

The system documentation of the SIMATIC PCS 7 Process Control System is an integral part of the
SIMATIC PCS 7 system software. It is available to every user in the Plant and User Documentation
Manager (PUD Manager) or online as PDF.

This manual supplements the existing SIMATIC PCS 7 manuals. It is not only useful during
configuration, it also provides an overview of the requirements for configuration and what is
expected of computer systems in a GMP environment.

Structure of this manual

The regulations and guidelines, recommendations and mandatory specifications are explained.
These provide the basis for configuration of computer systems.

All the necessary functions and requirements for hardware and software components are also
described; this should make the selection of components easier.

The use of the hardware and software and how they are configured or programmed to meet the
requirements is explained based on examples. More detailed explanations can be found in the
standard documentation.

Training centers

Siemens offers a number of training courses to familiarize you with SIMATIC PCS 7. Please
contact your regional training center, or the central training center in D 90327 Nuremberg,
Germany.

Internet (http://www.sitrain.com)

Siemens on the Internet

You can find a guide to the technical documentation available for individual SIMATIC products
and systems at:

SIMATIC PCS 7 technical documentation (https://support.industry.siemens.com/cs/ww/en/view/
109794065)

The online catalog and online ordering system are available at: (http://
mall.industry.siemens.com/)

You can find additional information about the products, systems, and services from Siemens for
the pharmaceutical industry at: (http://www.siemens.com/pharma)

Technical support on the Internet

You can find comprehensive information about our Service and Support at: (http://
support.industry.siemens.com/)

Industry Online Support offers there for example:
* Manuals and product information

* FAQs and application examples
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You can also find on this page:

* Services in a comprehensive overview, e.g. information about on-site service, repairs, spare
parts, and much more

¢ A bulletin board in which users and specialists worldwide exchange their know-how

* mySupport for personal filters, notifications, support requests, among other things, our
newsletter containing up-to-date information on your products.

Additional support

If you have any further questions about the use of products described in this manual, and do not
find the right answers there, please contact your local Siemens representative and offices.

Find your personal contact partner at: (http://www.siemens.com/automation/partner)

If you have questions on the manual, please contact:

E-mail: pharma@siemens.com
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Configuring in a GMP Environment

As a prerequisite for configuring computer systems in the GMP environment, approved
specifications must be available. Requirements contained in standards, recommendations, and
guidelines must be observed when creating these specifications and when implementing and
operating computer systems. This chapter deals with the mostimportant sets of requlations and
explains some of the basic ideas.

1.1 Regulations and guidelines

The regulations, guidelines and recommendations of various national and international
authorities and organizations have to be taken into account when configuring computer
systems requiring validation in the GMP environment. Regarding computer systems, the
following are of particular significance:

Title Subtitle Area of application
(Author)
21 CFR Part 11 Electronic Records, Law/regulation for manufacturers and importers
(US Food and Drug Electronic Signatures of pharmaceutical products for the U.S. market
Administration, FDA)
Annex 11 of the EU Computerised systems Binding directive within the European Union for
GMP Guide implementation in relevant national legislation
(European Commission)
GAMP 5 A Risk-Based Approach Guideline with worldwide validity as recommen-
(ISPE) to Compliant GxP dation

Computerized Systems

1.2 Lifecycle model

A central component of Good Engineering Practice (GEP) is the application of a recognized
project methodology based on a defined lifecycle. The aim is to deliver a solution known as the
risk-based approach that meets the relevant requirements.

GMP Engineering Manual
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Configuring in @ GMP Environment

1.3 Responsibilities

GAMP 5 approac

h

The following figure shows the general approach of GAMP 5 for the development of
computerized systems. It begins with the planning phase of a project and ends with the start of
pharmaceutical production following completion of the tests and reports.

Planning Reporting

Configuration
andior Coding

Supporting Processes including Risk Management

Sowrce: Figure 3.3, GAMP 5 — A risk-based approach to compliant GxP computerized systems

The lifecycle approach illustrated here is known as a generic model in GAMP 5. With this as the
basis, we will introduce several examples of lifecycle models for a variety of "critical" systems
with different stages of specification and verification phases.

Once production has started, the system lifecycle continues until decommissioning.

Siemens Validation Manual

Siemens has produced a "Validation Manual" based on the recommendations of the GAMP
Guide. This provides internal project teams with general information and concrete templates
(document templates) to help specify the validation strategy for a project. There are templates
not only for project planning documents but also for system specification and test
documentation. In contrast to this GMP Engineering Manual, the Siemens Validation Manual is
intended for internal Siemens use only.

1.3 Responsibilities

14

Responsibilities for the activities included in the individual lifecycle phases must be defined
when configuring computer systems in a GMP environment and creating relevant
specifications. As this definition is usually laid down specific to a customer and project, and
requires a contractual agreement, it is recommended to integrate the definition in the Quality
and Project Plan.

See also
¢ GAMP 5 Guide, Appendix M6 "Supplier Quality and Project Planning"

GMP Engineering Manual
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Configuring in a GMP Environment

1.5 Risk-based approach

1.4 Approval and change procedure

When new systems requiring validation are set up or when existing systems requiring validation
are changed, the top priority is to achieve or maintain validated status, which means ensuring
the traceability of the steps undertaken.

Before setting up or modifying a system, it is therefore necessary to plan, document and obtain
the customer's or plant operator's approval of the pending steps in terms of functionality and
time.

1.5 Risk-based approach

Both the U.S. FDA ("Pharmaceutical cGMPs for the 21st Century Initiative", 2004) and the
industry association ISPE/GAMP ("GAMP 5" Guide, 2008) recommend a risk-based approach to
the validation of systems. This means that question as to whether or not to validate a system and
the extent a system should be validated depends on its complexity and its influence on the
product quality.

GMP Engineering Manual
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1.5 Risk-based approach
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Requirements for Computer Systems in a GMP
Environment 2

This chapter describes the essential requirements an automated system in the GMP environment
must meet regarding the use of computerized systems. These requirements must be defined in
the specification and implemented during configuration. In case of subsequent changes or
interventions in the system, reliable evidence must be provided at all times, regarding who, at
what time, and what was changed or implemented. The requirements for this task are
implemented in various functions and described in the following chapters.

Note

This chapter describes the general requirements for computerized systems. How to meet these
requirements with a specific system is dealt with starting from chapter "System Specification
(Page 25)".

2.1 Categorization of hardware and software

Hardware categorization

According to the GAMP 5 Guide, hardware components of a system fall into two categories
"standard hardware components” (category 1) and "custom built hardware components”
(category 2).

Software categorization

According to the GAMP 5 Guide, the software components of a system are divided into various
software categories. These range from commercially available and pre-configured "standard”
software products that are merely installed, to configured software products and customized
applications ("programmed software").

2.2 Test effort depending on the categorization

The effort involved in validation (specification and testing) is much greater when using
configured and, in particular, customized products compared to the effort for standard products
(hardware and/or software). The overall effort for validation can therefore be significantly
reduced by extensive use of standard products.

GMP Engineering Manual
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Requirements for Computer Systems in a GMP Environment

2.4 Software creation

2.3 Change and configuration management

All the controlled elements of a system should be identified by name and version and any
changes made to them should be checked. The transition from the project phase to the
operational procedure should be decided in good time.

The procedure includes, for example:

¢ Identification of the elements affected

* I|dentification of the elements by name and version number
* Change control

» Control of the configuration (storage, release, etc.)

e Periodic checks of the configuration

See also

*  GAMP 5 Guide,
Appendix M8 "Project Change and Configuration Management"

2.4 Software creation

Certain guidelines must be followed during software creation and documented in the Quality
and Project Plan (in the sense of the Good Engineering Practice, in short GEP concept).
Guidelines for software creation can be found in the GAMP Guides as well as the relevant
standards and recommendations.

Use of typelinstance concepts and copy templates

While the validation of "standard" software only calls for the software name and version to be
checked, customized software validation requires the entire range of functions to be checked
and a potential supplier audit to be performed.

Therefore, to keep validation work to a minimum, preference should be given to standardized
blocks during configuration (products, in-house standards, project standards). From these,
customized types and templates are created and tested according to the design specifications.

Identification of software modules/types/copy templates

During software creation, the individual software modules must be assigned a unique name, a
version, and a brief description of the module.

Changes to software modules/types/copy templates

Changes to software modules should be appropriately documented. Apart from incrementing
the version identifier, the date and the name of the person performing the change should be
recorded, when applicable with a reference to the corresponding change request/order.

GMP Engineering Manual
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Requirements for Computer Systems in a GMP Environment

2.5 Access control and user administration

2.5 Access control and user administration

To ensure the security of computer systems in the GMP environment, such systems must be
equipped with an access control system. In addition to physical access control to certain areas,
access-control systems protect computer systems against unauthorized logical access. Users are
assembled into groups, which are then used to manage user permissions. Individual users can
be granted access authorization in various ways:

¢ Combination of unique user ID and password; see also chapter "Requirements for user IDs
and passwords" (Page 19)

* RFID / smart cards together with a password

¢ Evaluation of biometrics, e.g. fingerprint scanners

2.5.1 Applying access control to a system

In general, actions that can be performed on a computer system must be protected against
unauthorized access. Depending on a user's particular field of activity, a user can be assigned
various permissions. Access to user administration should only be given to the system owner or
to averylimited number of employees. Furthermore, itis absolutely essential that unauthorized
access to electronically recorded data is prevented.

The use of an automatic logout function is advisable and provides additional access protection.
This does not, however, absolve the user from the general responsibility of logging off when
leaving the system. The automatic logout time should be agreed with the user and defined in the
specification.

Note

Access to PCs and to the computer system must only be possible for authorized persons. This can
be supported by appropriate measures such as mechanical locks and through the use of
hardware and software for remote access.

2.5.2 Requirements for user IDs and passwords

User ID:

The user ID for a system must be of a minimum length defined by the customer and be unique
within the system.

Password:

For creation of passwords, a minimum number of characters and the expiry period of the
password should be defined. In general, a password should comprise a combination of
characters that meet the minimum length requirement as well as at least three of the criteria
listed below.

¢ Use of uppercase letters

¢ Use of lowercase letters

GMP Engineering Manual
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2.7 Electronic signatures

Use of numerals (0-9)

Use of special characters

See also

Chapter "Setting up user administration (Page 41)"

2.6 Requirements for electronic records

The following requirements additionally apply to the use of electronic records for relevant data:

The system must be validated.
Only authorized persons must be able to enter or change data (access control).
Changes to data or deletions must be recorded (audit trail).

Electronic records that are relevant for long-term archiving must be stored securely and kept
available for their retention period.

The initials and signatures required by the regulations must be implemented as electronic
signatures.

"Relevant” production steps/processes, "significant" interim stages, and "major" equipment
must be defined in advance by the person responsible from a pharmaceutical perspective.
This definition is often process-specific.

If an electronic batch production report is used, its structure and contents must match the
structure and contents of the master production record. As an alternative, the master
production record and batch production record can also be combined in one document.

See also

EU GMP Guide, chapter 4.9 and Annex 11
21 CFR Part 11 "Electronic Records, Electronic Signatures”, U.S. FDA

2.7 Electronic signatures

Electronic signatures are computer-generated information which acts as a legally binding
equivalent to handwritten signatures.

Regulations concerning the use of electronic signatures are defined, for example, in
21 CFR Part 11 of the US FDA or in EU GMP Guide Annex 11.

Electronic signatures are relevant in practice, for example, for manual data inputs and operator
interventions during runtime, approval of process actions and data reports, and changes to
recipes.

20
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2.9 Reporting batch data

Each electronic signature must be uniquely assigned to one person and must not be used by any
other person.

Note

During the production of drugs and medical devices, which enter the U.S. market, the FDA
regulations must be met. This is 21 CFR Part 11 with respect to electronic signatures.

Conventional electronic signatures

If electronic signatures are used that are not based on biometrics, they must be created so that
persons executing signatures must identify themselves using at least two identifying
components. This also applies in all cases in which a smart card replaces one of the two
identification components.

These identifying components can, for example, consist of a user ID and a password. The
identification components must be assigned uniquely and must only be used by the actual
owner of the signature.

Electronic signatures based on biometrics

An electronic signature based on biometrics must be created in such a way that it can only be
used by one person. If the person making the signature does so using biometric methods, one
identification component is adequate.

Biometric characteristics include fingerprints, iris structure, etc.

2.8 Audit trail

The audit trail is a control mechanism of the system that allows all data entered or modified by
the operator to be traced back to the original data. A secure audit trail is particularly important
when GMP-relevant electronic records are created, modified or deleted.

Such an audit trail must document all the changes made to GMP-relevant values "in normal
operation" along with the date and time. The audit trail contains information on who changed
what and when (old value / new value), as an option it may also include "why".

2.9 Reporting batch data

In the production of pharmaceuticals and medical devices, batch documentation takes on a
special significance. For pharmaceutical manufacturers, methodically created batch
documentation is often the only documented evidence within the framework of product liability.

GMP Engineering Manual
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2.11 Data backup

2.10

2.11

22

The components of batch documentation are as follows:
* Master production record and batch production record

* Packaging instructions and packaging record (from a pharmaceutical point of view, the
packaging of the finished drug is part of the manufacturing process)

e Test instructions and test report (relating to all quality checks, for example in the chemical
analysis)

The batch production record or packaging record has a central significance here and this is
defined below:

* The batch production record is always both product-related and batch-related.
* Itis always based on the relevant parts of the valid master production record.
* It contains all process-relevant measurement and control processes as actual values.

* It also contains deviations from the specified setpoints.

Archiving data

(Electronic) archiving means the permanent storage of electronic data and records in long-term
storage.

The customer is responsible for defining procedures and controls relating to the storage of
electronic data.

Based on predicate rules (EU GMP Guide, 21 CFR Part 210/211, etc.), the customer must decide
how electronic data is stored and, in particular, which data is affected by this. This decision
should be based on a reasonable and documented risk assessment that takes into account the
significance of the electronic records over the retention period.

If the archived data are migrated or converted, the integrity of the data must be assured over the
entire conversion process.

See also
¢ GAMP 5 Guide, Appendix 09 "Backup and restore"

Data backup

In contrast to the archiving of electronic data, data backups are used to create backup copies,
which ensure system restoration if the original data are lost or a system failure occurs.

The backup procedure mustinclude periodic backups of non-retentive information to avoid total
loss of data due to system components failures or inadvertent deletion of data. Backup
procedures must be tested to ensure that data is saved correctly. Backup records should be
labeled clearly and intelligibly and dated.

Data backups are created on external data carriers. The data media used should comply with the
recommendations of the device manufacturer.
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2.14 Using third-party components

When backing up electronic data, the following distinctions are made
¢ Backup of the installation, for example partition image

e Backup of the application

e Backup of archive data, for example process data

Here, particular attention is paid to the storage of data backup media (storage of the copy and
original in different locations, protection from magnetic fields, and elementary damage).

See also
*  GAMP 5 Guide, Appendix 09 "Backup and restore"

2.12 Retrieving archived data

It must be ensured that archived/backed up data can be read back atany time. If a system update/
migration is to be performed, compatibility of the archived data before the update must be
ensured. If required, the archived data must also be migrated.

See also

¢ GAMP 5 Guide, Appendix 013 "Archiving and retrieval"

*  GAMP 5 Guide, Appendix D7 "Data migration”

2.13 Time synchronization

Auniform time reference (including a time zone reference) must be guaranteed within a system,
to be able to assign an unequivocal time stamp for archiving messages, alarms etc.

Time synchronization is especially important for archiving data and analysis of faults. UTC
(Universal Time Coordinated, see also ISO 8601) is recommended as the time base for saving
data. The time stamp of messages and values can be displayed in local time with a note
indicating daylight saving time/standard time.

2.14 Using third-party components

When third-party components (hardware and software) are used, their compatibility to other
components in use must be verified. If components specifically "tailored" (customized) to
individual projects are used, a supplier audit should be considered in order to check the supplier
and their quality management system.

See also

¢ GAMP 5 Guide, Appendix M2 "Supplier Assessment"
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Configuration Manual, 05/2022, A5E42888188-AB 23



Requirements for Computer Systems in a GMP Environment

2.14 Using third-party components
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System Specification

During the specification phase for a computer system, the system to be builtand its functionality
are defined in as much detail as is required for implementation.

Specifications not only represent the basis for a structured and traceable configuration but are
—particularly in the GMP environment — an essential reference for final verification of the system.

The specification covers the selection of products, product variants, options, and system
configurations, as well as the application software.

Planning Reporting

Configuration
andior Coding

Supporting Processes including Risk Management
Source: Figure 3.3, GAMP 5 — A risk-based approach to compliant GxP computerized systems
It is possible to divide the full specification, for example, into:
» Functional specification (FS) as a response to user requirement specifications (URS)
* General configuration and design (system design, general topics)
e Hardware (and network) design specification (HDS)
» Software design specification (SDS)
¢ HMI specification

A very good overview of the PCS 7 portfolio as well as for optimized processing of projects from
planning to implementation and testing, all the way to handover to the customer is also offered
by the following article. However, this article is only available inside the Siemens organization.

¢ Multimedia-based demonstration system "Fast-Track-Engineering", Online Support under
entry ID 60242433 (https://support.industry.siemens.com/cs/ww/en/view/60242433)
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System Specification

3.1 Selection and specification of the hardware

3.1 Selection and specification of the hardware
Various system designs are used for the automation as well as the operation and monitoring of
simple and complex production processes and manufacturing operations.

The selection of hardware components should be measured against the requirements. These
requirements may be of a functional nature, but may also include aspects such as local
conditions, compatible software or data security.

3.1.1 Hardware specification

The Hardware Design Specification (acronym: HDS) describes the hardware architecture and
configuration including the networks. The HDS should, for example define the points listed
below. This specification is used later as a test basis for the verification.

* Hardware overview diagram, system structure and organization

* Control cabinets (control cabinet names, UPS configuration, location), PC station control
cabinets, automation system with CPUs, 1/O cards, etc.

e PC components for server and client
* Installation procedures and instructions for servers, clients, ES
* Appropriate subdivision of plant and plant unit areas for the AS

* Network structure for Industrial Ethernet, e.g. switches, transmission technology (electrical,
optical, wireless), names and Ethernet configuration of the stations (AS, PC stations, etc.),
general network settings

* Profibus/Profinet installation, division of networks for the automation systems, and specific
Profibus/Profinet settings

e Time synchronization, if hardware components are involved
* Barcode scanner configuration
* Field devices

The HDS can be an integral part of an overall specification or be extracted into a separate
document.

Note

The information in the hardware overview diagram and the naming of hardware components
must be unequivocal.

See also
* GAMP 5 Guide, Appendix D3 "Configuration and Design"
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System Specification

3.1 Selection and specification of the hardware

3.1.2 Selecting the hardware components

Use of hardware components from the PCS 7 catalog ensures the long-term availability of
hardware and spare parts.

For reasons of system availability and data security/integrity, an appropriate class RAID systems
for PC components, such as ES, OS single stations, OS servers and BATCH servers should be
implemented in the system design.

When a SIMATIC PCS 7 bundle is supplied, the customer receives a PC on which all software
required for the relevant applications is installed. The components contained in the bundle are
not always identical to the products of the same names available on the market. As a
consequence, the availability of spare parts will differ too.

In virtual systems, too, you should prefer well-proven system components, such as ESXi server.

Note

Only hardware from the current PCS 7 catalog should be used. The use of unreleased
configurations requires additional effort for specification and test phase. See Product Catalog
(https://support.industry.siemens.com/cs/de/en/view/109745632).

If PCs are placed in control cabinets, it must be ensured that suitable hardware components are
provided, such as operator channel extensions.

There are different types of automation systems.
¢ Standard automation system

e Fault-tolerant automation system
The user programs loaded in both CPUs are fully identical and are run synchronously by both
CPUs. The switchover has no effect on the ongoing process because it is bumpless.

* Fail-safe automation system
It automatically brings the plant to a safe state in the event of a fault. The relevant national
regulations must be observed when configuring, commissioning, and operating fail-safe
systems. S7 F-systems provide a reference sum of the fail-safe program section available. This
sum is recorded to enable the detection of changes in the fail-safe program.

See also

e Manual "PCS 7 PC Configuration”, Online Support under
entry ID 109794377 (https://support.industry.siemens.com/cs/ww/en/view/109794377)

3.1.3 CPU 410 for process automation

The "CPU 410-5H Process Automation" is specifically designed for the SIMATIC PCS 7 control
system. As with previous controllers of the SIMATIC PCS 7 system, the CPU 410-5H Process
Automation can be used in all process automation industries. The very flexible scalability based
on PCS 7 process objects makes it possible to cover the entire performance range from the
smallest to the largest controller, in standard, fault-tolerant and fail-safe applications with only
one hardware.
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System Specification

3.2 Security of the plant network

3.1.4

3.2

This yields the following benefits:

¢ Reduced number of CPU versions, no memory cards
e Resulting in fewer spare parts

* Easy system and functionality extension

* Flexible area of application, increased ruggedness

See also

e Manual "PCS 7 CPU 410 Process Automation”, Online Support under entry ID 109801828
(https://support.industry.siemens.com/cs/ww/en/view/109801828)

Hardware solutions for special automation tasks

Additional device-specific solutions are required to integrate hardware components which are
not offered in the SIMATIC hardware manager. These components are interfaced using special
device master data. Integration examples for such hardware components include:

* Integration of weighing modules (SIWAREX)
* Integration of frequency inverters for drives (Masterdrives, Micromaster)
* Integration of user-specific field devices

To keep validation work to a minimum, hardware components from the PCS 7 Add-on catalog
(ST PCS 7 AO) should be given preference.

Security of the plant network

In the field of modern process control systems, the boundaries between the office and
automation environments are disappearing at an ever increasing rate. Automation solutions
with connected WEB clients, MES applications, and customized office networks and applications
are growing in importance. To satisfy these demands and ensure as high a level of data security
as possible, the planning and structure of networked PCS 7 automation solutions are highly
important.

Measures for increasing data and plant security

28

SIMATIC offers several options for increasing data and information security and, thus, the
security of a production plant. These include:

» Staggered user, group, and role concept

» Safety concepts for network security and limited access to network drives
e SIMATIC Security Control (55C)

* SCALANCE S firewall and VPN modules

GMP Engineering Manual
Configuration Manual, 05/2022, A5E42888188-AB


https://support.industry.siemens.com/cs/ww/en/view/109801828

System Specification

3.3 Specification of the basic software

For additional information, see also
e Chapter "Information security and data integrity (Page 53)"

* "Industrial Security", Online Support under
entry ID 50203404 (https://support.industry.siemens.com/cs/wwi/en/view/50203404)

e Manual "Security Concept PCS 7 and WinCC", Online Support under
entry ID 109780811 (https://support.industry.siemens.com/cs/ww/en/view/109780811)

e Manual "PCS 7 Compendium Part F — Industrial Security", Online Support under
entry ID 109804118 (https://support.industry.siemens.com/cs/ww/en/view/109804118)

3.3 Specification of the basic software

The Software Design Specification (SDS) describes the software’s architecture and
configuration. This describes not only the application software but also the "standard" software
components used in the system, for example by specifying the name, version number etc. This
description serves as a reference when performing subsequent tests (FAT, SAT, etc.).

Commercially available standard software components include automation software
components and software provided by third parties; see also chapter "Verification of software
(Page 138)".

Hardware and software requirements and operating system selection
* Compatibility tool (www.siemens.com/kompatool)
¢ PCS 7 Toolset DVD, Readme file

¢ Manual "PCS 7 PC Configuration”, Online Support under
entry ID 109794377 (https://support.industry.siemens.com/cs/ww/en/view/109794377)

¢ Compatibility of Microsoft updates, Online Support under
entry ID 18490004 (https://support.industry.siemens.com/cs/ww/en/view/18490004)

3.3.1 Operating system

Information regarding the release of SIMATIC products with various operating systems (32-bit
and 64-bit) is included in:

* SIMATIC PCS 7 Product Catalog (https://support.industry.siemens.com/cs/de/en/view/
109745632)

e Compatibility tool (www.siemens.com/kompatool)

¢ Online help, readme file

The security updates provided by Microsoft and "Important Updates” for the Windows operating
system are tested by Siemens for compatibility with SIMATIC software and released, see note
under chapter "Updating the system software (Page 170)".
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3.3 Specification of the basic software

3.3.2

3.3.3

Basic software for user administration

An essential requirement in particular in the GMP field is the access control to the system; which
is the only way of ensuring secure operation in compliance with regulations (21 CFR Part 11 and
EU GMP Guide Annex 11). Unauthorized access to both the operating and monitoring system as
well as the file system and the folder structures in the operating system must be avoided.
Appropriate planning is required with this in mind:

» Definition of user groups with various authorization levels for operation and maintenance
* Definition of users and assignment to user groups
* Determination of adjusted plant structure and drive storage including authorizations

Access to the SIMATIC PCS 7 system components is controlled by SIMATIC Logon. You can find
additional information on installing and configuring the various SIMATIC Logon components in
Chapter "Setting up user administration (Page 41)" and in SIMATIC Logon configuration
manual.

Software components for engineering

Some of the most important functions of the SIMATIC PCS 7 engineering software are described
below.
See also

e Manual "PCS 7 Engineering System", chapter 8.7, Online Support under
entry ID 109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)

Multiproject engineering

For a description of setting up and using multiprojects, see chapter "Project setup (Page 57)" of
this manual.

Process Control Libraries

The process control libraries contain ready-made, tested objects (blocks, faceplates, and
symbols). When these libraries are used, engineering is usually limited to the configuration of
the relevant objects. One major advantage of using predefined objects when engineering
automated systems is the lower-level software categorization (see chapter "Software
categorization according to GAMP 5 Guide (Page 138)") and the possibility of implementing
updates. Therefore, the validation work required is less than that for user-specific blocks.

WinCC Configuration Studio

30

The WinCC Configuration Studio provides a simple means of configuring bulk data for OS
projects. The user interface is split into a navigation area and a data area oriented on
Microsoft Excel.
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3.3 Specification of the basic software

The WinCC Configuration Studio includes the following editors and functions:
* Tag Management

¢ Alarm Logging

¢ Tag Logging

* User Archive

¢ User Administrator

CFC (Continuous Function Chart)

The CFC Editor provides a graphic interface for configuring automation and control functions.
Drag & drop is used to move function blocks from libraries to a CFC, where they are
interconnected and configured in accordance with requirements.

SFC (Sequential Function Chart)

The SFC Editor facilitates the graphic configuration and commissioning of sequential controls.
Essential components here are steps and transitions, as well as simultaneous and alternative
branches.

Import/Export Assistant (IEA)

The Import/Export Assistantis a tool used to configure systems which feature recurring functions
and/or plant units. Process tag lists or CAD charts previously created in the planning phase are
used during configuration to create CFCs for process tags, for the most part automatically.
During this process, replicas of the models are generated and then supplied with specific data,
see chapter "Bulk engineering (Page 87)".

Plant Automation Accelerator (PAA)

PAA enables optimized bulk engineering using object orientation and its integrated type-
instance concept for SIMATIC PCS 7. This minimizes the risk of errors. Control module types
(CMTs) are used to create templates from which instances are generated. The instances are
linked to the template and can be updated when a change is made to the template.

Additional information regarding configuration and the advantages of using the PAA can be
found in chapter "Typelinstance concept with the PAA (Page 89)".
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Block protection

Version Trail

SIMATIC BATCH

Route Control

32

Blocks can be protected from changes and access so that only the inputs and outputs are still
accessible. "S7 Block Privacy” (PCS 7 V8.0 and higher) provides greater security than the previous
Know-How protection and should therefore be used preferentially for sensitive areas in
particular, see chapter "Write protection for CFCs/SFCs and SFC types (Page 153)" on write
protection and chapter "Block encryption with "S7 Block Privacy" (Page 155)" on block
encryption.

Note

In order to work with blocks encrypted with "S7 Block Privacy”, the AS must have a CPU 4xx with
firmware version V6.0 or higher.

SIMATIC PCS 7 Version Trail enables multiprojects, single projects, and project-specific libraries
to be backed up together with the assignment of unique version ID for the archived projects.

Itis possible to back up multiprojects, projects, and libraries at defined times automatically and
with versioning, and to read back block parameters in a time-controlled manner.

For more information on configuration and use of "Version Trail", refer to chapter "Versioning of
projects with Version Trail (Page 147)".

SIMATIC BATCH is a SIMATIC PCS 7 program package that enables discontinuous processes,
known as batch processes, to be planned, controlled and recorded. It can be operated as a single
user station system or a client/server system and can be used in various different plants, thanks
to its modular architecture and scalability. SIMATIC BATCH servers can be configured
redundantly.

In principle, the functions of SIMATIC BATCH can be divided into four areas:
* Recipe system: Creation and management of master recipes and library operations
» Batch planning: Planning and rescheduling of batches and production orders

* Batch control: Operation and visualization of the batches released for production or the
associated control recipes, including visualization of the current unit allocation

* Batch data management: Collection, storage and reporting of batch data

The chapter "Recipe creation with SIMATIC BATCH (Page 97)" for additional information on
configuration and use of SIMATIC BATCH.

The SIMATIC Route Control additional software package is used to configure, monitor, and
diagnose materials handling (paths) within a plant. It is fully integrated in SIMATIC PCS 7 and
SIMATIC BATCH.

For more information on configuration and use of "SIMATIC Route Control", refer to chapter
"SIMATIC Route Control (Page 104)".
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3.3 Specification of the basic software

Simulation with S7-PLCSIM

S7-PLCSIM is a simulation tool for S7 user programs. This software component, which is
available as an option, simulates a SIMATIC S7-CPU on a programming device or PC. The
configured application software can be tested without the use of AS hardware (CPU and/or signal
modules). Up to 8 CPU instances can be simulated.

Communications processors and Route Control cannot be simulated.

Note
The use of S7-PLCSIM is of particular interest for the test system, for example, for typical tests.

For a subsequent operation with an Ethernet network, the Ethernet connection should be
configured beforehand in PLCSIM, since all communication links have to be reconfigured for the
use of MPI.

Simulation with SIMIT and Virtual Controller

SIMIT can be used from the simulation of the field level through to process simulation, see
chapter "Simulation for test mode (Page 145)".

3.34 Software components for operation level

Basic software for Operator System (OS)

Systems for the operator control and monitoring of the plant are implemented either as single
or multiple station systems.

With a single station system, all operator control and monitoring tasks can be handled on one
PC.

A multiple station system (client-server architecture) consists of operator stations (OS clients)
and one or more OS servers, which supply the OS clients with data.

Redundant systems can be set up to increase availability.

Note

The number of licenses for the operator stations can be increased at a later time using suitable
packs. When extending/updating a license, the existing license must be available, i.e. runtime
cannot be active. Online extension is only possible for redundant servers.

SIMATIC BATCH and Route Control

SIMATIC BATCH and SIMATIC Route Control each have their own operating components. Some
functions are also integrated in the basic OS, however, and can be operated from there.
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SFC Visualization additional software

An SFC (sequential function chart) is used as a sequential control system (also known as a
sequencer) of processes. SFCs consist of a sequence of steps that are separated from one
another in each case by step enabling conditions (or transitions). These step-enabling
conditions can take the form of simple comparisons or complex logic (SFC calculations).

Using SFC Visualization, the configured SFCs can be displayed on the operator station and
operated in manual mode. SFC Visualization enables processes to be clearly displayed by
showing their different process actions.

No additional effort is necessary to configure the SFC visualization.

OS Web Option additional software

3.3.5

OS archiving

34

The PCS 7 OS Web Option enables the PCS 7 plant to be operator controlled and monitored via
the intranet or internet.

As of SIMATIC PCS 7 V9.0, SIMATIC BATCH OS control elements (SIMATIC BATCH OS Controls) can
also be displayed with the OS Web Option.

Note

Use of the Web option in a controlled environment must be thoroughly discussed and agreed
with the customer. Aspects such as access to the Web Client, critical or non-critical operator
control and monitoring functions, logons, and audit trails, as well as a secure data connection,
must be considered during these discussions.

Additional information on the use and configuration of the Web option can be found in chapter
"PCS 7 Web Option for OS (Page 93)".

Long-term archiving

In the regulated environment, relevant production and quality data must be retained in some
cases for 5 or 10 years or longer. It is essential for these data to be defined, reliably saved, and
transferred to external archives in steps.

The basic package contains configuration options for archiving. The strategy for exporting to
another computer will be defined according to the amount of data accumulated and the
retention period.

Long-term archiving of process values and messages can be set up using an import/export of
archives or with the SIMATIC Process Historian option. Both concepts are introduced below.

Process values and messages are stored in a short-term archive based on Microsoft SQL server
technology. The data saved on the archive server can be exported to another computer and, if
required, read back or permanently transferred to a long-term archive, see chapter "Setting up
process value archives (Page 128)".
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SIMATIC Process Historian

A SIMATIC Process Historian can be used to centrally acquire and archive process values and
messages from several SIMATIC PCS 7 OS servers (also redundant systems) as well as batch data.
Transparent access to the archived data for viewing the messages and process values in the user
interface is handled by the system automatically in the background. The messages saved in
WinCC archives are fully transferred to the Process Historian. Only those variables that are
labeled as being "long-term relevant" are transferred.

If the Process Historian is unobtainable, the completed archives remain on the OS servers and
are transferred later when the link to the Process Historian is reactivated. For this purpose,
sufficient memory volume is to be planned on OS servers. Monitoring of the network connection
may also be advisable.

Defined interfaces provide direct access to archived process values and messages. This means
that important production data is available throughout the company.
See also

e Manual "PCS 7 Compendium Part A", chapter 10.4.4 "Long-term archiving",
Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)

e Manual "Process Historian 2020", Online Support under
entry ID 109809287 (https://support.industry.siemens.com/cs/ww/en/view/109809287)

3.3.6 Reporting

For the necessary quality certification, a definition is made to establish which production data is
relevant for outputin a report. A report may contain messages and alarms, batch data as well as
process values in the form of a table or trend.

See also

e Manual "PCS 7 Engineering System", chapter 4.3.5, Online Support under entry ID
109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)

Report Designer

The Report Designer continuously reports the process data for a defined period of time. The
report output is started via a print job.

The Report Designer is also used for documentation of the configured OS project. For this
purpose, pre-configured report layouts and print jobs are included in the SIMATIC PCS 7 scope of
supply. Both pre-configured report layouts and print jobs can be opened in the Report Designer
and modified as required.
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3.4 Application software specification

Information Server

The SIMATIC Information Server offers the option of reporting on recorded process values, batch
data and messages. Both pre-configured and those configured based on Microsoft Reporting
Services can be represented in the web-based interface and exported to various formats.
Additional integration in Microsoft Word, Excel or PowerPoint shows the reports for the archive
data in the familiar Office environment.

See also

e Manual "PCS 7 Compendium Part A", chapter 10.4.4.1 and 10.4.4.3 "Information Server",
Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)

Data exchange via Open PCS 7

Open PCS 7 can be used to exchange data with external systems, such as the plant management
and production control level, MES level, or ERP level via the OPC interface, without knowledge
of the SIMATIC PCS 7 project topology being required. OPC (Open Platform Communications)
refers to a uniform, vendor-independent software interface, the standard of which was defined
by the OPC Foundation. The OPC Foundation is an alliance of leading companies in the field of
industrial automation.

Information on OPC is available on the internet (https://opcfoundation.org/). The use of Open
PCS 7 is described in more detail in chapter "Open PCS 7 (Page 96)".

3.4 Application software specification

In addition to the selection and definition of the hardware (see chapter "Selection and
specification of the hardware (Page 26)") and the standard software components used (see
chapter "Specification of the basic software (Page 29)"), the specification of the application
software is an essential part of the entire specification. Along with the function specification, the
specifications for system configuration and design of the system serve later as acceptance
criteria during system verification (FAT, SAT, etc.).

The specification of configuration and design can consist of only one document, but usually
consists of multiple documents. Additional, separate documents are often added as
supplements, e.g. process tag list, 1/O list, parameter list, P&ID, etc. Like for the other
specification documents, the status of these documents (version, approval) must be clearly
defined.

See also
*  GAMP 5 Guide, Appendix D3 "Configuration and Design"

In addition to the previously mentioned hardware specification, the specification can be divided
as follows, for example:
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3.4 Application software specification

Configuration and design (general)

HMI specification

Organization of domain, domain administration, workgroup

User administration in Windows,

Definition of user groups, users, authorizations, local users, configuration of SIMATIC Logon,
WinCC user administration, SIMATIC BATCH permission management, Route Control user
groups, etc.

Domain and PC profile
Printer configuration
Archive configuration (archives, archive cycles, batch reports)

Interfaces (S7 connections, OPC, discrete 1/0 processing)

Examples of the aspects specified for the user interface include the following:

Screen layout and navigation

Plant pictures, unit pictures, detail pictures of interfaces
Operator level, access authorizations, if any

Picture hierarchy

Screen resolution, picture cycles

Block icons, faceplates used

Message capability, message classes, priorities, representation, see chapter "Specification
(Page 106)"

Software design specification

GMP Engineering Manual

General information such as name of multiproject, name of projects, name of libraries, plant
hierarchy

Appropriate subdivision of plant and plant unit areas for the automation systems, see also
chapter "Hardware specification (Page 26)"

Software structure, typical and module specification, possibly in a separate document
Control modules (CM) and control module types (CMT) (states, behavior, response to restart)
Equipment modules (EM) and types (EMT) (states, logic status, behavior, configuration)
Route Control, if present (function, interface blocks)

SIMATIC BATCH (function, distribution of recipes, use of forms)

Any other utilized functionalities, such as RFID etc.

Power failure and restart behavior (behavior of PC stations and automation systems, failure
of an AS)

Time synchronization, specification of time master and slave
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3.5 Additional software SIMATIC PCS 7 Add-ons

* Description of exceptional states for reliable plant operation

» Emergency-Off response

Note

As a basis for configuring batch control, SIMATIC PCS 7 uses the model of ANSI/ISA-88.01; see
also chapter "Conformity with the ISA-88.01 standard (Page 98)".

See also

¢ Application example for specification of technical functions with SFC types as well as
instantiation, Online Support under entry ID 33412955 (https://
support.industry.siemens.com/cs/ww/en/view/33412955)

3.5 Additional software SIMATIC PCS 7 Add-ons

The SIMATIC PCS 7 Add-on catalog contains solutions for various areas of application or special
branches, such as the process industry. The addresses of the relevant contacts for these add-ons
are listed in the catalog.

Note

Priority should be given to add-ons from the latest catalog when implementing functions that
go beyond the standard scope of PCS 7. See SIMATIC PCS 7 Add-ons (https://
support.industry.siemens.com/cs/ww/en/view/109745636).

3.5.1 versiondog — Version assignment and configuration control

The entire lifecycle of a SIMATIC PCS 7 system can be tracked through the version history with
versiondog - from planning through commissioning to continuous optimization during
operation. If a new version is created, versiondog automatically determines the changes and
makes them transparent to the user.

PCS 7 Smart Compare shows the differences between two versions in the familiar SIMATIC PCS 7
project structure. Differences between two CFCs or SFCs are highlighted in color in a graphic
comparison. The audit trail of versiondog allows you verify at any time who made a change,
when it was made, what was done and why it was done.

See also

* PCS 7 Add-on description on the Internet (https://mall.industry.siemens.com/mall/en/WW/
Catalog/Products/10048340?tree=CatalogTree), including manufacturer details
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3.6 Utilities and drivers

3.5.2 OPD - User dialogs and electronic signatures

The software operator dialog (OPD) simplifies the interaction between operating personnel and
process control system. As a powerful operator tool, it facilitates control of the process and
provides complete proof of all manual operations.

The OPD software, which can be executed in a SIMATIC PCS 7 | SIMATIC BATCH system
environment, is based on the Microsoft SQL server software. It uses the SIMATIC logon for user
verification and electronic signatures.

See also

* PCS 7 Add-on description on the Internet (https://mall.industry.siemens.com/mall/en/de/
Catalog/Products/10037427?tree=CatalogTree), including manufacturer details

3.6 Utilities and drivers

3.6.1 Printer drivers

Itis advisable to use the printer drivers integrated in the operating system and approved for PCS
7. If external drivers are used, no guarantee of proper system operation can be provided.

3.6.2 Virus scanners

The use of virus scanners in process mode (runtime) is permitted. Additional information on
selecting, configuring, and updating virus scanners can be found here:

e Compatibility tool (www.siemens.com/kompatool)

e Manual "PCS 7 Compendium Part F", chapter 9, Online Support under entry ID 109804118
(https:/Isupport.industry.siemens.com/cs/ww/en/view/109804118)

When virus scanners are used, the following settings must be observed:

¢ The real-time search is one of the most important functions. It is sufficient, however, to
restrict the analysis to incoming data traffic.

* The time-controlled search should be deactivated, as it significantly limits system
performance in process mode.

* The manual search should not be run during process mode. It can be performed at regular
intervals, e.g. during maintenance cycles.

These arrangements should be described in the specification and/or where necessary, in a work
instruction (SOP) from the IT department in charge.

For more information on the topic of IT Security, see chapter "Information security and data
integrity (Page 53)".
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3.6 Utilities and drivers

3.6.3

3.6.4

40

Image & partition tools

Supplemental “Imaging” and “Partitioning” software allows you to create a backup of the entire
contents of a hard drive, the so-called image, as well as to partition the hard drives. The system
software backed up in the image can be used to quickly restore a system. Backed up hard drive
contents can also be imported to devices of the same type. This facilitates the replacement of
computers.

Siemens provides the software package "SIMATIC Image and Partition Creator" to perform these
tasks. This is even possible without a separate installation. Administration skills are required.
See also

¢ SIMATIC IPC Image and Partition Creator in Online Support under entry ID 109781271
(https://support.industry.siemens.com/cs/ww/en/view/109781271)

Note

The created images are used to restore the installed system, but not to back up online data, user
software (project), as well as authorizations and license keys.

Detailed information on the topics of data backup and system restoration is included in the
respective chapters of this manual.

SIDSI Backup & Restore Professional

The preconfigured "SIDSI Backup & Restore Professional" system is used for the systematic and
secure backup and restoration of virtual machines.

By using the image-based approach to creating backups, you can configure the sources and
cycles individually and have them executed automatically.

The following tools are used for backup and restore:

¢ SIDSI Backup Wizard: Backups of virtual machines to SIVaaS systems and of IPCs with
Windows operating system

¢ SlVaas Back & Restore: Hypervisor operating systems and configuration

» Paragon Hard Disk Manager: Backup & Restore Server (including delivery state)
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4.1 Installation of the operating system
When selecting the operating system, observe the information given in chapter "System
Specification (Page 25)" and the sources named there.
See also
¢ Installation instructions for the operating system

¢ Manual "PCS 7 PC Configuration”, Online Support under
entry ID 109794377 (https://support.industry.siemens.com/cs/ww/en/view/109794377)

4.2 Installation of SIMATIC PCS 7

To install SIMATIC PCS 7, follow the instructions of the setup program. When required, approved
third-party components (e.g. Office) must be installed prior to installing PCS 7. More installation
information is contained in the

¢ Manual "PCS 7 Compendium Part A", chapter 4.3.4, Online Support under
entry ID 109809015 (https://support.industry.siemens.com/cs/ww/en/view/109809015)

¢ Manual "Security Concept PCS 7 and WinCC", Online Support under
entry ID 109780811 (https://support.industry.siemens.com/cs/ww/en/view/109780811)

¢ Manual "PCS 7 PC Configuration”, Online Support under
entry ID 109794377 (https://support.industry.siemens.com/cs/ww/en/view/109794377)

¢ Manual "PCS 7 PC Released Modules", Online Support under
entry ID 109800496 (https://support.industry.siemens.com/cs/ww/en/view/109800496)

e PCS 7 installation DVD

¢ Readme files of the individual SIMATIC components

Note

SIMATIC Logon must be selected in the installation setup.

4.3 Setting up user administration
For secure operation in compliance with regulations, controlled access to both the operating
level and configuration level as well as archive data and backup copies is required.

Auser-related logon and logoff for operatoractionsis one of the basic functionalities for meeting
this requirement.
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4.3 Setting up user administration

4.3.1

42

The user management of SIMATIC Logon uses the mechanisms of the Windows operating
system and therefore ensures reliable access protection. For the organization of operating
authorization, the users are assigned their tasks according to various user groups in the
Windows user administration.

These user groups are assigned authorizations for the individual operator actions.

Note

The structure of the user groups should already be defined in the specification at the start of the
project and be set up at the start of the configuration phase.

The individual operating permissions of the software modules are defined in the module
description.

All authorization levels for operation via the visualization interface (faceplates, input fields,
buttons, etc.) and their assignment to user groups are to be set up according to specifications
and tested in the course of the project.

The setup is differentiated in terms of which level the user operates. The membership in certain
Windows user groups is therefore required for the start or the configuration of SIMATIC
components such as SIMATIC PCS 7 OS or SIMATIC Logon. These user groups are automatically
created in the Windows user administration upon installation of the software components and
must not be deleted.

For the operation of process mode, project-specific user groups are set up which are equipped
with the required operating permissions in the configuration.

The following sequence is recommended when setting up user administration with SIMATIC
Logon and is described in the following chapter:

» Setup of user groups and users under on operating systems, see chapter "User administration
on the operating system level (Page 42)"

» Setting up security settings in Windows, see chapter "Security settings in Windows
(Page 44)"

* SIMATIC user groups, see chapter "SIMATIC user groups (Page 44)"

» Setup and configuration of SIMATIC Logon, see chapter "Configuration of SIMATIC Logon
(Page 45)"

* Administration of authorizations for the individual user groups in SIMATIC components (ES,
OS, BATCH); see chapter "Administration of user rights (Page 46)"

User administration on the operating system level

Administration of user permissions using SIMATIC Logon is based on the mechanisms of the
Windows operating system. There are two user administration options here:

e Centralized administration in a domain structure
¢ Administration on a computer of a work group

When using multiple servers or when there are redundant servers, the domain structure must
be used to ensure that users will still be able to perform operations and log on even if one
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4.3 Setting up user administration

domain server fails. The domain server functionality may not be installed on a system with
SIMATIC PCS 7 in this case.

Note

In Windows Computer Administration, the full name must be entered for each user in addition
to the user name. This name can be used for the display in SIMATIC PCS 7 after logon to the
application and is required for electronic signatures. The full name must therefore be entered.

New User _
User name: |XDD3C?3U |
Full name: |Haik Hensel |
Description: | |
See also

¢ Manual "Security Concept PCS 7 and WinCC", Online Support under
entry ID 109780811 (https://support.industry.siemens.com/cs/ww/en/view/109780811)

¢ Manual "PCS 7 Compendium Part A", chapter 4.2.6 "Workgroup and domain”,
Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)

SIMATIC Logon Service - One-time logon

User name: ‘ rhensel
Password: | zzzzzzzzzz
Log on to: |PHARMA -]

oK | | Change password... | Cancel |

While a user is authenticated for their operating permissions in the SIMATIC environment when
they log on, a "default user" is logged on to the Windows operating system at the same time and
has the permissions required for the operating system level. These should not be higher than
actually required, see also chapter "Access control to operating system level (Page 51)".

The user logged onto the operating system should be the same user system-wide and should be
logged on automatically when an OS computer starts up.

Note

Logons, logoffs and unsuccessful logon attempts can be viewed in the SIMATIC Logon Eventlog
Viewer and exported; changes to the user and group configuration are recorded on the
operating system level in the Eventlog and can be saved there.
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4.3.2 Security settings in Windows

Access authorizations as well as settings such as the length, complexity, and validity period of
the password can and should be configured appropriately to increase data security.

When using SIMATIC Logon, the system administrator makes the following security settings in
Windows under Control Panel > Administration > Local security regulations > Security settings
> Account regulations / Local regulations:

» Password policies such as complexity, password length, password aging
¢ Account lockout policies

* Audit policies (e.g. logon events and logon attempts)

Note

Following Windows installation, default parameters are set for the password policies, account
lockout policies, and audit policies. The settings must be checked and adapted to the
requirements of the current project.

See also
* Chapter "Access control to operating system level (Page 51)"
* Chapter "Information security and data integrity (Page 53)"

¢ Manual "PCS 7 Compendium Part F", chapter 7.4 "Password policies”, Online Support under
entry ID 109804118 (https://support.industry.siemens.com/cs/ww/en/view/109804118)

* All-round protection with Industrial Security - Plant Security, Online Support under
entry ID 50203404 (https://support.industry.siemens.com/cs/ww/en/view/50203404)

4.3.3 SIMATIC user groups

When PCS 7 is installed, local SIMATIC standard user groups are automatically created in the
operating system with various rights (SIMATIC HMI, etc.). These must not be changed or deleted.

The defined users and user groups must be made members of these SIMATIC user groups which
have the appropriate authorization.

By differentiating between system administrators and users (plant operators) at the Windows
level logon, a logical separation is achieved for the computer access authorization.

See also
» Chapter "Access control to operating system level (Page 51)"

* Manual "Security Concept PCS 7 and WinCC", Online Support under
entry ID 109780811 (https://support.industry.siemens.com/cs/ww/en/view/109780811)
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4.3.4 Configuration of SIMATIC Logon

SIMATIC Logon serves as an interface between the Windows user administration and SIMATIC
components. It checks the correctness of logon data for a user against the central user
administration. If the logon is valid, the associated user groups are returned to the operator
station.

SIMATIC
PCS 705
SIMATIC SIMATIC
PCS 7ES ‘\ / BATCH
SIMATIC
Logon

Windows
User Administration

The basic settings for SIMATIC Logon are made with the "Configure SIMATIC Logon" dialog. The
available settings are described in "SIMATIC Logon" configuration manual and include, for
example:

¢ The logon of a "default user" after a user logoff
* Logon server ("working environment")

¢ Automatic logoff on using SIMATIC Logon

Note

Events, such as successful and failed logons and logoffs, password changes, etc. are stored in the
EventlLog database of SIMATIC Logon. This must be taken into account when backing up data,
see also chapter "Audit trail and change control (Page 113)".

See also

¢ Manual "SIMATIC Logon", Online Support under
entry ID 109804727 (https://support.industry.siemens.com/cs/ww/en/view/109804727)

Default user after user logs off

In the "General" tab, you can define whether a default user should be logged on after a user logs
off.

Unlike all other users, the "Default User" does not have to be created as a Windows user. The
"Default user" is a member of the "Default group” or any other user group assigned here. The
rights of this group are defined in the WinCC User Administrator.
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Configure SIMATIC Logaon -

]Wnrkjng envirnnment] Logon device I Automatic Ingnﬁ:] Certificate ]

Language: |EI'IEI|iSh j

[ Date f Time display according to ISO 8601

[ Show the following notice text at logon:

<inzert comment here -~

[+ Use the following data if the user is not explicty logged on:
Group: User:

| DefaultGroup Default User

0 il Days for reminder of password expiration

0K | | Cancel Help

Automatic logoff (Auto Logoff)

4.4

4.4.1

46

To prevent unauthorized accesses from occurring with the logged-on user, the "Auto Logoff"
function must be enabled and a time assigned in the SIMATIC Logon configuration. If the use of
the Default User was enabled, they will then be logged on.

Note

The "Auto Logoff" function must not be enabled at the operating system level, as this will close
down the user interface completely.

A screen saver should also be disabled when SIMATIC Logon is used. Otherwise, when unlocking
the screen, the system would ask for the password of the Windows user, which the PCS 7 OS
operator should not know.

Administration of user rights

Permission management on the Engineering System (ES)

Access to projects and libraries can be controlled using SIMATIC Logon. When access protection
is activated for new or unprotected projects, the Windows user who islogged on is automatically
defined as the project administrator. That user can then define other users as project editors or
project administrators.

To complete activation of access protection, the user must specify a project password which
should only be known to the project administrators.
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When project node is selected, choose menu

Activation of access protection Options > Access Protection > Activate

\

Logon via The Windows user, Who activates access
SIMATIC Logon Service protection via Logon Service, is automatically

@ defined as project administrator.
T ] After successful logon at SIMATIC Logon,
Definition of project password the project administrator defines the project

{} password.

Finished

"SIMATIC Logon Role Management" serves as the interface for assigning users to the group of
project editors or project administrators.

Note
Access protection must be activated for every project and every library used in the multiproject.

Synchronization: Within a multiproject, access protection for one project or library can be passed
down to all other projects/libraries.

Possible user permissions on the ES

A user on the ES may be given the following permissions:

Project editor
¢ Make project changes

» Display change log

Project administrator

¢ Make project changes

¢ Display change log

¢ Enable and disable the change log
* Manage access protection

¢ Deactivating access protection

¢ Synchronizing access protection in the multiproject

Note

In order for a user to be assigned to permission roles, they must already be known in Windows
administration.
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Scenario 1

Scenario 2

Scenario 3

48

The following presents three possible scenarios for establishing and using protected projects /
libraries.

¢ SIMATIC Logon installed
* User known in Windows
* Access permission for the project is available

When the user has the required permission, they can open a project without any further
authentication, provided itis in the same network as the user. This also applies if the project has
been taken out of the multiproject.

¢ SIMATIC Logon installed
* User known in Windows
* Access permission for the project is not available

If a user does not have access permission, protected projects/libraries are displayed in gray.

Eg Ferm_MP (Component View) -- D02 RHE\Proj EN\Ferm_MP\Ferm_MP
-3 Fem MP 27 Prorect access protected>| EPFem A5 EpFem AS3 @ Fem PL
2 Project access protecteds
=] Fem_~AS
J£3] Fem_AS3
[;] @ Fem_PL

If the user attempts to open the project, they will be prompted to enter the project password. If
the user knows this password and enters it, they are automatically defined as a project
administrator.

Note

The project password should only be known to the project administrator.

¢ SIMATIC Logon not installed

If SIMATIC Logon is not installed, there is no project administration function. Each time a
protected project/library is opened, the project password must be entered. Also in this case, the
project password should only be made known to the relevant group of people. If the protected
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project has been provided by a customer, they must decide whether or not the existing password
should be changed in their system.

Note

The way in which the project password is used and the time at which access protection is to be
activated on the ES level should be given careful consideration and defined at an early stage.

See also

¢ Manual "PCS 7 Engineering System", Online Support under
entry ID 109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)

Note

In addition to the scenarios described above, a password can be assigned for accessing the CPU.
With a newly configured CPU, the "Read/write protection” option is enabled by default in the
"Protection” tab of the CPU object properties as of V9.1 SP1 and higher. Assign a password or
change the protection level in this case.

4.4.2 Permission management on the Operator System (OS)

Windows user groups are assigned to PCS 7 OS groups by virtue of their same names. For
example, if you want to assign an "Operator" Windows group, an identically named "Operator"
group must be created in the PCS 7 OS User Administrator and the required rights assigned. The
following procedure must be followed for this:

¢ Open PCS 7 OS project

¢ Open User Administrator via WinCC Control Center
» (Create the group(s)

¢ Assign the permissions for each group

The figure below shows an example of how operating permissions are assigned to individual
groups.
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50

File Edit Miew Toolk Help

User Administrator i
| E-1§ User Administrator

L. ﬂ Administrator-Group
## Administrators

ﬁ Engineers
# Operators

=-#f Process_Enginesr
ﬂ ShiftManagers

B@dlepu-

L7
1 81
9
10
11 |
112 |
113
|14

f## Groups [All] [Find
:qu: name |

1  Administrator-Group

2 |Administrators

3 Engineers

4  Operators

5 Process_Engineer

[ lShﬁMun.ugers

——1 .

£+ i Properties - User Adminis... »

Mone
None
MNone
None
Nonge
Mong

|Logon with smart card  Type of a1 ~ | © Selection

AE .
W4 b M| Groups . Users . Authl|

< [m] >

File Edit View Toals Help
User Administrator « || &= Authorizations [ ... Find o v| &= Properties - Authorizat
=49 User Administrater Function Enfible |Bio_AFT Presentation| ~ | E|Selection
=-§# Administrator-Group 1 [User administration | N [l | Object type |Authorizat
4§ Administrators | 2 |Authorization for area [l [l ¥ Object name User admii
- Engineers 3 |System change ] (] [El B |General .
§ii Operators 4 |Monitoring Fil il Owner |Karl Lindn¢
&-#l Process Engineer 5 |Process controling = = ¥ |= %T’“
Lo § Kad Lindner %:g’mer‘t"m controiing g @I Functon  User admi
“§#§ ShiftManagers | _(Repa syst?m_ g Enable &l
8 |Remote activation ] H ] o
- ) B Authorization
9 |Remote configuration [} H il Bio_API Production][ |
IH L e 10 |Web Access - monitering onH [ [l || [Presentation |
g - i | 11 |Highest pracess controlling [l & Help e
rm loagina | 12 | Advanced operation 1 & al
]]j I — | 13 |Advanced operation 2 [l al
14
BRI ey RS Authorizations M<[_m >

Note

Centralized management of users, such as that provided by SIMATIC Logon, is essential in many
situations, especially in regulated environments. For this, the check mark for activation of
SIMATIC Logon must be set in the PCS 7 OS "User Administration” of the respective PCS 7 OS

computer.
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443 Permission management in SIMATIC BATCH
Permissions and roles are assigned in the SIMATIC BATCH application using "SIMATIC Logon Role
Management".
Permission management =
# SIMATIC Logon Role Management [ | &, view permissions of the logged Inuser | Change Log
File Edit 7 & Indvidusl permissions & Computers and units
D. ||| ? User groups / Function Des:rb-
Eonfigured reles and assignme: Plole: Process engineer : ¢ Automation engneer
|8 Rokes ~ || Assgrment types . g E::iﬁﬁam
+ #Suptrusrr ml;mupg and users +-49 Operstor
+ Factory manager 5 g
+ Shift manager = # - B Allfunctions
+ Operator & B, Batches
+ Process engineer 4 B, Formulas
+ Automation engne & ®\ General
+-4a8 Emergency operal s Impaont/Expont
+ WebOientliser v i B Libraries
< n > ; Matesials
[avalable assigrment types  [Awailable groups and users m- [y 05 controle
IC ﬂﬁwmsaﬂdusvs | Groups and users Domain / Computer Descripl ~ L ch.mwl
-8 K 1PcsTveEs00| | €8 Remote Deskiop ... BHARMA Member - P, Recie Edior
+ PHARMA Remote Menage,..  PHARMA Member 'E; Eﬂt Recies
Repicator PHARMA Support : @ m"‘z:“'
| #] thensal PHARMA 4 @F WebCiertUssr
ﬁrvtrbrtuur PHARMA
£ satuntas PHARMA
cchems Admins  PHARMA Designa ¢ e :
€ m > .(— Ll ¥ diefa 55 Generate info file ... |
[ | L cencel [[ b |
The individual roles are assigned to operating permissions in SIMATIC BATCH. The following can
also be defined:
¢ User permissions for a user role
* Permitted user roles per computer
* Permitted user roles per unit
4.5 Access control to operating system level

For the general network configuration, refer to the manuals "PCS 7 Engineering System

Configuration" and "PCS 7 and WinCC Security Concept".

Since access to the Windows operating system level should be avoided for security reasons,
additional configuration settings are necessary. These settings prevent unauthorized access
from SIMATIC PCS 7 process mode to sensitive operating system data.

Note

Access to the operating system level should be reserved exclusively for administrators and
technical maintenance personnel.
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Automatic startup and logon

The "default user" on the operating system level should be logged on automatically when each

server or client starts up.

Activating the operator control level (runtime)

Automatic starting of the SIMATIC PCS 7 operator control level (OS Runtime) must be activated
so that the operating system level cannot be accessed.

4.5.1

Configuration settings in Windows

You can use hot keys (keyboard shortcuts) to go to the operating system level. This option must
be disabled for operator stations in particular. This setting is made via the computer policies.

| Software Settings
| Windows Settings
~ || Administrative Templates
1 Control Panel
Desktop
Network
Shared Folders
7 Start Menu and Taskbar

~ [ 7] Windows Components

| Add features to Windows 10

| App runtime

| Application Compatibility

| Attachment Manager

7 AutoPlay Policies

1 Cloud Content

-1 Credential User Interface

| Data Collection and Preview B
Desktop Gadgets
Desktop Window Manager
Digital Locker

hotkeys.

Edit policy setting

Requirements:
At least Windows Server 2003

Description:
Turn off Windows Key hotkeys.

=/ Local Group Policy Editor — O x
Eile Action View Help
ek AN ca IR 7 el 4
& Computer Configuration - _ File Explorer Actions
v ¢, User Configuration Turn off Windows Key hotkeys Setting # | File Explorer -

1 System Keyboards with a Windows key
provide users with shortcuts to
common shell features. For example,
pressing the keyboard sequence
Windows+R opens the Run dizlog
box; pressing Windows+E starts File
Explorer. By using this setting, you
can disable these Windows Key

If you enable this setting, the
Windows Key hotkeys are unavailable.

If you disable or de not configure this %] Pin Libraries or Search Connectors to the "Search again” link.
setting, the Windows Key hotkeys are

|| Remove Hardware tab More Actions
|i=] Hides the Manage item on the File Explorer context menu

|i=| Remove Shared Documents from My Computer

|| Remove "Map Network Drive" and “Disconnect Network Dri..

:-| Do not move deleted files to the Recycle Bin

Turn off Windows Key ho...

Meore Actions

|i=) Do not request alternate credentials

|iz] Remove the Search the Internet "Search again” link
2] Remove Security tab

i= Remove Search button from File Explorer

| Tum off numerical sorting in File Explorer

\i= Remove File Explorer's default conted menu

== Prevent access to drives from My Computer

-] Tum off Windows Key hotkeys
|2 No Computers Near Me in Network Locations
|| Request credentials for network installations

%] Maximum allowed Recycle Bin size
|52) Tum off shell protocol protected mode

i) Pin Internet search sites to the "Search again” links and the S,
|iz| Display the menu bar in File Explorer

|12 Prevent users from adding files to the root of their Users File.
|i2 Tum off common centrol and window animaticns

3 3

| Edge Ul available.
~ || File Explorer
| Common Open File Dialog
. Explorer Frame Pane
Previous Versions A
< . ', Extended (Standard

Caution: Disabling the keyboard shortcuts must be enabled for them to be effectively disabled.

See the following screenshot.

& Turn off Windows Key hotkeys

[E] Tumn off Windaws Key hotkeys

Previous Setting

Mext Setting

O Not Configured ~ Comment:
@ Enabled
O Disabled
Supported on: [ at |eat Windows Server 2003
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45.2 Configuration setting on SIMATIC PCS 7 OS

Access to the operating system during process operation is configured via the OS parameter
properties.

It must also be ensured in SIMATIC PCS 7 OS User Administrator that the button for terminating
process operation (deactivate OS) can only be clicked if the appropriate permission is available.

4.5.3 Secure configuration

If possible, no OLE objects should be configured, as such objects often allow unauthorized
access to folders, files, and programs.

4.6 Information security and data integrity

In the regulated environment, production processes and recorded data are subject to control
and secure retention to ensure verification of product quality. The secure handling of data is a
basic requirement for operation in compliance with regulations.

National and international standards require retention of relevant production data and operator
inputs for many years. For this reason, there are many facets to data and information security,
some of which are described here.

Note

Standard passwords stored in the system must be changed specifically for each project. All test
accounts must also be deleted at the latest when the system is handed over.

For improved access protection to WinCC databases by deleting standard users, also see the
notes in the WinCC Installation Notes in chapter 1.2.2.3, Online Support under entry ID
109792613 (https://support.industry.siemens.com/cs/ww/en/view/109792613).

Definition of a suitable system structure

* For system structure including user management, see Windows settings in chapters "User

administration on the operating system level (Page 42)", "Security settings in Windows
(Page 44)" and "SCALANCE S (Page 55)".

* Planning of data storage and of input and output devices
* Secure storage of sensitive data with redundancy and access protection
* Use of virus scanners, see chapter "Virus scanners (Page 39)"

* For defined behavior on startup and when operating the user interface, see chapter "Access
control to operating system level (Page 51)"
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Organizational measures
* Planning and assignment of the required access permissions
* Supplementation by codes of behavior, e.g. for handling of USB sticks

* Work instructions for archiving, readback, and possibly data migration

Operating system settings and network security

The settings in the Windows operating system are configured using SIMATIC Security Control,
see chapter "SIMATIC Security Control (SSC) (Page 55)".

Defense in depth

The concept of "Defense in depth" requires measures on various levels in order to establish plant
security, network security and system integrity.

Defense in depth Plant security
= Physical access protection
W = Processes and guidelines
. »f_'/.y% = Holistic security monitoring
%,

r.''.'r."|"."Jrllrl|rllrllrlhl'IF

i

|||||||||||||||||||||||||||||||Hl|||-"|||I||Hi|rﬁ?ﬁ«'!'

Network EECL-Irit'_\,"

= Cell protection and
pEI'iI'nEtET network

= Firewalls and VPN

Security threats
demand action

b |
I|IIIIIIIIIIIIIIII|III|III|IIIIIH[II'«.IHIII[H”'HII

System integrity

= System hardening

= Patch management

m Detection of attacks

= Authentication and access
protection

FERETTRERTTETNT & R
R /7 - @2
A\ Nt Security serv\®

%

The experts of Industrial Security Services (https://www.siemens.com/global/en/home/
products/services/industry/digital-industry-services/industrial-security-services.html) will
gladly support you in designing your security concept.

See also

¢ Comprehensive information on the topic of "Industrial Security", Online Support under
entry ID 50203404 (https://support.industry.siemens.com/cs/ww/enl/view/50203404)

¢ Manual "PCS 7 Compendium Part F — Industrial Security", Online Support under
entry ID 109804118 (https://support.industry.siemens.com/cs/ww/en/view/109804118)
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4.6.1

4.6.2

Firewall

VPN

4.6 Information security and data integrity

SIMATIC Security Control (SSC)

Using SIMATIC Security Control increases the level of computer security. The application can be
run either when SIMATIC PCS 7 installation is completed or at a later point in time. The following
settings are configured automatically for specific functions (OS client/server, ES, etc.):

* Configuration of the Windows Firewall exception list for SIMATIC PCS 7 communication
(firewall can be activated)

* DCOM settings for SIMATIC PCS 7 (Distributed Component Object Model)
* Security-related registry entries

Following installation, the Start > SIMATIC > SimaticSecurityControl menu command can be
used to perform configuration at any time. SSC also enables the settings made in the system to
be documented.

Note

If the SIMATIC PC station is integrated into another work environment (domain or workgroup),
it must be re-configured using SSC.

SCALANCE S

The increasing integration of plant networks in office networks is accompanied by increased
security risks, from network problems such as the duplicate assignment of network addresses,
to problems with viruses, and even the possibility of attacks by cyber-crime.

In certain applications, the SCALANCE S security modules can be used to counteract these risks.
They basically offer two different functions:

If a firewall is used, only registered nodes can communicate over the network.

See also

¢ "Firewall of Industrial Security Appliance SCALANCE S", including attached document, Online
Support under entry ID 22376747 (https://support.industry.siemens.com/cs/ww/en/view/
22376747)

A virtual private network (VPN) links external computers in two or more local networks via the
internet and encrypts the transferred data at the same time. A VPN connection enables external
systems to perform secure remote access over the internet. To do this, SCALANCE S technology
uses the widely used IPSec protocol, which provides an extremely high level of security in tunnel
mode (VPN tunnel).

See also

e "SIMATIC Net: Configuring VPN tunnel”, Online Support under entry ID 109764618 (https://
support.industry.siemens.com/cs/ww/en/view/109764618)
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Note

SCALANCE S technology offers various applications. Additional information can be found in the
manuals of the SCALANCE product series.
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5.1

5.1.1

Project setup

Multiproject

Multiproject engineering allows a project to be divided into several sub-projects so that it can be
worked on by more than one person. A higher-level "multiproject”, which contains the individual
projects (AS, OS, SIMATIC BATCH) and the master data library is defined in the SIMATIC Manager.
Projects can be added to and removed from the multiproject. The master data library supports
consistent data management within the multiproject.

Note

In a controlled environment in particular, itis required to use the master data library to centrally
manage process tag types, control module types (CMT), models, equipment module types
(EMT), models, SFC types, and shared declarations.

The SIMATIC PCS 7 "New project" wizard assists you in creating projects. It automatically creates
a multiproject. A new project can be added to an existing multiproject as an empty or a pre-
configured project. The project name to be assigned must be previously defined in the software
specification, as it can be difficult to subsequently rename a project.

For multiproject engineering with SIMATIC BATCH, distributed engineering is only possible when
certain conditions are met, see the following entry in the Online Support.
See also

¢ Manual "PCS 7 Compendium Part A", chapter 5.2 "Required settings in the SIMATIC Manager"
and chapter 5.3 "Creating the multiproject”, Online Support under entry ID 109809015
(https://support.industry.siemens.com/cs/ww/en/view/109809015)

¢ "Multiproject engineering with SIMATIC BATCH", Online Support under
entry ID 23785345 (https://support.industry.siemens.com/cs/wwi/en/view/23785345)

For projects whose size means they are suitable candidates for division into several
multiprojects, the project structure and modes of operation must be carefully planned and
documented. Your usual Service & Support contacts would be happy to assist you with this.

Note

Good coordination among the project team is essential, especially in larger projects! Therefore,
to the extent possible, actions such as archiving, compilation, or downloads should be
scheduled so that they do not block the entire team.
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5.2 Referenced OS stations

5.1.2 Multiproject / multiuser engineering

The configuration of an extensive range of projects can be performed in parallel by various users,
whereby the users process different resources.

Multiuser engineering is activated in a property on the PCS 7 OS server. A resource dialog
provides an overview of which resource is in process on which computer.

In contrast to remote configuration via a configuration client, the configuration clients do not
need to be entered in the computer list for multiuser engineering.

Also read the notes in the manual "PCS 7 Engineering System" as well as in the entry listed below
in the Online Support.
See also

¢ Manual "PCS 7 Engineering System", chapter 7.3, Online Support under
entry ID 109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)

* "PCS 7 Multiproject / Multiuser Engineering", Online Support under
entry ID 22258951 (https://support.industry.siemens.com/cs/ww/en/view/22258951)

5.2 Referenced OS stations

Using a "referenced OS station" allows you to create a reference to an existing OS station. Several
OS types can be configured as samples and all other OS stations derived from these samples,
similar to the way the typelinstance concept works.

Note

We do not discuss the assignment of a standard server for the OS client at this time. See chapter
"Audit Trail PCS 7 OS (Page 116)".

Configuration types
The following types of OS stations can be referenced:
a) Referenced station for OS single user station (WinCC application ref.)

b) Referenced station for OS client station (WinCC application client ref.)
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Software configuration using the example of a client

The referenced OS client station needs a standard multiclient as a reference. A referenced OS
client station is then added to the project and the “OS Basis" is defined in the object properties
(see figure). The number of referenced OS client stations is limited by the maximum number of
operator stations, which is defined by SIMATIC PCS 7.

F
= E;f e Properties - OS client reference: CLO1_01_Ref(1) [ x]]

3 B Feim_AS3 General 05 client reference options ]

:| g CLO1_M Path to tha 05 target computer
i B-[ winCcappl Client ‘\\DS\CLuz_m\CLm_m\CLm_mm:p

-ty CLOT_ON

B cLozm

B[] WinCC Appl Client Ref.

Iy CLOT_01_Rel[1) ™ 05 Bass
L 58 oLz fcro_on -]
Bl E WWinCE Appl Clisrt Ret.

=y CLOT_0_Ref(2)
l-ﬂ ,Q, 0s- Sewer
=@ Feim_PL

OK | etalt Cancel

Note

If the reference station is changed, all OS stations which reference it must be loaded.

Advantages of using referenced stations

Referenced stations help to minimize errors and the amount of work required. The reference
station only has to be thoroughly tested in accordance with its specification. For the referenced
stations merely special configuration features need to be taken into account, for example,
screen resolutions, PCS 7 OS client-specific operating ranges, and user rights. General function
tests also need to be performed.

5.3 Using the master data library

To allow several instances of the same functions to be generated, SIMATIC PCS 7 offers a
duplication option, based on a defined software procedure. However, this is only possible in
conjunction with the master data library, which contains not only the folders for types and
models, but also the folders for shared declarations (units, enumerations, and equipment
properties) as well as OS pictures and OS reports.

GMP Engineering Manual
Configuration Manual, 05/2022, A5SE42888188-AB 59



Project Settings and Definitions

5.3 Using the master data library

60

The project typicals are created on the basis of the libraries used (PCS 7 standard library,
Advanced Process Library APL, etc.). They are then stored and managed in the master data
library. The PCS 7 standard libraries include templates that can be used. Even equipment
modules and complete units can be stored in the master data library as templates and be
duplicated from there.

Note

The modules and typicals should be verified in a module test and approved by the customer prior
to instantiation.

Not only must the same versions of faceplates, SFC types, and typicals be used in all projects
within a multiproject, but such projects must also be based on a common plant hierarchy and
shared declarations. The individual projects must be synchronized with the master data library
for this.

Note

SIMATIC Version Trail can be used to clearly archive and organize versions of the master data
library during the course of the project.

The faceplates, types, and shared declarations are the smallest user software modules. These
are first generated and released during configuration before they are duplicated via the IEA
interface or manually, see also chapter "Bulk engineering with the IEA (Page 88)" as well as
chapter "Typelinstance concept with the PAA (Page 89)".

See also

e Manual "PCS 7 Compendium Part A", chapter 8.2.1 "Process tag types"ad 8.2.2 "CMT", Online
Support under entry ID 109809015 (https://support.industry.siemens.com/cs/ww/en/view/
109809015)

GMP Engineering Manual
Configuration Manual, 05/2022, A5E42888188-AB


https://support.industry.siemens.com/cs/ww/en/view/109809015
https://support.industry.siemens.com/cs/ww/en/view/109809015

Project Settings and Definitions

5.3 Using the master data library

5.3.1 Synchronizing shared declarations

Shared declarations are generated in the master data library automatically when the
multiproject is created. These declarations can be synchronized to make them available in all
projects. Centralized maintenance in the master data library is strongly recommended in order
to ensure consistency throughout the multiproject.

'?ﬁFile Edit Insert PLC View Options Window Help
D@ |27 & 2 |d|o %] 2= | @ |[<NoFiter> 7S @ | ®E
= L?@ Ferm_MP | 5] Enumnerations [ Units (3] Equipment Propertiss

) Fem_AS
A=
|

SIMATIC Manager - [Ferm_MP (Component Vie

&-£&=B Ferm_05
B@ Femn_FL
- Ferm PL
SR | 5hared Declarations
(5] Ernumerations Cut Ctrl+X
e Copy Ctrl=C
] Equipment Prop
Paste Ctrl+W
Delete Del
Insert New Object r
Access Protection 3
Shared Declarations 3 Synchronize in Multipreject...
SIMATIC Route Control 3 Display Full Log
SIMATIC BATCH v Validate
Logs...
Rename F2
Object Properties... Alt+Return

5.3.2 Updating template types

Template types (blocks, CFC, SFC, etc.) must be created and maintained in the master data
library in order to achieve data consistency. So that the instances used in the projects correspond
to the current template types from the master data library, these can be compared to each other.

The differences can be checked using a version comparison before the synchronization.

To update the block types and SFC types, select the block folder or a block in the master data
library followed by "Options > Charts > Update Block Types...".
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Charts

Shared Declarations

Plant Hierarchy

Process Objects

Process Objects (Online)
Process Tags

Models

Plant Types

SIMATIC Route Control
SIMATIC BATCH

Qs

05 Impart...
Migrate 05 projects
Central 05 settings

Settings for Copying/Moving...
Matify When Opening Charts...
Settings far swap file..

Book Back Process Objects
Run Sequence

Generate Module Drivers...
Chart Reference Data

Read Back Program...

Selective Download...

Logs...

Chart-based runtime group management..,

CM variants...

Update Block Types ...

Open External View

For process tag types and models, the "Create/change process tag types" and "Create/change
models" wizards are available for the centralized changes to replicas.

You start the synchronization for control module types (CMs or CMTs) via the shortcut menu
"Technological Types > Synchronize...". in the plant view of the project.

Plant Types
SIMATIC Route Control
SIMATIC BATCH

0s
0S Import...
Migrate OS projects

See also

5.3.3 Synchronizing the plant hierarchy

109809015)

Synchronize...

Create Control Module Type from Process Tag Type...
Close references to CM parameters

Close references to block variables

Logs...

Export generator list...

Import generator list...

Manual "PCS 7 Engineering System", chapter 7.4, Online Support under
entry ID 109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)

Manual "PCS 7 Compendium Part A", chapter 8.1.6 "Updating block types", Online Support
under entry ID 109809015 (https://support.industry.siemens.com/cs/wwi/en/view/

Manual "Synchronizing control module type", Online Support under
entry ID 109758382 (https://support.industry.siemens.com/cs/ww/en/view/109758382)

Four views are available in SIMATIC PCS 7 for configuration purposes:
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Component view for configuring hardware

Plant view for structuring the process engineering hierarchy
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* Process object view for centralized editing of parameters, signals, messages, picture objects,
archive tags, etc.

* Technological list editor for the engineering of parameters, signals via import/export using
Microsoft Excel

It is advisable to structure the plant hierarchy in the same way in all projects within a
multiproject. To do this, place the plant hierarchy in a project (recommendation: OS project) and
transfer this structure to all projects of the multiproject. The shared declarations of the template
project are also transferred to the selected projects as part of this process. This forms a
connection between the hierarchy folders.

See also

* Manual "PCS 7 Compendium Part A", chapter 5.6 "Creating the plant hierarchy", Online
Support under entry ID 109809015 (https://support.industry.siemens.com/cs/wwi/en/view/

109809015)
L R e
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F'_resenl.atinn Copy Cirle C
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Print [>
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Plant Hierarchy Settings...
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Models Open Check Log
SIMATIC Route Control Create/Update Block Icons...
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Rename Change AS Assignment...
Object Properties... Change 05 Assignment...
Cancel Assignment...
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Display Diagnostic Screens Leg
Advanced Diagnostics Settings...
Configured Objects
Update in the Multiproject...
Clear Shertcut
Note

The template project takes on a kind of master role, in other words the names of the created
hierarchy folders can only be changed centrally in the template. Names can only be changed in

the replicas once this connection has been removed.
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54 SIMATIC NET

5.4.1 Configuring SIMATIC NET

SIMATIC NET reflects the gateways used in the project. The SIMATIC NET network addresses and
settings for the AS, OS, distributed 1/O, etc. described in the specification must be used for
configuration. This is verified later during testing (for example, FAT, 1Q).

The gateways are configured using the "Advanced PC Configuration” procedure. With Windows,
all the automation stations (AS) and operator stations (OS) can be configured on a central
engineering station and the configuration files can be downloaded.

Specifically, the following connections are configured:

e AS/OS connections

* AS/AS connections

e ESIAS connections

* Remote I/O connections

These connections can also be designed to be fault-tolerant.

Additional information can be found in the SIMATIC NET documentation.

5.4.2 Plant bus and terminal bus

Industrial Ethernet offers a comprehensive range of network components for electrical and
optical data transmission. In SIMATIC PCS 7, a distinction is made between a plant bus and a
terminal bus. To guarantee a high degree of security and performance, it is advisable to install
these two buses separately.

Industrial Ethernet is used as the plant bus. The automation stations are connected to the OS
servers and the engineering station over the plant bus.

The PCS 7 servers are connected to the clients, archive servers, and higher-level MES systems
over the terminal bus.
See also

¢ Manual "PCS 7 Compendium Part A", chapter 4.3.6 "Configuring the terminal bus" or chapter
4.3.7 "Configuring the plant bus”, Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)

5.4.3 PROFIBUS

Reliable communication with the field level must be in place in order to ensure trouble-free plant
operation. Such communication is based on a high-performance real-time bus system such as
PROFIBUS versions DP and PA.

GMP Engineering Manual
64 Configuration Manual, 05/2022, A5E42888188-AB


https://support.industry.siemens.com/cs/ww/en/view/109809015
https://support.industry.siemens.com/cs/ww/en/view/109809015

Project Settings and Definitions

PROFIBUS DP

5.4 SIMATIC NET

See also

¢ Manual "SIMATIC NET PROFIBUS Network Manual”, Online Support under
entry ID 35222591 (https://support.industry.siemens.com/cs/wwi/en/view/35222591)

e Manual "PCS 7 Engineering System", chapter 4.6.7, Online Support under
entry ID 109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)

e Manual "PCS 7 Compendium Part A",
chapter 6.4 "Settings for CP 443-5 Ext as PROFIBUS master”, Online Support under
entry ID 109809015 (https://support.industry.siemens.com/cs/ww/en/view/109809015)

Note

The configuration of the PROFIBUS devices/communication is integrated into the overall project
in the SIMATIC Manager. A backup of the engineering project therefore contains the entire user
software. This has corresponding advantages in terms of regular data backups and verification
of the software within the framework of the test phases.

Remote /O stations such as ET 200 can have a simple or a redundant design over electrical or
optical PROFIBUS DP networks.

With the help of anisolating transformer (RS 485iS coupler) used as a barrier and the intrinsically
safe ET 200iSP, PROFIBUS DP can also be operated in a hazardous area according to the ET 200iSP
operating instructions. This makes data transfer rates of up to 1.5 Mbps possible, even in
hazardous areas.

Complex process /0 devices such as those listed below can be linked to PCS 7 using predefined
add-on blocks:

¢ SIMOCODE pro motor management system

¢ MICROMASTER 4 frequency inverters

¢ SIWAREX weighing system

Also available:

e Function modules (e.g. closed-loop controllers, motor starters, etc.)
* HART modules (for integrating HART field devices)

e F-modules (for fail-safe applications)

¢ Ex modules (connection of actuators/sensors from EX zone)

HART modules can be configured via PDM, see chapter "SIMATIC PDM (Page 67)".
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PROFIBUS PA

PROFIBUS PA can also be implemented in a simple installation or with increased availability. The
ring topology can be used here for a redundant structure. The PROFIBUS PA can be run via
corresponding devices (Ex-coupler or AFDiS(D)) as well as intrinsically safe bus. As such, devices
can be connected from Ex-zones. The AFDISD is also characterized by its extended diagnostic
capability, such as signal level, jitter, etc. according to NAMUR NE107 "Self-Monitoring and
Diagnosis of Field Devices" for main cables and spur cables.

See also

* Manual "Bus Links DP/PA Coupler, DP/PA Link and Y Link", Online Support under entry ID
109805389 (https://support.industry.siemens.com/cs/wwi/en/view/109805389)

Note

When configured as a diagnostic slave, the FDC 157-0 DP/PA coupler is fully integrated into plant-
level PCS 7 Asset Management.

544 PROFINET

66

Profinet 10 is a manufacturer-independent standard (IEC 61158-5-10) and within the scope of
Totally Integrated Automation (TIA), is the joining and extension of the PROFIBUS DP standard,
the established fieldbus and Industrial Ethernet. Similarly to PROFIBUS, PROFINET stands for
maximum transparency, open IT communication, network security and real-time
communication down to the field level.

See also

e Manual "SIMATIC NET / PROFINET", Online Support under
entry ID 27069465 (https://support.industry.siemens.com/cs/ww/en/view/27069465)

¢ Manual "PCS 7 Engineering System", chapter 4.6.8, Online Support under
entry ID 109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)

PROFINET remote |/O stations such as ET200M can have a simple design over electrical or optical
Ethernet networks. In addition to this, there is the option of integrating PROFIBUS DP and
PROFIBUS PA devices via a proxy.

PROFINET fulfills the following properties:

¢ Transmission of time-critical data in guaranteed time intervals.

¢ Deterministic system: Accurate prediction in terms of the transmission time

* Problem-free communication using other standard protocols within the same network
* Increased availability through media redundancy (MRP)

The following table compares PROFIBUS and PROFINET:

PROFIBUS PROFINET

Transmission rate 12 Mbps 100 Mbps

Cycle time Min. 300 ps Min. 31.25 ps
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PROFIBUS PROFINET
Jitter <lus <lps
User data per device (slave) 244 bytes 64 KB (internal)
8 KB (external)
Number of deviceslinterfaces 125 250 internal

128 external

Number of devices/supports 1625 768

3 onboard IF+10 CPs 1 onboard IF+4 CPs
Consistent user data 244 internal 1440 internal

128 external 240 external
I/O address space 8 KB internal 8 KB internal

8 KB external 4 KB external

The advantages of PROFINET for the user are the merging of PROFIBUS and Ethernet into one
standardized and flexible overall concept.

5.4.5 SIMATIC PDM

SIMATIC PDM (Process Device Manager) is a software package for the configuration, parameter
assignment, commissioning, and maintenance of devices (for example, transducers). Among
other things, it enables process values and alarms, as well as device status information, to be
monitored easily. In addition, commissioning and maintenance is supported by the LifeList
functionality which detects and addresses field devices online at the bus.

The modules and field devices can be provided with write protection by the project
administrator. This prevents unintended changes to device parameters after acceptance of the
process tags.

Modules and field devices can also be marked with the "Device checked" identifier. This
identifier allows you to quickly and easily determine the progress of your work. A date and time
is assigned to the setting of write protection and the "Device checked" identifier.

Note

Changes to the field device configuration can be reproduced with the PDM "Change log". This
function is disabled by default, and it should be enabled under the PDM project settings.

When PDM server/client functionality is used that provides a system-wide device list via web
access, an encrypted SSL connection is strongly recommended. In addition, operator
authorizations such as "Write to device" must be limited to what is strictly necessary.

Electronic Device Description (EDD)

The EDD forms the basis for device integration. It is supplied by the device manufacturer, made
available via the internet, or included in the device catalogs of EDD applications.
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SIMATIC PDM is fully integrated in PCS 7. All devices integrated in a project using EDD can be
parameterized, commissioned, and maintained from a central engineering station by means of
a single tool.

Note

When selecting the devices, ensure that the EDDs must be integrated into the PDM. PDM is
supplied with a library of previously integrated device descriptions. A list of the EDDs integrated
in the "SIMATIC PDM Device Library" for the respective version can be obtained in Online Support
under entry ID 109748100 (https://support.industry.siemens.com/cs/wwi/en/view!
109748100).

The integration of EDDs not contained in this library can be costly and in some cases impossible.
As a general rule, an integration test is advisable for the field devices prior to the final selection.

Export functions in SIMATIC PDM

SIMATIC PDM provides the option of using an export function to back up data of one or more
field devices including the following:

e Device parameters
* Change log, changes sorted according to object

* Calibration report, containsinformation relating to commissioning and maintenance, as well
as test results

Note

Version information can be saved in the device’s comment field. This information is then
exported together with the device data. A version can also be identified by the name given to the
export file.

As the export file contains a reference to an appropriate transformation file, the content of the
export file is displayed in the Web browser in a readable HTML format. The corresponding
transformation file ("PDMExportEdd|.XSL" for the device parameters and change log or
"PDMExportCalibration.XSL" for the calibration report) is copied to the export file location as part
of the export procedure.

Note

If the exportfile is copied to a different directory or computer and the HTML display is to be used,
the corresponding transformation file must also be copied.

5.5 OS Project Editor

The OS Project Editor in SIMATIC PCS 7 serves as the basic tool for configuring the user interface,
for example, for setting the screen layout, screen resolution, etc.
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When an OS project s created in the SIMATIC PCS 7 ES, the OS Project Editor is initialized with the
default settings.

Many of these default settings can and should be retained in projects. Deviations must be
documented and require special attention in every update of the system.

Some settings are always project-specific. These settings and any changes in response to
customer requirements are defined in the specification.
See also

e Manual "PCS 7 Operator Station", Online Support under
entry ID 109794374 (https://support.industry.siemens.com/cs/ww/en/view/109794374)

e Manual "PCS 7 Compendium Part A", chapter 10.1.4 "Working with the OS project editor”,
Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)
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The screenshot above shows the layout of the OS Project Editor. It is also used to specify, for
example, whether the user interface should display the "user name" or the "user ID".

* The layout is configured in runtime in the "Layout" tab. This includes the screen formats,
number of monitors per OS station and the display of the user name or user ID in runtime.

* Message classes, message types, message blocks, and the PCS 7 standard messages are
configured in the "Message configuration” tab.

GMP Engineering Manual
Configuration Manual, 05/2022, A5E42888188-AB 69


https://support.industry.siemens.com/cs/ww/en/view/109794374
https://support.industry.siemens.com/cs/ww/en/view/109809015
https://support.industry.siemens.com/cs/ww/en/view/109809015

Project Settings and Definitions

5.6 Time synchronization

5.6

* Messaging response is configured in the "Message display" tab. This includes the display of
messages in the message pages and the group display, message filters and Smart Alarm
Hiding.

e Under "Areas" the representation of area and server keys (for example, process cell, unit,
functions, etc.) are configured for the overview area.

* The number and arrangement of picture windows is configured in the "Runtime Window"
tab. The pictures (graphics) and faceplates are opened in the picture windows in runtime.

* In the "Basic Data" tab, you can specify which modified files of the project are to be
overwritten by factory state files. However, you should always ensure when making this
configuration change that runtime operation remains consistent and safe.

* The "General" tab contains settings for the OS Project Editor. To ensure continuous logging
of the changes, the "append" option should be selected under "Behavior when log files
already exist". The log can be stored in HTML or text file formats.

Text log e

Mo lo
HTML log

Time synchronization

Time synchronization is an important feature in automated systems in the GMP environment.
When several automation stations (AS) and/or operator stations (OS) interact, messages,
alarms, trends, and audit trail data must be archived with synchronized time stamps.

In SIMATIC PCS 7, the default time transmitted on the buses is always the standardized world
time UTC (Universal Time Coordinated).

The time stamps are generated in UTC and stored in the archive of the OS server. During plant
operation, all the process data stored in the archive (messages and trends) are displayed
converted from UTC to the time zone set in the Windows system (taking the daylight-saving/
standard time setting into account).

Activating time synchronization in SIMATIC PCS 7 means that an active time master handles the
synchronization of all OS servers, operator stations, automation stations, and the engineering
station. To ensure synchronized time, all the stationsin the system must be synchronized so that
messages can be processed in the correct chronological order throughout the plant (archiving
of trends, messages, redundancy synchronization of servers).

Time synchronization in a Windows work group

70

In a workgroup environment, the plant bus can be synchronized via a central plant clock. The OS
servers obtain the time from the plant bus; they are configured as "cooperative time masters".
If no timer is available, an OS server becomes the active time master. The automation stations
obtain the time from a central time master; they are configured as time slaves. The OS clients
obtain the time from an OS server; they only receive the time from OS servers whose server data
they have also loaded.
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Time synchronization in a Windows domain

If the automation system is operated in a Windows domain, the domain controller with the PDC
role serves as the time master on the terminal bus. It receives its time from a serially connected
central time master. The OS servers receive the time from this domain controller via the terminal
bus. The OS clients obtain the time from a selected OS sever. The plant bus and, as a result, the
connected automation stations (AS) are also synchronized by this OS server (the first server to
enter process mode). The server then becomes the active time master.

When high-precision time stamping is required, the automation stations also have to be
synchronized directly by a central time master via the plant bus.

If the plant uses components, such as SIMATIC BATCH servers on which no operator station is
installed, these also need to be synchronized. This can be done via an additional DCF77 service
(central time master) or GPS service or by means of software over the network or the internet.

Time synchronization for package units

Package units may be integrated in many PCS 7 environments. These package units can obtain
their time from the Windows domain through the standardized Network Time Protocol (NTP). It
is also possible to send the time from one Siemens automation system to another via the S7
protocol.

Note

It must be ensured that the automatic daylight-saving/standard time adjustment is set correctly
in the operating system.

If a central time master is used as the clock and the operator station display will be adjusted for
daylight-saving time, the central time master must also be set to adjust for daylight-saving time
to ensure that all messages are archived with the correct time stamps. This adjustment must be
activated on the operator station in the Control Panel > Date and Time > Time Zone.

See also

¢ Manual "PCS 7 Time Synchronization", Online Support under
entry ID 109794383 (https://support.industry.siemens.com/cs/ww/en/view/109794383)

¢ Manual "PCS 7 Engineering System", chapter 9.9.5.2 "Setting time synchronization", Online
Support under entry ID 109800500 (https://support.industry.siemens.com/cs/ww/en/view/
109800500)

¢ Manual "PCS 7 Operator Station", chapter 13 "Time synchronization”, Online Support under
entry ID 109794374 (https://support.industry.siemens.com/cs/ww/en/view/109794374)

¢ Manual "PCS 7 Compendium Part A", chapter 10.1.7 "Time synchronization", Online Support
under entry ID 109809015 (https://support.industry.siemens.com/cs/wwi/en/view/
109809015)

¢ Manual "Security Concept PCS 7 and WinCC", Online Support under
entry ID 109780811 (https://support.industry.siemens.com/cs/ww/en/view/109780811)

¢ Manual "Industrial Ethernet Security", Online Support under
entry ID 109751632 (https://support.industry.siemens.com/cs/ww/en/view/109751632)

¢ FAQ "Time synchronization with DCF77", Online Support under
entry ID 19693801 (https://support.industry.siemens.com/cs/ww/en/view/19693801)
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5.7

* FAQ "Time synchronization in Windows domains", Online Support under
entry ID 16620294 (https://support.industry.siemens.com/cs/ww/en/view/16620294)

¢ FAQ "Settings for time synchronization", Online Support under
entry ID 16622902 (https://support.industry.siemens.com/cs/ww/en/view/16622902)

* FDA Guidance 21 CFR Part 11 — Time Stamps, 2002, withdrawn

Configuration management

The configuration of a computer system consists of various hardware and software components
that may vary in complexity and range from commercially available standard components to
specially customized user components. A clear and complete overview of the current system
configuration must always be available. This is achieved by dividing the system into
configuration elements, which can be identified by a unique designation and a version number
and can be distinguished from the previous version.

Defining configuration elements

In terms of hardware, standard components are usually used, which are defined by and
documented with their type designation, version number, etc. If customer-specific hardware is
used, more work is required; see chapter "Selection and specification of the hardware (Page 26)"
for more information.

Such "standard components" are used at least in part for the software, for example, SIMATIC PCS
7 system software, its libraries and options. Just like the hardware, these are defined and
documented with designation, version number, etc.

The application software is configured and programmed on the basis of standard software. It is
not possible to give a blanket definition of the individual configuration elements that the user
software must be divided into, due to differing customer requirements and system designs.

Versioning of configuration elements

72

While the version designation of standard software cannot be influenced by the user or
configuring engineer, work instructions for issuing of version numbers, change control
procedures, and the like must be defined for configuring the application software. All
configuration elements must be maintained in a transparent manner right from the start of
system's creation.

Note

Chapter "Versioning of software elements (Page 73)" includes examples of how individual
software elements can be versioned. Change control of various elements is explained in chapter
"Audit trail and change control (Page 113)" and chapter "Configuration control (Page 147)".

Always consult the plant operator to agree upon a procedure for making changes to a plantin
ongoing operation; see chapter "Operational change control (Page 164)".
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5.8 Versioning of software elements

See also

*  GAMP 5 Guide,
Appendix M8 "Project Change and Configuration Management"

Protecting the configuration

Besides controlling the configuration as part of the change process, the system including
configuration must be protected from unintentional or unauthorized interventions. This is done
by a combination of different measures. This includes, among others:

* Physical as well as logical access restrictions
e Password protection of the CPU
* Write protection for projects and charts

» Suitable procedures and training of employees

5.8 Versioning of software elements
The project guidelines must define which elements are to be versioned, when versioning is to
take place, and whether a major version or minor version is to be incremented; for example:

"The major version is set to 1.0 following the FAT and to 2.0 after commissioning. All other
changes are reflected by incrementing the minor version."

However, whether the main version or the sub version is to be changed can also depend on the
scope or effect of the change in question.

Note

The version, author, and comment fields can be written using the Import/Export Assistant (IEA) .

The following chapters show various examples of software element versioning, which are
basically divided into:

¢ AS elements, which act as control functions in the controller

* OS elements, which are used for operator control and monitoring

5.8.1 Versioning of AS elements in PCS 7

The individual configuration levels in PCS 7 provide various options for assigning a version ID
and, possibly, an author and comment to each element.

For blocks, CFCs, and SFCs, as well as for SFC types and models, the version numbers are
managed in the properties of the respective object.
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5.8 Versioning of software elements

Properties - Function Block *

General - Pat 1 General - Part 2 |Ca||5 I Attributes | From source I

Mame (Header): Dosel Version (Header): |5.5

Family: IDosage Authar: IAdvIJbB'I
— Lengths

Local Data: 204 bytes

MC7: 25484 bytes

Load Memary Requirement: 29336 bytes

Work Memory Requirement: 25520 bytes

[~ DB is write-protected in the PLC [~ Standard block

[¥ Know-how protection [~ Unlinked

[~ MNon Retain [~ Block read-only
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Versioning of blocks, CFCs and SFCs

PCS 7 supports the option for semi-automatic versioning of CFC/SFCs and SFC types. This
versioning must be enabled in the properties of the particular project or multiproject.

5.8 Versioning of software elements

Properties - Project

MName:

Storage Location:

Type:
Use:

Project Language:

i

Authar:

Date Created:
Last Modffied:

System |D:

Comment:

General l Required Software Packages ]

X

T Ferm AS

c:\01projects’wt_fermferm_as'wt_ferm_s7p

STEFP 7 - Project
PCS7 hd

Geman (Gemany)

[ Can be opened under any Windows language settings language neutral)

06/21/2018 04:27-53 PM
111172021 04:10:57 PM

Cancel

Help

When the versioning for the respective project is enabled, a dialog box opens automatically
when you close a modified CFC/SFC or SFC type. In the example below this is the "Properties CFC

Chart" dialog.

Properties CFC chart

Version:

Data version:

GMP Engineering Manual

General | Advanced Versionl
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Use the rightand left cursor keys of the version number to increment the minor or major version.
If you make an incorrect entry, the version can only be decremented to the last saved version.
Changes to the version number must always be performed on the engineer’s responsibility.

Note

Once saved, a version number can no longer be reversed. The project team member must
carefully examine their entries before confirming with OK. The version number can be setin the
range of 0.0001 to 255.4095.

Information on the version history can also be added to the chart as a separate comment in the
form of a text field, see graphic below.

0 CEC - [EM_Fill_Mediurn -- UT_Ferm_AS\BIO_AP|_PLANT!Fermentation\V342\FILL_MD]
Chart Edit Inset CPU Debug View Options Window Help

D&&S e E s i 0 % Bk =  BEM K

Objekc: W342_EM_FILL_MD
Deacription: Walve for hot water

Verasion Author Comment Date
Vi.0 Enginesr Thomas Firsat creation 2017-07-05
Wl.1l Engineer Thomas Hew CLOSE Funktion 2021-095-17

&, SFC - [EM_PLLING -. UT_Ferm_AS\ASOT\CPU 410.5H\57 Program]
[e] 5FC Edt Imsent CPU Debug View Options Window el

9 L P
=y

=8 Ll all K% B R™EDM W
hk FEESE LS

[Objekt: EM_FERM_FILLING

Description: SFC for V342 START
Version Author Comment Date

V1.0 Engineer Thomas  First creation 2017-07-05

Vil Enginesr Thomas MNew CLOSE Funktion 2021-09-17

zsk

Put valve on AUTO

UNCLOSED All other valves closed ?
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[i% LAD/STL/FBD - [FB1 - "Filling KHE" -- UT_Ferm_AS\ASDT\CPU 410-5H\..\FB1] =N EoR(C="|
iF File Edit Insert PLC Debug View Options Window Help - 8 x
D@ H| & ¢ Rl o|tdal®a 1< |
O/E | % B M| 828 | e aou4F 4 O FT L 13| N2

|Cun1:ents 0f: "EnvironmenthInterface’
El"@ Interface ~ I |Name ~
i In
O oUT
fOF IN_OUT
@ STAT
v |3 TEMFP W
Zuthor: Thomas “
Version: V1.0
Object: WOl
Description: Inlet walwve for hot water
B m: Title:
| Definition global variable!s
LY
< >
=
Note

Another possible variant is versioning on the unit level, if the plant has an appropriate structure.
The unit and lower-level elements are managed and versioned as functional units. The version
of the unit can be transferred to all elements using the "Find/Replace" function in the process
object view. See the following screenshot. Version and change comments must then be

maintained in the unit CFC.

3 UT_Ferm_MP (Process Dbject View] -« CA01Projects\UT_FermiFerm_MP

=123 UT_Fem_MP
@3 UT_Fem_AS
@ B3 UT_Fem 05
@ @ UT_Fem_Lib

General g Charts |Buckn\ Parameters | Signals | Messages | OS variables | Picture objects | Archive tags | Hierarchy folder | Equipment properties | Shared declarations

Filtes by column Displey: Fiter general
[« Mo fiter > =1 [ k]
Subproject | AS hierar...| Plant hierarchy | Name Comment [Type Processtagtype |FID [LID | Samplng time| Activated | OCM passible] Chartbased i [ Athor /| Version | Last modfied

33| UT_Fem_AS ASOT'C. | BIO_APIPL [y Y5 _Coding Gn/OFf Valve control | Cortrol modue 1000 = m] 0 BPCM_ v 00001 | 09/28/2021 032630 PML
| UT_Femn_AS ASOTC._| BIO_API_PL_[fgh ¥5_Discharge Gn/OF Valve cantral | Cartrol modde 000 7] BRCH_vv___ | 00001 | 00/28/2021 032630 PHL
35 | UT_Fenm_AS| ASOT'C... | BIO_API_PL YG, G Bebbam | P 8 Uishos roneterd | Eonebd ek o 000 ] O O BPCM_Vir % 09/28/2021 03:26:30 PM
% | UT_Femn_AS| ASOT'C | BIO_APIPL _[igh Y5, Y00 = ] 0 BPCM_Viv T 1 09/28/2021 032630 M
37| UT_Femn_AS ASOTE._| BIO_APLPL [l V5, Fing st Replace with: ¥ & O m BPCH_ Vv | 00001 | 00728/2021 032630 M
| UT_Femn_AS| ASOTC... | BIO_APLPL... [ Y5, 0 & 0 0 BPCM_Viv | 00001 | 09/28/2021 032630 FM
35| UT_Fem_AS| ASOTC.. | BIO_APLPL._ [y Y5, o001 =] [rom =] 0 ] [BFCW_Viv_[00001 | 08/28/2021 032630 P
30| UT Fem A5/ ASOT'C.. | BI0_APLPL.. [y Y5 et oo [l ] O BPCM_Wiv | 00001 | 09/28/2021 032630 FM
41| UT_Femn_AS| ASOTIC.._| BIO_APL_PL_ [y Y5 :5' Hange - 100 =] O O BPCM_Viv__ |00D01 | 09/28/2021 032630 PM
42| UT_Femn_AS|ASOT\C.. | BIO_APLPL.. [fgy Y5, |  Curenk column  Curent row Al ] = [m] O BPCM_Vv _ |00001 | 0/28/2021 032630 PM
41| UT_Fem _AS|ASOT'C. | BIO_AF| FL_[gh YC, ] [ g O EFCM_WwvAn | 0.0001 | 03/28/2021 03.26.30 FM
4 |UT_Femn_AS|ASOTC. | BIO_APIPL_[gh VC, [ Matchcase I Whole word oy Y00 Gl W] O BFCM_Vivan | 0.0001 | 03/28/2021 032630 FM
35| UT_Femn_AS| ASOT'C | BIO_APIPL _[igh YC, Y00 = 0 O BPCM_vvAn | 00001 | 09/28/2021 032630 P
% |UT_Femn_AS ASOTC._| BIO_APIPL_[fgy C, ¥ &) BPCH_VivAn | 00001 | 00/28/2021 032630 PHL
7 [ UT_Fem_AS| ASUTC... | BO_APLPL. [y YC, LEC liepiacsr lass) 2D Y00 ol ] n BPCM_Vivan | 0.0001 | 08/28/2021 03:26:30 PM
48| UT_Fem_AS| ASOT'C__| BIO_APIPL _[jgy YC_rressure I [ ormmormoaue | —] = 0 0 BPCM_vivAn | 0.0001 | 09/28/2021 032630 P
a8 TIT Faem ARTAGATV RO AR P o v Qaam T Cordml mock da | T 1inan ] RPOM ke LT NG/ NI P

In addition, the configuration can also be controlled and versioned on a higher project or sub-
project level. The corresponding tools as described in chapter "Configuration control (Page 147)"
will be helpful in this regard.

Changes are always subject to a change request with the required change documentation
attached.
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Versioning of hardware configuration in "HW Config"

Properties - CPU 410-5H - (R0/53)

X

Time-of-Day Intemupts ] Cyclic Intermupts ] Diagnostics.Clock ] Protection ] H Parameters ]
General l Startup ] Cycle/Clock Memary ] Retentive Memary ] Memory ] Intermupts ]

Short Description: CPU 410-5H

2048 to 16384 bytes 10); 9 process tasks, can be individually set as of 1 A
ms; average processing time of the PCS 7 Typicals, 110 microseconds

or typically 7.5 ns command processing time; 48 ME integrated load
memary; 1°0F, 2°PN and 2 slots for Sync modules; PROFINET 10- W

Order No./ firmware: BES7 410-5HXD8-DABD / VB.2

Name: |cPU 410-5H

Plant Designation: |

Location Designation: |

Comment:
Version Author Comment Date
V1.0 Fred First creation 2021-01-1

V1.1 Herbie Device XYZ added 2021-05-20

Cancel Help

In the "Properties" mask, the comment field can be used to enter the version ID and additional

information, such as the version history.

Versioning of configuration in SIMATIC NET

The version ID can be entered in the properties on the bus level (system bus, PROFIBUS).

5.8.2 Versioning of OS elements in PCS 7

During software creation, all graphics, reports, Cscripts, and VB scripts created by the user must
be assigned data such as an author, date, comment, and version ID. User objects (picture

typicals), for example, feature a version field for this purpose. Scripts and user FBs (SCL) can be
identified by means of their date of change; the version ID and comment must be inserted in the

script header in text format.

Configuration settings must be appropriately documented, on the one hand to act as a reference
for use in validation, and on the other hand to ensure they are available if the system needs to

be restored.

78
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Examples for versioning graphic images

¥S Cocli
Cooling
water o M
e
¥C_Cocli
Cooling . M
water return
L -1234
¥S Heat’y|
Heating
water
Heating
water return

5.8 Versioning of software elements

TIC Te

'-12345,67
: -12345,67

f---{ ~=12345,67

Objekt: Process Piclure Fermenter V342

ersion Author  Comment Date
10 Thomas First creation 2021-07-05
1.1 Thomas MNewwvalve ZYX 2021-09-20 000 :00:00

Versioning in a hidden field within the graphic display

A Graphics Designer - Fermenter_V342.Pdl

Datei Bearbeiten Ansicht Anordnen Extras Fenster 7

AR Sd P s

o g B R A W@ ELE 00 - ¢ Arial

- ereles o R E T O N e A T e T e 0]

Fermenter_V342.Pdl X

IVers. 111202100200 LG LRET Fermente

Fill_AntiFoam/Y]

FI

Version ID as a visible field within the graphic display; explanations relating to the version history

outside it
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Example for reports

| Report Designer Layout - [@CCOnlineTrendCtrl-Curves-CP_ENU.RPL]
_Efla File Edit View Asrange Tools Window Help
[Dcd| X BEaoe | ao)|aahfPFaaalzzeswe
MU =K =
[ | NS :_
I
MW E T
[l REE: 1/4
Ol = i 1E |
1 ME 118
Oom [ o0 SyaTime @ Fr—
[ Il SysLayoutNams SysProjeciNems

Visible text field for versioning, e.g. in the report footer

Example for C/VB scripts

CL

: SCL - [SCL script -- Ferm_PL\Ferm_PL] (==}
File Edit Inset PLC Debug View Options Window Help
D| (@] &| o] & [2[m] oufos]dala| o <] [T BIS(M| K2l
i=| o |2¢] @[> 12] - ||
%[ %%

f/ Buthor: Hensel

Cbject: 5CL script

/ Description: Set/change properties of critical and non critical pa:ahete:s.

Version 2Author Date Comment
1.0 Hensel 2018-02-21 First creation
71.1 Fink 2018-05-09 Script extention

- Calculation of wariables

#include "libary.h"

TTATT Mam ™1 S mle FTTAT T

Inserting of version and comments within a script

5.8.3 Additional information on versioning

Versioning of BATCH elements

Recipe versioning is described under "Change Control for Recipes” in chapter "SIMATIC BATCH
(Page 117)".

Versioning of projects, multiprojects, and libraries

Supporting system functions for versioning of projects, etc. are described in chapter
"Configuration control (Page 147)".
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This chapter presents information and recommendations intended to aid in the creation of
application software in environments subject to GMP.

6.1 Software modules, types and copy templates

Software modules or type templates in the form of function blocks, function charts or complex
step sequences are widespread in the process control engineering. You can create them in
advance and reproduce them within the scope of the configuration.

Note

Modules and types are defined with the aim of not only reducing the amount of configuration
work required but also, and more importantly, of creating a clear software structure. This helps
to simplify the associated documentation and a risk-based definition of the testing work
involved, while also supporting subsequent system maintenance.

See also

* Using types for programming in chapter "Software creation (Page 18)".

6.1.1 Modules and types in PCS 7

SIMATIC PCS 7 offers the possibility to create and centrally maintain templates for various types
of software elements, see chapter "Using the master data library" (Page 59). The most important
technological differences are the following:

Process tag type / Project-specific interconnection of blocks
Control module Use of CFC technology, e.g. for functions such as
(type) *+ Valves

e Pumps

* Motors
Equipment Graphic configuration of sequential control systems
module (type) Type instance concept using the master data library

Use of SFC technology, e.g. for recipe functions such as
* Heating
e Stirring (agitation)

e Emptying
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Process tag type

Equipment phase Controls several lower-level equipment modules

(type) Type-instance concept via the master data library, use e.qg.
*  Vessels

Model solution Combination of several CFCs and/or SFCs

Use e.g. for functions such as
* PID tempering of a tank

* Level monitoring, including safety shutdown to protect against overflow of
tank

¢ Unit

The way the modules work must be described in a specification. The project-specific parameter
assignments (archiving, block comment, measuring range, alarms and messages, MES-relevant,
etc.) and interconnections must be defined.

Note

Modules are named in accordance with the Functional Specification and the Design
Specification.

The modules/types must be verified and approved by means of a module test before they are
duplicated.

An up-to-date record of the software modules used must be kept for each AS, in the form of a
document containing software version details.

With SIMATIC PCS 7, a process tag type as a template consisting of one or more CFCs can be
created for subcomponents of the same type. Creating process tag types for similar plant units
saves on work required for engineering and testing. After testing, a process tag type can be
duplicated as often as desired in the multiproject. For each replica, the plant hierarchy, CFC
name, messages, |/0s for parameters or signals, and various module properties can be adapted.

Types for control module (CM)

82

A control module type (CMT) represents a closed process unit (e.g. valve) and serves as a type
definition for control modules (CMs). Optional blocks (e.g. input/output block drivers) can be
used to create variants of the CMT. This reduces the total number of types that must be made
available and maintained. The CM instance can be individually adapted to the specific
requirements after instantiating the variant. Changes to the type or variant can be passed on to
the instance(s).

A CMT also has an automation interface thatis used for data exchange between the PCS 7 project
and the PAA (Plant Automation Accelerator) project as well as SIMATIC SIMIT.
See also

¢ Manual "PCS 7 Engineering System", chapter 9.15.6 and chapter 14 "Technological
configuration”, Online Support under
entry ID 109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)
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SFC type

6.1 Software modules, types and copy templates

Note

Existing process tag types can be converted to CMTs and configured via PAA within the
framework of Integrated Engineering. Data exchange of pure CFC charts between SIMATIC PCS 7
and PAA is not possible; only information from the automation interface is exchanged here.
Changing to engineering with CM(T)s is therefore recommended.

The SIMATIC PCS 7 typelinstance concept enables types of sequential controls to be created. The
"SFC type" allows sequential controls to be defined, including an interface in the form of a CFC
block. The sequence logic of the SFC type is based on the interface 1/0Os of the SFC type, i.e. in
contrast to an SFC, an SFC type cannot access just any process signals.

The SFCtype is not executable on its own. Like a function block type, an SFC type must be placed
ina CFCto obtain a sequence-relevant object, in this case, an SFCinstance. The SFC type and the
SFCinstances are included in the "Compile program" operation. To execute an SFCinstance, both
the SFC type and the SFC instance are downloaded to the automation system.

See also

* Manual "SFC for SIMATIC S7", Online Support under entry ID 109792631 (https://
support.industry.siemens.com/cs/ww/en/view/109792631)

¢ Manual "PCS 7 Engineering Compendium Part C", chapter 6, Online Support under entry ID
109804258 (https://support.industry.siemens.com/cs/ww/en/view/109804258)

Types for equipment modules (EM) and equipment phases (EPH)

Similar to CMTs, equipment modules and equipment phases use the type-instance concept and
areinstantiated in the project via the respective EMT or EPHT types. A "sequential control system"
is precisely one component of a equipment module, see SFC type. A control module (CM or CMT)
is used to assign the equipment module to the sensors and actuators on the control-loop level.

Equipment phases control several lower-level equipment modules.

See also

e Manual "PCS 7 Engineering Compendium Part C", chapter 10, Online Support under entry ID
109804258 (https://support.industry.siemens.com/cs/ww/en/view/109804258)

e Manual "CFC for SIMATIC S7" chapter 10.13 "Configuring equipment modules", Online
Support under entry ID 109792630 (https://support.industry.siemens.com/cs/ww/en/view/
109792630)
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6.1 Software modules, types and copy templates

Model solution

With SIMATIC PCS 7, a model consisting of one or more CFC and/or SFCs can be created for
subcomponents of the same type. Creating models for similar plant units saves on work required
for engineering and testing. After testing, a model can be duplicated as often as desired in a
multiproject. For each replica, the plant hierarchy, CFC name, messages, I/Os for parameters or
signals, and various module properties can be adapted. Models can also contain pictures and
reports.

Each block instance can also be assigned a picture icon, which can then be automatically
inserted, along with its tag interface, into the flow chart defined in the SIMATIC Manager by
deriving it from the screen hierarchy during OS compilation. This saves work and ensures that
the picture icon is connected to the correct block instance.

See chapter "Automatic generation of block icons (Page 84) " for information on using block
icons.

Note

The block icons should be tested together with the associated software module as a process tag
type and approved by the customer before they are duplicated.

6.1.2 Example of a process tag type

Every software module is created as a template in the form of a CFC. Following a software
module test, this is released for instantiation and can be used within the framework of the
configuration.

The "PCS 7 Compendium Part A" manual shows an example for such a module.

In accordance with GMP requirements, the parameter assignment and the interconnection of
the inputs and outputs must be described in detail in a suitable specification ("Software Module
Design Specification”, for example) and verified by means of a test ("software module test" or
"typical test").

See also

e Manual "PCS 7 Compendium Part A", chapter 8.2.1 "Process tag types (templates)”, Online
Support under entry ID 109809015 (https://support.industry.siemens.com/cs/ww/en/view/
109809015).

Note

Consideration can also be given to the settings like process value archiving, for example, when
creating the process tag type.

6.1.3 Automatic generation of block icons

Graphic block icons are used to display information relating to process states (e.g. valve open,
closed, faulty, etc.) on the PCS 7 operator station (OS).
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PCS 7 offers graphic templates for all blocks contained in the PCS 7 library, thus supporting the
typelinstance concept from the function block in the AS through to the operator componentin
the PCS 7 OS plant pictures. PCS 7 provides several templates for use.

Note

Generating block icons automatically reduces the risk of an error occurring.

See also

e PCS 7 on Tour — Basic,
Chapter 10 section 5 "Adapted block icons and faceplates"

¢ Manual "PCS 7 Operator Station", chapter 10.2, Online Support under
entry ID 109794374 (https://support.industry.siemens.com/cs/ww/en/view/109794374)

If the Create/Update Block Icons function is executed, the block icons are derived from the plant
hierarchy of the project by means of their names and priorities, copied from the templates, and
automatically linked to the tag interface of the relevant operator panel.

Priority Picture name Comment

1. @PCS7Typicals_MyAPL.pdI Starting with the picture which comes last alphabetically
2. @PCS7TypicalsAPLV9.pdl contained in the standard

3. @PCS7TypicalsAPLV8.pdl

The @PCS7TypicalsAPL<Version>.pdl template

The picture "@PCS7TypicalsAPL<Version>.pdl" is contained in every PCS 7 OS project as
standard. It contains the standard block icons.

Note

The original "@PCS7TypicalsAPL<Version>.pdl" file must not be changed under any
circumstances. Any changes to the original file will be overwritten when an update or upgrade
is performed.

Separate templates should be created for customer-specific block icons,
"@PCS7Typicals_MyAPL.pdI".

Project-specific template

A project-specific template, "@PCS7Typicals_MyAPL.pdl", can be created by copying the
template "@PCS7TypicalsAPL<Version>.pdl". Customer-specific changes can then be made to
the "new" template.
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The @Template.pdl template

The "@TemplateAPL<Version>.pdI" template is primarily used when block icons are inserted into
pictures manually. These block icons are not connected to the plant hierarchy and are not,
therefore, created or updated by the system.

As a result, it can be helpful to use the template file. On the one hand you are not then linked to
the plant hierarchy, and on the other hand you can use a wizard to export picture objects from
one or all flow charts to a configuration file, modify block icons and their connections, and
finally import the picture objects again. The configuration file can be edited using tools such as
Excel.

Note

The "@TemplateAPL<Version>.pdl" file is maintained by the PCS 7 system and is overwritten
when an update or upgrade is performed. It is therefore advisable to back up the
"@TemplateAPL<Version>.pdlI" file on a regular basis.

Other Template Pictures

@@ConfigTypicals.pdl

Used to create/update lifebeat monitoring.

@@MaintenanceTypicals.pdl

Used to create/update diagnostic pictures.

@PCS7elementsAPL.pdI
The template contains a collection of predefined objects for creating block icons.

@PCS7Typicals_Batch.pdl

Used to create/update block icons for SIMATIC BATCH.
@PCS7Typicalsrc.pdl

Used to create/update block icons for SIMATIC Route Control.

This list is not exhaustive.

Central changeability of picture objects

86

In the type definition, SIMATIC PCS 7 allows objects to be changed centrally; in other words,
subsequent changes to picture objects are made in the template pictures.

Note

The central changeability of picture objects does not mean that changes are automatically
passed on/down to the instances. As a result, the "Export Picture Objects" function must be
executed via the dynamic wizard before the changes are passed on; this ensures that all objects
will be located at their original positions after "Import Picture Objects" is performed.
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Transfer of user-specific adaptations

If a custom template whose block icons are based on the APL is used in the project, these can also
be migrated following an upgrade. In the migration case, the modified properties are kept and
new functions or components from the @PCS7TypicalsAPLV9.pdl template are applied.

See also

e Manual "PCS 7 Compendium Part A", chapter 10.2.4 "Custom block icons/user objects",
Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015).

6.1.4 Type Change in RUN (TCiR)

TCiR enables changes to block connections (inputs, outputs) to be downloaded from blocks in
running operation. Due to the necessary validation procedures in the pharmaceutical industry,
this functionality is only beneficial to a limited extent because, as with any change, its effects
must be evaluated and verified. A possible application could, for example, be an ultra-pure water
plantin a group of plants.

6.2 Bulk engineering

6.2.1 Bulk engineering with the process object view

If many parameters are to be checked or changed quickly, this can be done in the process object
view. Using this, parameters can be filtered by certain criteria and their values viewed and
processed.

The process object view enables the searching of charts throughout the entire multiproject.

6.2.2 Bulk engineering with the CM Generator

The CM Generator uses the bulk engineering mechanism to create, update and delete instances
of CMTs, EMTs and EPHTs in a project using a list (referred to as "Generator list").

The CM Generator functionality is, for example, used for the following purposes:
* Generating control modules for process plants on the sensor and actuator level

* Generating equipment modules or equipment phases on the group control level (depending
on the specified EMT/EPHT)

You can find a detailed description on the use of the CM Generator in the "PCS 7 Engineering
System" manual.
See also

¢ Manual "PCS 7 Engineering System", chapter 14.9, Online Support under entry ID
109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)
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6.2 Bulk engineering

6.2.3

Bulk engineering with the IEA

The Import/Export Assistant (IEA) is used for two tasks.

Duplication with the IEA

The Import/Export Assistant is used to duplicate process tag types or models. For this, project-
dependent typicals are defined on the basis of standard libraries; these typicals can then be
copied as instances as often as required using the Import/Export Assistant.

88

Engineering

Tag type:
Create | test
basic functions

Master Data Library

Model:
Create | test
technical functions Technical fct. 1

=

Technical fot. 2
Technical fct. n

Bulk Engineering with IEA 1

Application software

4711 Heating
0816 Heating ~ 3asic fet. 1
0815 Heating  Basic fct. 1 Basicfot. 2
Basicfot 1 | Basiefcl2 o o et n
Basic fot. 2 Basic fet. n

Basic fct. n

NG
- Technical fot. 1
~ Technical fot. 1
. Basic fet. 1
Basic fot. 1 Basic fot. 2
Basic fct. 2
Basic fot. n
Basic fet. n
- Technical fct. 2
- Technical fot. 2
~ Technical fot n
- Technical fet n

The modular software structure and the process of duplication using the IEA significantly reduce
the engineering and testing effort required and thus the risk of errors occurring.
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Parameter editing with the IEA

Furthermore, the IEA File Editor is used to enter parameters and signal processing in a table for
each instance in accordance with the definitions contained in the specifications.

IEA File Editor o |
Assignment of Instantiation |
parameters IEA File Editor
from first instance Assingment of
parameters up to the

DI_OPEN.VALUE:=E 1.0 "
DI_CLOSE VALUE:=E 1.1 last lnSlE_lnCE {o be
DO_OPEN.VALUE:=A 1.0 duplicated

DI_OPEN.VALUE:=E 50.0
] DI_CLOSE.VALUE:=E 50.1
— DO_OPEN.VALUE:=A 50.0

See also

* Manual "PCS 7 Engineering System", chapter 9.15.7 "Creating process tags from process tag
types (multiproject)”, Online Support under entry ID 109800500 (https://
support.industry.siemens.com/cs/ww/en/view/109800500)

* Manual "PCS 7 Engineering System", chapter 10.3 and 10.4 "Working with the Import/Export
Assistant”, Online Support under entry ID 109800500 (https://
support.industry.siemens.com/cs/ww/en/view/109800500)

6.2.4 Typelinstance concept with the PAA

SIMATIC PCS 7 Plant Automation Accelerator (or PAA) is available for integrated engineering
workflow of the process description up to the automation program. Like the IEA, the PAA is also
an application for copying, editing, and importing software/hardware components using bulk
engineering. In addition, the PAA also offers possibilities for documentation directly from the
engineering tool as well as for document management including revisioning.

Existing project data can be transferred from SIMATIC PCS 7 to the PAA. An Excel import can be
used to transfer process tag lists and signal lists to the PAA. The plant hierarchy, signal settings,
and parameter settings can be adopted automatically from the imported process tag lists and
signal lists. The hardware (distributed I/O including channel assignment) can be generated from
signal lists. All software/hardware components configured in the PAA can then be transferred to
SIMATIC PCS 7 and used there.

While duplication in the IEA is limited to copying (usually a one-time operation), the type/
instance concept of the PAA also provides a tool for subsequent maintenance of types (control
module types, CMT) and their associated instances (control modules, CM).

Comparison of the PAA with the IEA

User interface

PAA is based on COMOS and therefore has the same interface as the COMOS application.
However, it is supplemented with various tools (PCS 7 Import/Export; Type Configurator, Excel
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Import etc.). The working layer concept allows project editing to be assigned to different users
who work in parallel on the project. This means that configuration with the PAA is also suitable
for expanded configuration of existing plant components, but can also be used for pure
hardware or software engineering.

Typelinstance versus copying

If a typical is changed subsequently in the IEA, this requires a complete re-import of the
"instances" (copies). This means that parameter assignments and interconnections to other
functions or higher functions will be lost and that post-processing including validation is
required.

The PAA enables you to make changes to the control module types (CMT) and update their
instances (CM). Previously generated CMs can be checked for deviations from the CMT and the
changes can be adopted. Incorrectly instantiated CMTs can be corrected with the Types
Reassignment' tool. As result, configuring with CMTs is more flexible than configuring with IEA
typicals.

Type variants with optional blocks

When configuring a CMT, it is possible to define optional blocks. Variants of the CMT can be
created in the type configurator by selecting and deselecting these optional blocks. These
variants are instantiated and can be post-processed like CMTs and their instances can be
updated.

Thus, for example, a valve with an interlock block and another valve without an interlock block
are generated from the same CMT. With the IEA, two typicals would be necessary for these two
valves.

When the IEAis used, up to 8 typicals, depending on the combination, would have to created and
tested, as opposed to a single CMT with, for example, three optional blocks.

Configuration with PAA

90

At the beginning, a project is created in PAA. For data exchange, a multiproject must first be
created in SIMATIC PCS 7 and the master library must be defined. This can be imported into PAA,
if it contains CMTs.

The PAA has its own user administration. This makes it possible to release pre-defined areas
(working layers, projects, functions) for the user or to define different authorization levels.

Control Module Types (CMT)

The user can generate CMTs from a process tag type from the master data library or create
completely new CMTs. CMTs can contain individual control units, control tags, and messages.
Both the green colored block headers in the following figure and the top area of the image
illustrate that a CMT is involved.

Equipment Module Type (EMT)

Thisis done in the same way for equipment modules (EM) and equipment phases (EPH). Instead
of interconnecting individual block I/0s, a CM instance fulfills a role from the point of view of the
EM and the individual interconnections, which are of course still necessary, are performed
automatically in the background. Neither equipment phase types (EPHTs) nor equipment
module types (EMTs) are to be understood as a substitute for SFC types. Instead, they use the
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proven SFC type instance concept internally. An EPHT or EMT is like a CMT that contains exactly
one instance of an SFC type. Other blocks may also be contained.

Note

Only the green-colored technological I/0s can be processed in the PAA. Of course, all inputs/
outputs can still be processed in PCS 7. The idea behind this is that a type has certain static
elements that should be the same in every instance. These are therefore not required for
processing in PAA. The green inputs/outputs, in turn, represent the instance-specific inputs/
outputs and parameters that can be processed.
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CMTs, their attributes, control tags and messages can be processed in PAA.

CMs are generated by assigning a variant of the CMT in the plant hierarchy. When creating the
variant, you can select whether and which optional blocks of the CMT are to be used.

After the project is processed in PAA, all relevant data are exported back to the PCS 7 project.
Further processing of the project takes place in SIMATIC Manager.
See also

e "SIMATIC PCS 7 Plant Automation Accelerator”, Online Support under entry ID 109742154
(https://support.industry.siemens.com/cs/wwl/en/view/109742154)
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6.3

6.4

92

Creating process pictures

Process pictures must be created in accordance with the definitions contained in the
specifications (e.g. URS, FS, and P&ID). Similar to all the other work steps in the GMP
environment, planning is performed first, followed by implementation and,
subsequently, testing.

Block icons should be assigned using the "automatic generation of block icons" function, which
means one block icon is assigned to each instance-specific module (valve, pump, closed-loop
controller, etc.) in the process picture using the IEA file. The picture and the block charts must be
configured in the same plant hierarchy folder, or in plant hierarchy folders with the same name,
in order for block icons to be generated.

There are SVG graphics (scalable vector graphics) in SIMATIC PCS 7. These do not have a loss of
quality when scaling the plant pictures and can therefore be output in good quality on different
screen formats.

After the graphics are created, they should be submitted to the customer in the form of
screenshots for approval.
See also

* Chapter "Automatic generation of block icons (Page 84)"
for information on using template pictures as a library

¢ Manual "PCS 7 OS Process Control", chapter 8.3, Online Support under entry ID 109794375
(https:/[support.industry.siemens.com/cs/wwl/en/view/109794375)

¢ Manual "PCS 7 Compendium Part A", chapter 10.2 "Visualization interface",
Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)

Note

When using the WinCC OnlineTableControls, "Permit editing"” must be disabled in the properties
so that the mask cannot be used to change values.

User-specific blocks and scripts

User-specific blocks (FB, FC) and scripts (C, VB) are programs written and created by the user,
which are assigned to GAMP software category 5. This type of software was developed to meet
customer-specific demands not covered by existing functions and libraries.

In general with such customized blocks and scripts, a greater effort for validation must be
calculated in the form of detailed functional and interface descriptions as well as documented
tests; see also chapter "Software categorization according to GAMP 5 Guide (Page 138)".

Note

When user-specific blocks and scripts are created, the rules for creating software elements
should be defined in instructions specific to the project/department (coding standards, PCS 7
style guide, etc.).
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See also

* Manual "PCS 7 APL Styleguide”, Online Support under entry ID 65601446 (https://
support.industry.siemens.com/cs/ww/en/view/65601446)

e Manual "PCS 7 Compendium Part A", chapter 8.1.2 "Creating user-defined technological
blocks", Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)

6.5 Interfaces to SIMATIC PCS 7

6.5.1 PCS 7 Web Option for OS

This option enables PCS 7 system processes to be controlled and monitored via an internet/
intranet connection. One PCS 7 OS Web server and at least one PCS 7 Web client is required.

Within a PCS 7 OS multiple station system the PCS 7 OS Web server is installed as an OS client
with PCS 7 OS Web server functionality. It should not also be used as an operator station (OS
client). This can be ensured by deactivating graphics runtime.

The WebViewer is installed automatically when the Web client is installed. For remote access,
it is advisable to use this in preference to the Internet Explorer since the WebViewer can be
custom configured.

The Web server itself should be certified so that access to Web server functions is secure,
authenticated, and encrypted (keyword: https access).

All pictures and required scripts are stored on the OS Web server so that they can be displayed
and run on the Web client. All pictures and scripts must be published. The "Web View Publisher”
is used for this.

See also

¢ Manual "PCS 7 Web Option for OS", Online Support under
entry ID 109794376 (https://support.industry.siemens.com/cs/ww/en/view/109794376)

¢ Manual "PCS 7 Compendium Part A", chapter 10.2 "Visualization interface",
Online Support under
entry ID 109809015 (https://support.industry.siemens.com/cs/ww/en/view/109809015)

Note

If scripts are used, preference should be given to event-controlled script editing wherever
possible, as it saves on resources. By contrast, cyclic scripts should only be used on a specific basis
as needed.

SIMATIC Logon must be installed on the Web server, thus integrating the Web client into the
SIMATIC Logon functions. As a result, access to the Web client is password-protected. User
permissions are assigned in the OS User Administrator. They correspond to those of standard
clients, the only additional requirement is that the intranet/internet access option must be
enabled.
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See also
* Chapter "Information security and data integrity (Page 53)"

e Manual "Security Concept PCS 7 and WinCC", Online Support under
entry ID 109780811 (https://support.industry.siemens.com/cs/ww/en/view/109780811)

Load balancing functionality

Thin Client

94

When several Web Navigator servers are used, the "Load Balancing" functionality enables an
even load balance among the servers. In addition, the Web Clients are automatically
redistributed among the other Web servers if one of the Web servers fails. This works by
selecting a Load Balancing server in advance from the participating Web Navigation servers. If
a Web Client then logs on to a Load Balancing server, this server assigns the Web Client to the
server with the lowest load.

To make use of the Load Balancing functionality, it must be configured on each participating Web
server. The WinCC Basic system and the Web Navigator server must be installed for this. The Web
servers must be set up identically (applies also to the user administration), and the standard
website must be set for Web Navigator.

The configuration of the Load Balancing function must be opened in WinCC Explorer using the
shortcut menu of the Web Navigator. The window that opens must list each individual Web
server using its IP address. For the Load Balancing server, the "Allow Load Balancing” check box
must be selected and a polling interval must be set.

Note

Web servers with a "Web Navigator Diagnostics Server” license must not be listed as a Load
Balancing participant.

The "WinCCViewerRT.exe" application does not support the "Load Balancing" function.

A thin client solution allows the terminal server and the Web server to be operated on one
computer. In this case, a terminal session is opened on the terminal server for each thin client.
The thin clients can then access the terminal server and Web server using the Remote Desktop
Protocol (RDP). Because this is a server-based functionality, a user does not have to be logged on
to the terminal server.

A thin client solution is easy to maintain because changes only have to be made once on the
terminal server and are then available to every thin client.
See also

¢ Manual "Industrial Thin Clients", Online Support under
entry ID 109801145 (https://support.industry.siemens.com/cs/ww/en/view/109801145)
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WebUX
WebUX enables access to process pictures suitable for WebUX via an HTML 5-capable browser.
The functionality is severely limited in comparison with the web client.
In the interests of process security, only encrypted HTTPS connections with SSL certificates are
supported.
User rights that permit access to the WebUX server must be configured in the WinCC User
Administrator in conjunction with SIMATIC Logon. For critical operations, in particular, read-only
access is recommended.
See also
¢ Manual "WinCC Basic Options", Online Support under
entry ID 109792604 (https://support.industry.siemens.com/cs/ww/en/view/109792604)
Note
The setting up of a web server may possibly enable access to your plant infrastructure. Protect
the computer on which the web server is installed. Make sure that the following rules are
followed:
¢ The computer can only be accessed via secured connections.
* The test mechanisms provided by software manufacturers are enabled and are never
circumvented.
6.5.2 OS client in a virtual environment

On high-performance computers (see VMWare system requirements (https://
www.vmware.com/resources/compatibility/search.php)) it is possible to create multiple virtual
environments. These then serve as the basis foran OS Client, irrespective of the actual hardware.
OS clients are released for use in a virtual environment.

When operating an OS client in a virtual environment, operator control and monitoring takes
place via a Thin Client that is connected to the VMware ESXi platform. Multiple virtualizations
can run simultaneously on the ESXi platform, but only one Remote Desktop connection per
virtualization is possible. Up to 4 monitors can be connected by selecting the Thin Client. If a
connection of USB devices to the OS client is required, the connection is made via the assigned
Thin Client or a centrally managed USB device server.

See also

¢ Release of PCS 7 components for virtual environment, Online Support under entry ID
109795917 (https://support.industry.siemens.com/cs/ww/en/view/109795917)

e Manual "PCS 7 Virtualization - Configuration", Online Support under entry ID 109801455
(https://support.industry.siemens.com/cs/ww/en/view/109801455)

¢ GAMP Good Practice Guide "IT Infrastructure” 2nd Edition, chapter 19
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6.5.3

96

Open PCS 7

Open PCS 7 makes PCS 7 data available to higher-level systems, such as the plant control level.
The standard interfaces below are available for exchanging data between Open PCS 7 stations:

e OPC UA (Unified Architecture)
* OPC "Classic"
— OPC DA (Data Access)
— OPC A&E (Alarm & Events)
— OPC HDA (Historical Data Access)
— OPC H A&E (Historical Alarm & Events)

* OLE/DB for applications with OLE capability, such as MS Office products;
OLE/DB permits access to historical values, alarms, and messages via standardized database
calls

The Open PCS 7 station can be used to access several redundant server pairs. If the active server
fails, the station switches to the remaining server automatically, so that this server carries out
the next read job.

A connection via OPC UA (Unified Architecture) offers increased security in data communication
in comparison to the OPC DA connection. OPC UA Server and OPC UA Client both provide a
certificate. These certificates must be exchanged and accepted by the connection partners. Only
then can successful data communication take place.

Access to the station | OPC interface Data type
OS server UA Process values and messages
OS server DA Process picture tags
OS server A&E Alarms and messages
OS server HDA Historical measured values (Tag Logging)
OS server H A&E Historical alarms and messages (Alarm Logging)
OS server OLE-DB Direct access to archive data
See also

e Manual "OpenPCS 7", chapter 7.1 "Access options”, Online Support under entry ID
109794368 (https://support.industry.siemens.com/cs/ww/en/view/109794368)

Advantages of OPC UA compared to previous OPC specifications are:

* Integrated security concept (authentication and authorization, encryption and data
integrity)

¢ Independent of DCOM, no DCOM settings are required
* Independent of operating system, independent of manufacturer

¢ Harmonization of the previous OPC standards to form one interface; one common OPC
standard for tags, alarms, and historical data

¢ Communication via a single firewall port
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Note

The OPC connection should not serve as an extended operating source, but essentially as data
evaluation or information. When establishing an OPC connection, particular emphasis must
therefore be placed on data security and the assignment of write permissions. Visibility and
write permissions can be configured individually for each OS tag.

The PCS 7 OS Web Option should be selected for possible operation from outside the PCS 7
environment, see chapter "PCS 7 Web Option for OS (Page 93)".

6.5.4 SIMATIC BATCH API

SIMATIC BATCH API (Application Programming Interface) offers the following function calls as a
programming interface:

¢ Access to BATCH objects and data
¢ Navigate through SIMATIC BATCH object hierarchies
* Notifications about events

A field of application is the data interface for transmission of events and methods (e.g.
CreateBatch, ArchiveBatch, GetParameter, etc.) to an MES or ERP levels.

6.6 Recipe control with SIMATIC BATCH
SIMATIC BATCH is a software package for SIMATIC PCS 7, which plans, monitors and controls
discontinuous processes, known as batch processes.

A major advantage of the batch production is the collection and archiving of production data.
These production data are needed for both the regulatory requirements for traceability (audit
trail) as well as for operational analysis of the production process.

6.6.1 Definition of batch terminology

Some commonly used batch terminology is described below.

Term Description

Master recipe | Set of rules and information required to define how a product is manufactured.

Control recipe | Copy of the master recipe with extra information specific to a process cell and corre-
sponding scaling of the desired production quantity

Batch Equipment-dependent amount of a product manufactured in a defined, discontinuous
production sequence.

Process A sequence of chemical, physical, or biological activities for manufacturing materials or
products.
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6.6.2

Conformity with the ISA-88.01 standard

ISA-88 is an international standard for batch control, which represents the design specifications
for software, equipment and operation of the processing. SIMATIC BATCH was developed on the
basis of the ANSI/ISA-88.00.01 (Batch Control, Part 1: Models and Terminology) standard.

One of the recommendations contained in the "Technical Report" ISA-TR88.0.03 is the use of SFC
(Sequential Function Charts, DIN/IEC 1131) as a graphic language for describing recipe
procedures. Recipes created with the SIMATIC BATCH Recipe Editor follow the structures and
functionalities described in this standard.

SIMATIC BATCH makes production data available according to ISA-88.00.04 (Batch Production
Records).

SIMATIC PCS 7 software model
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ISA-88.01 describes various models, which can be fully implemented with PCS 7 and
SIMATIC BATCH.

Recips e =
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The process cell model (physical model) describes the process cell, unit, equipment module,
and device control level, which is mapped using the plant hierarchy in the plant view of SIMATIC
Manager.

In SIMATIC BATCH, the procedural model (procedure, unit procedure, operation, phase)
reflects the process cell model from the point of view of the control sequence.

Term Description

Recipe procedure A recipe procedure runs in a process cell to control a process and to create a batch
of a product.

Recipe unit proce- A recipe unit procedure runs on a unit to control a recipe stage. A unit can only be

dure occupied by one batch at any one time.

Recipe operation/ A recipe operation or a recipe phase runs on an equipment module to implement

recipe phase a process engineering task or function.

Control-loop level The control-loop level is not within the scope of the BATCH system and is ad-
dressed only via the equipment module. It is entirely located in the automation
system.
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Application of the ISA-88.01 standard in SIMATIC PCS 7

6.6 Recipe control with SIMATIC BATCH

The ISA-88.01 software model divides the process into various modules, simplifying the process
of validation. The process is split up hierarchically into the following parts:

Physical Graphic Procedural Implementation in Implemented
model elements PCS 7 by
Process cell Procedure BATCH component: Operator/
z Recipe supported
by supplier
Unit Unit procedure(s) | CFC component: Operator/
Unit block EUPPOVTT;O'
BATCH component: y suppher
Unit recipe
Equipment Recipe operation / | SFC type component: Supplier /
module (EM) ] phase Use of SFC types to allow | Supported
I instantiation. (equip- by the operator
(may contain con- | Ment phases, equip-
trol strategies) ment operations)
Control mod- - CFC component: Supplier
ule (CM) [i] Use of the PCS 7 library
and of CFCs.

The SIMATIC PCS 7 Industry Library contains specific functions which enable an integrated and

ISA-88 compliant engineering & operating concept including batch integration.

Note

The names and functions of the modules correspond to the definitions contained in the

specifications.

See also

¢ Manual "PCS 7 SIMATIC BATCH", Online Support under
entry ID 109794450 (https://support.industry.siemens.com/cs/ww/en/view/109794450)

¢ Application example "Engineering and automation of batch processes with PCS 7 along
ISA-88 models", Online Support under
entry ID 109784331 (https://support.industry.siemens.com/cs/ww/en/view/109784331)

Configuring SIMATIC BATCH

Basics and options of SIMATIC BATCH are explained in chapter "Software components for
engineering (Page 30)".
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See also

e Manual "Getting Started PCS 7 SIMATIC BATCH", Online Support under
entry ID 109781909 (https://support.industry.siemens.com/cs/ww/en/view/109781909)

e Manual "PCS 7 Compendium Part C", Online Support under
entry ID 109804258 (https://support.industry.siemens.com/cs/ww/en/view/109804258)

The individual configuring steps are divided into the following:

Working in SIMATIC Manager
The following steps, among others, are performed in the SIMATIC Manager:
» (Creating and configuring batch systems (server, clients)
* (Creating the plant hierarchy
e Compiling OS data
* Generating and propagating batch types
* Transferring data to OS

* Loading process cell data

Working in the BATCH Control Center (BCC) and Recipe Editor (RP)
Among other things, these steps are performed here:
* Reading / updating batch data
» (Creating master recipes
* (Creating the recipe structure
* (Creating ROP libraries, formula categories and formulas
* (Creating order category, order and batch(es)
e Releases for master recipes and completed batches

* Exporting/importing of recipes, parameter sets, etc.

See also

e Application examples for specification of equipment phases with SFC types as well as
instantiation, Online Support under
entry ID 33412955 (https://support.industry.siemens.com/cs/wwi/en/view/33412955)

6.6.4 Functions and settings in SIMATIC BATCH

Various functions and project settings can be used in SIMATIC BATCH. A number of settings are
presented in the following. The operating manual for SIMATIC BATCH provides detailed
information.
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Predefined batch names

With the "Use predefined batch names" function, batch names can be automatically created
from various static and dynamic elements.

Note

The length of the batch name is restricted to 32 characters.

Recipe step-specific setpoints

Within the defined equipment limits, the range for setpoints can also be limited for each recipe
step. This means that the process can be guided better and the quality of the final product is

increased.
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eat SF.51°C

Editing of recipes with "Release revoked/invalid" status

With the "No" setting, you prevent recipes in 'Release revoked/invalid' status from being re-
released with the same name/version.

Note

The default setting is "Yes" and should be set to "No" in the regulated environment.

Automatically release batches

Newly added batches are automatically released upon creation for production. The default
setting is "No". For the setting "Yes", the user saves a separate release step, which may make

sense for other authorizations. A configured signature is requested for the release even when
using automatic system release.
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Exporting/importing of batch objects
For the export/import of
* Libraries

* Master recipes

* Formula categories and formulas

See manual "SIMATIC BATCH", chapter 9.5.8, Online Support under
entry ID 109794450 (https://support.industry.siemens.com/cs/ww/en/view/109794450).

Online structure changes for recipe structures

SIMATIC BATCH allows you to change recipe structures online. This applies to control recipes that
have the status "released", "planned" or "started".

The following conditions regarding settings apply:

¢ The master recipe has the status "Release for testing".

* The user must have the "structural changes" permission.

* "Allow online structure changes" must be set in the project settings.

Project settings for "UT_FERM_MP'

- Display

- General

- Warning/Error

- Color settings

- \ersioning

- Used plug-in modules
- User credentials

- Electronic signatures

-- Archiving
[#- Backup
-~ Repart creation
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Property

E General
Allow online setpaoint change
Permit deletion of completed, not archived batches
Transfer setpoint changes to active step
Automatically delete archived batches
Use predefined batch name
Release batches automatically
Open operator dialogs automatically
Extended continuous mode

= Close and archive
Archive automatically
Wait time after closing

= Structural modification

Value

Yes
Mo
Mo
Mo
Mo
Mo
Mo
Mo

Yes

|.-5.Ilow onling structure change

Yes |

Active batches have to be held

Default Apply

Yes

Cancel Help

GMP Engineering Manual

Configuration Manual, 05/2022, A5E42888188-AB


https://support.industry.siemens.com/cs/ww/en/view/109794450

Creating Application Software
6.6 Recipe control with SIMATIC BATCH

Selecting the "Active batches have to be held" option provides protection by bringing the current
batch to a safe state when changes are made to recipe structures. Once the change is made, the
batch must be resumed by the operator.

Note

Online structural changes are an additional functionality for master recipes during testing. They
serve to simplify the optimization of recipes. Online structural changes are not possible during
production (master recipe released for production). The default setting is "No".

Notes and restrictions

* When online structure changes are being made to a batch, access to this batch by other
clients is blocked. A visual comparison of the changes to all SIMATIC BATCH clients is made
once the online structure changes are complete.

* ltis advisable to stop the batch for structural changes.

If the "Active batches have to be held" option is disabled, the change can be made during
ongoing operation, which has the disadvantage that the batch automatically applies and
enables the changes when the changes are made.

Deleting a canceled batch

Attention should be given, for example, to the point "Permit deletion of completed, not archived
batches". This means that canceled batches can be deleted without archiving the data. This is
only rarely desired in the pharmaceutical environment. This setting should therefore remain
deselected, unless the customer expressly requests otherwise.

Additional settings in SIMATIC BATCH
Important parameters and settings are also contained in
e Chapter "SIMATIC BATCH (Page 117)"
* Chapter "Electronic signature in SIMATIC BATCH (Page 122)"

6.6.5 Messages in SIMATIC BATCH

All messages for the batch control, which are managed in the WinCC archives, can also be
displayed on the SIMATIC BATCH client. The requirementis thata PCS 7 OS application is running
on the computer.

See also

* Manual "SIMATIC BATCH", chapter 9.8.7 "Operator and status messages" and chapter
15.1.2.3 "Warning and error messages”, Online Support under entry ID 109794450 (https://
support.industry.siemens.com/cs/ww/en/view/109794450)
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6.7 SIMATIC Route Control

6.6.6

6.7

104

Creating reports in SIMATIC BATCH

The SIMATIC BATCH report ensures the documentation of recipes and batch data in the form of
logs:

e Therecipe report contains all the data required for batch production. This includes the recipe
header data, the input materials and output materials list and the procedural rules.

e The batch report contains all the information of the produced batch that is required for
reproducibility of the batch process, quality assurance and fulfillment of legal requirements.

* The reports can be automatically saved as a PDF file.

The report is integrated in the user interface of the BATCH Control Center.

See also

¢ Manual "SIMATIC BATCH", chapter 9.5.7 and chapter 9.9, Online Support under entry ID
109794450 (https://support.industry.siemens.com/cs/wwi/en/view/109794450)

¢ Creating Report Templates for the Information Server on the Process Historian Database,
Online Support under entry ID 64906050 (https://support.industry.siemens.com/cs/wwi/en/
view/64906050)

SIMATIC Route Control

SIMATIC Route Control is a program package of SIMATIC PCS 7, which is used for management
and automated control of the entire process route network of a production plant. Due to its
matrix-based configuration, process routes can be flexibly determined and automatically
controlled by means of different modes. One of the main applications of SIMATIC Route Control
is the automated transport of materials in plants.

The easy-to-understand visualization in SIMATIC Route Control Center makes it easy to allocate
production and cleaning paths, whereby the work involved in verification is significantly
reduced. Furthermore, the material tracking is ensured by SIMATIC Route Control (Route Control
Log).

Typical application examples include:

* Transport of solids and liquids

» Buffer applications and provision of buffers for production

e Bio-reactors, such as cell culture plants with upstream and downstream
e CIP and SIP procedures with various flushing paths

A Route Control server is needed in order to use SIMATIC Route Control. Route Control servers
can have a redundant configuration.

SIMATIC Route Control is configured on the SIMATIC PCS 7 engineering station using the Route
Control Engineering application. The following figure illustrates the individual configuring steps.
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Step 7 Engineering
SFC Type (left) -= Implement functions
«  CFC Plan {right) -= Route elements

6.7 SIMATIC Route Control
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-> Partial routes
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The use of SIMATIC Route Control becomes economical with as few as 5 parallel material
transports. One significant benefit of this is in engineering. With the SIMATIC Route Control
Engineering, routes and partial routes are created with system support.

Important functions of SIMATIC Route Control are:

» Automatic check and consideration of material compatibility (e.g. material sequences)

» Alternative transfer paths in case of malfunction (automatic)

¢ Status check of line

¢ Scaling depending on plant size

¢ Plant expansion without programming workload

See also

e Manual "SIMATIC PCS 7 Route Control", Online Support under entry ID 109794449 (https://
support.industry.siemens.com/cs/iww/en/view/109794449)

* Product description on the Internet (https://new.siemens.com/global/en/products/
automation/process-control/simatic-pcs-7/route-control.html)
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Import / export

You can use the CSV interface (CSV export/import) to further simplify and accelerate
configuring in SIMATIC Route Control. For example, partial routes and additional data can be
edited conveniently in Excel and then imported in Route Control Engineering. The option to edit

data in Excel can also be used to efficiently define routes in the specification phase and then
import them.

Graphical route search

Another function is the graphical route search. This can be used to check route networks

graphically.
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In addition, routes can be saved and used as preferences instead of the automatic route search.

6.8 Alarm management

An alarm system must be able to perform the following basic functions:

Warn the operator in the event of problems in the plant
Provide information about the characteristics of the problem
Guide the operator to the most significant problem

Support the operator in evaluating multiple pending problems

6.8.1 Specification

The specification of an alarm system includes the following:

106

Definition of formats for alarm line and alarm page
Message classes, colors, and priorities

Acknowledgment concept (e.g. single acknowledgment)
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¢ Event texts, for example, "too high" for a high alarm

* Process-dependent alarm suppression, e.g. suppression of flow monitoring if a pump is
switched off

These points must be defined if they deviate from standard specifications.

The preset standards for the display of message class, message color and message priority
should be kept if possible and only changed at the request of the customer.

Note

If the alarm system configuration differs from the standard configuration, the differences must
be documented and an update procedure described; see also chapter "System Updates and
Migration (Page 169)".

See also

¢ Manual "PCS 7 Compendium Part A", chapter 8.1.4 "Message class, priority...", Online
Support under entry ID 109809015 (https://support.industry.siemens.com/cs/ww/en/view/
109809015)

6.8.2 Message classes

The different message classes, such as fault, alarm, warning, or process control message are
usually defined on a function and event-specific basis. For example, if a measurement is taken,
reaching the high limits will trigger an alarm, the low limits a warning, and a runtime error on
a valve, for example, will trigger a fault message.

See also

¢ Manual "PCS 7 Compendium Part A", chapter 10.3.1 "Message classes and message types",
Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)

6.8.3 Priorities

To ensure that the plant operator can still perform actions even in critical situations, messages
can be additionally prioritized in PCS 7 in accordance with their possible effect (plant standstill,
reduction in product quality, or production delays) and the available reaction time (e.g. <5
minutes, 5 — 20 minutes, > 20 minutes).

The priority is defined on an instance-specific basis in SIMATIC PCS 7 during message
configuration and is initially set to "0". The priorities are set in the 'Messages' tab of the process
object view, as shown in the following figure.
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6.8.4

PCST Message Configuration - Ferm_AS\Ferm_AS\CPU 410-5H\Ferm_AS\Blocks\FB 1845 -

Last changed 12/02/2013 101 418 AW

Dizplay language: English (United States)
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Tip: The message priority can also be used to mark all GMP-relevant messages as Priority 1, for
example. This will make it easier to filter for them later in the Audit Trail review.

Suppressing, filtering, hiding

Locking messages

When the appropriate permission is granted, in process mode the plant operator is able to set
individual process tags to the "out of service" status, thus suppressing all messages of this
process tag.

This function is used, for example, if a process tag is being used for the first time. The operator
can use this feature to suppress messages which are of no immediate use, allowing him to focus
his full attention on the relevant messages.

Onalllevels, operators are able to identify objects whose message reaction has been suppressed.

Filtering messages

Message filtering within alarm lists can be adapted on a user-specific basis. The filter criteria are
message properties (date, time, message class, message text, etc.). The point of changing filter
criteria online is to enable the user to temporarily focus on a particular period, event, etc. when
analyzing errors.

Hiding messages (Smart Alarm Hiding)

108

This function allows alarms to be hidden on a situation-specific basis.

These messages are not taken into account when generating the collective status, i.e. the
collective status of a measurement with a pending, hidden alarm does not indicate an alarm
status in the process picture, is ignored when the collective-status display is generated for the
diagram, and does not output an audible signal (alarm horn).
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The currently pending, hidden messages can be viewed at any time in the list of hidden
messages. All messages hidden by the current setting are summarized in the "Messages to be
hidden" list. The messages are only hidden in terms of the display, i.e. hidden messages are still
archived and taken into account during archive synchronization if a server redundancy failover
is performed.

"Smart Alarm Hiding" offers two ways of hiding alarms:
¢ Manual hiding and displaying of alarms

¢ Automatic showing and hiding of alarms, depending on process states

Hiding alarms manually:

* The alarms are shown again after a defined period of time has elapsed.

¢ Manually hidden alarms are acknowledged automatically.

e Manual alarm hiding applies to all clients of the relevant OS server.

* An operator message is triggered if alarms are hidden and shown manually. A reason from
a drop-down list can also be specified here.

Hiding alarms automatically:

Automatic alarm hiding must be configured and is always controlled via status blocks in the AS,
which hide or show state-dependent alarms in conjunction with a hiding matrix. Technological
(messaging) blocks are assigned to a status block via the new "block group” block property.

AS
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Note

The main difference between message suppression and alarm hiding is that suppressed
(blocked) messages are not even generated at the respective process tag and they are therefore
not sent to the OS. Neither are they recorded or archived.

Alarm hiding, on the other hand, only affects the visualization.

A symbol points out locked or hidden alarms to the operator in the overview area.

HEN S EEEE H D AE
Date Time Priorii Source Event
09:45:08.609 8 YC_PressurelY External message

09:45:08.609 '8 |PIC_Pressure/C ER - Low alarm lim

09:45:08.609 8 PIC_Pressure/C Rbk - Low warning

09:45:08.609 '8  |FIC_Airflow/C PID Controller ER

09:45:08.609 8 FIC_Airflow/C PID Controller Rbk
09:45:08.609 =

09:45:08.609
09:45:08.609
09:45:08.609
09:45:08.609

09:45:08.609 '8  |TIC_TempiC PID Controller ER

22 17/09/2109:45:08.609 8 TIC_Temp/C PID Contreoller Rbk
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6.8.5 SIMATIC PCS 7 Logic Matrix

The SIMATIC Logic Matrix simplifies the configuring of safety interlocking. The direct advantage
is the clear arrangement of the matrix, which makes errors during configuration less likely for
one thing. For another, it facilitates the checking of the code and thus also the validation.
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Acive | R =
Bypassed |'= = B &
Resetable R R || [IR| e
Tag active - =1 == .
QC bad | l | |
Simulated x =
— S EE R R R ©
ZE|Z|Z|Z|Z| 2|2 |2 8
||
[ clear 1| Set 1 Close | E|E|8|E(2|8 Ay S
-—'—----J‘——J ] g 2|2|2|2]515 ‘E FIES ©
Input-Tag Lok | Vahue | Mlolind | Und | Function|G R Comment |57 0 2|3
-1 vae | 1988 sooow C
= [z vave | 1988] soomp |
- [Tri22 Vebe | 1984] @000 HD | € | 2003 1| B[] TE|B101 tempershae | 1 s
= |Ti123 vae | 2003] spowp | T
4= U101 vaue | 21627| 400 L I OR |0 B j%[mmw 2 N
= |Ls102 Active 0| Fase oR |0 B[] [B10 highlevel | 3 N
+=|Ls103 Active 0| Fase or |o| |BILEITE * NN
= |Uvios Opened 0| Faise oR |0 Bl|[ 1758101 dainvaive | § N
+= |Eutos Rureing 1| Tue BB 010 heat cicuit o 6
Ll

The figure shows the user interface of the SIMATIC Logic Matrix on the operator station. The
inputs are shown on the bottom left and the outputs on the top right. The cause and effect are
apparent at a glance.

See also

¢ Manual "SIMATIC PCS 7 Logic Matrix", Online Support under
entry ID 109794041 (https://support.industry.siemens.com/cs/ww/en/view/109794041)

6.8.6 Monitoring PCS 7 components - Lifebeat monitoring

SIMATIC PCS 7 Lifebeat Monitoring allows the functionality of automation and operator stations
to be monitored. To facilitate this, all automation and operator stations must be configured in
HW Config and the OPC connections to the operator stations must be created.

To configure the nodes to be monitored in WinCC Explorer, select the menu command Editor >
Lifebeat monitoring > Open. Here, all the nodes to be monitored and the monitoring cycle in
which lifebeat monitoring will be performed can be configured. A control system message is
triggered as soon as a configured station does not respond to the monitoring request.

The lifebeat monitoring is activated automatically when the OS starts up.

See also

¢ Manual "PCS 7 Operator Station", Online Support under
entry ID 109794374 (https://support.industry.siemens.com/cs/ww/en/view/109794374)
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6.8 Alarm management

6.8.7

6.8.8

112

Note

Alternatively, all process control equipment can also be managed in the PCS 7 Asset
Management. Asset management does not require any additional configuration, see also
chapter "Asset Management (Page 165)". A maintenance station provides an overview of the
diagnostic and service information for all equipment. However, lifebeat monitoring of a plant
with a maintenance station is not permitted.

Monitoring PCS 7 components - SMMC

The SIMATIC Management Console (SMMC) is a program package, which supports the
monitoring, documentation and management of the hardware and software installed. To use
the SMMC, the software package is to be installed on a PC. In doing so, either a separate
computer or the existing ES should be used. The "SIMATIC Management Agent" is also to be
installed on computers to be managed.

The SMMC can now be used to created detailed reports on the currently installed hardware and
software. The data required for this purpose is taken directly by the SMMC from computers and
AS systems of the plant. The documentation always corresponds to the actual "As Built" state of
the plant.

The permissions for the SIMATIC Management Console must be set up separately.

See also

e Manual "SIMATIC Management Console", chapter 4.1, Online Support under
entry ID 109794443 (https://support.industry.siemens.com/cs/wwl/en/view/109794443)

Monitoring connected systems

Lifebeat monitoring for connected systems must be configured manually. Its use depends on the
corresponding communication partner. If the connected system represents an important
interface to SIMATIC PCS 7, lifebeat monitoring is absolutely necessary.

Coupling third-party -

systems to PCS 7 h
via Ethernet and OPC o —
| | | ; | 05 -Server
.E
o>
1 1 1 1
0 il il il
| e = e
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6.9 Audit trail and change control

The graphic shows an example of a solution for lifebeat monitoring with a third-party system.
SIMATIC PCS 7 sets a defined OPC variable bit from logic O to 1. After a defined period of time X,
the connected system must reset the OPC variable bit from logic 1 to 0.

This operation is repeated in cycles. If the connected system does not perform a state transition
within the specified time, a process control message is generated in the SIMATIC PCS 7 process
control system. This message indicates to the operator that communication with the connected
system is not functioning correctly.

6.9 Audit trail and change control

Traceability of operator intervention and critical parameters and data changes must be recorded
with information about the operator (audit trail). The requirements of this topic are defined by
21 CFR Part 11 of the U.S. Food and Drug Administration, for example.

In a controlled environment, changes to the project configuration or user management, for
example, are subject to change control. This change control is supported by recording log files.

Ina PCS 7 system, this is implemented by a multilayered approach to the topics of Audit Trail and
change control.

0s BATCH ES
Audit Trail / Change Log Audit Trail / Change Log Audit Trail  Change Log
® Operator entries N Batch control W Download to CPU
B System messages B Recipe administration B Project access

| ]

il SIMATIC Logon

Audit Trail f Change Log

Recording events, e.g. logon / logoff

Auto logoff
Password and change dialog

Logon device (e.g. keyboard, smart card reader)
Interface to 3rd-party and project-specific applications

Windows

Audit Trall / Change Log

B For system access (e.g., creating new users)

6.9.1 PCS 7 ES

Online changes on the PCS 7 ES

Typically, configuration data on the engineering level is not directly subject to the extremely
strict requirements of 21 CFR Part 11. Having said that, system components are usually
concerned, which must be validated and controlled.
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6.9 Audit trail and change control

The traceable online parameter change feature also enables certain quality-related data to be
accessed directly via the ES. However, it is practical and advisable in a regulated environment for
such interventions to only be performed on the operator control level and with the
corresponding operator permission. Such changes are then being recorded in the central audit
trail of the OS.

Note

Parameter changes made on the OS interface are not automatically transferred to the offline
project. To do this, the relevant parameters must be selected and the "Read back parameters"
function executed.

Depending on the customer, controlled online parameter changes made via the ES may
sometimes be accepted, or even desired, during the commissioning phase. However, once a
plant has been validated, such parameter changes must be made exclusively via the OS level or
on the ES by means of a change request.

See also

¢ FAQ "Labeling parameters for read-back", Online Support under
entry ID 23967880 (https://support.industry.siemens.com/cs/wwi/en/view/23967880)

Change control of the ES / AS configuration

Various tools are suitable for controlling the offline configuration in the ES, when used in
conjunction with a defined change process and an appropriate strategy for backing up project
data. The Version Cross Manager, for example, enables users to compare different project
versions with each other; see chapter "Version comparison with Version Cross Manager (VXM)
(Page 152)".

The current status of the offline/online configuration can also be verified by activating "test
mode" in the ES. Parameter readback also has to be taken into account here, see "Note" above.

Project access activities and online changes performed on the ES are recorded with the aid of the
SIMATIC Logon change log, in a similar way to an audit trail (who has changed what and when).
The following are logged:

* Events relating to access protection (open project, access to project denied, activate/
deactivate access protection, etc.)

» Target system events (AS configuration loaded, software application loaded, online mode
activated/deactivated)
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e Events relating to online value changes (old value, new value)

6.9 Audit trail and change control

* Version changes (archiving of versioned projects)

o SIMATIC Logon Event Log Viewer [=[a
sdot] Mo, of evenis: 125
Tipe [ Time stamp T [ soures | Categ... [ Event [ Jumer [ computer [
n'[nﬂrmaum 10/11/2017 7:26:02 AM  SEIMATIC Logon Service Change ussr  User has logoed an. KHE IPCSTVIESDO I Administratar  WHE IPCSTVIESODL
B information 10/11/2017 7:26:02 AM  SIMATIC Logon Service  Authentication  User suthentication was successful. KHE IPCSTVEESO0 1\ Acmnistrator  KHE IPCSTVIES0OL
Information  10/20y2017 $:01:55 AM  SIMATIC Logon Service  Authentication  User suthenticabion was successful, KHEIPCSTWSESO0 D\Adminstrator  KHE IPCSTVIESOOL
Information  10/20/2017 5:01:43 AM  SIMATIC Logon Service  Authentication  User suthenSication has faled, PHARMA\ dmins trator HHE IPCSTVIESIDL
Information 10/10/2017 %:01:11 AM  SIMATIC Logon Service  Authenbcaton  User authentcabon has faled, PHARMA\AGMIN KHEWPCSTVAESODL
Information  10/20/2017 9:00:41 AM  SIMATIC Logon Servee  Authenbeaton  Lser suthenteabon hes faded, PHARMAN\Admn FHE IPCS TVAESODL
i Information 10/10/2017 5:00:23 AM SIMATIC Logon Service  Authentication  User authentication has faled, KHE IPCS TVGES (0 1 Admin KHE IPCSTVAESOOL
Wl information  10/10/2017 B:58:99 AM  SIMATIC Logon Senvice  Authenbcaton  User authentcaton has falied, KHE IPCS7VEES00 1 Admn KHEIPCSTVIES00L
Information 10/00/2017 B:55:05 AM  SIMATIC Logon Sérvice  Authenbication  User suthentication hes faled, KHE IPCSTVSES 00 LAdmin KHE IPCSTVIESOOL
Information  10/10/2017 B:53:52 AM  SIMATIC Legon Service  Authentication  User suthenticalion has faied, KHE IPCSTVSES DO 1 Admin FHE IPCSTVIESDDL
W formation  10/4/2017 11:24:35PM  SIMATIC Logon Service  Change umer  User has been logged off sutomascaly, KHE IPCSTVSESO0 1 \admnistrator  KHE IPCSTYIESODL
Information  10/4f2017 10:52:30 M SIMATIC Logon Service  Change user  User has kogoed on. KEIPCSTVSESO0 ladminstrator  KHEIPCSTVIESOOL
Talasmatias SAMAFMET SMERIINAE  CTAIATIF | sasa o das [T PP S T E Y A e EE e i VLI AT TRMNEE M S e s s B WG SN UGN
Comments to the sslected event
Refiedh | Comrzent. Fiter... | Expart...
heb

Change control for AS download

In addition to protection against unauthorized access to the ES configuration via the "Activate
Access Protection” project setting, a CPU password can also be used to protect against
unauthorized downloads to the CPU.

However, as with online value changes, downloads made to the CPU are not recorded unless the
change log file is activated, see chapter "PCS 7 ES" above regarding ES change control.

Note

The time at which this access protection should be activated and the activation of the change log
file must be defined together with the customer at an early stage. Depending on the
configuration environment, it may be practical to have access protection in place even as early
as the configuration phase, with the change log file being activated at the start of the FAT.

Once access protection is configured, you can often forgo the additional CPU password, if the
customer agrees to it.
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6.9 Audit trail and change control

6.9.2

PCS 7 OS

Audit trail in PCS 7 OS

B E &
Date Time

D302
D3z
D302
3wz
02702

020821
0210321
02wz
020921
D2aN21

LRI

116

Prigrity| Source Operation Info Comment Batch name | Area

SIMATIC PCS 7 records all operations and parameter changes performed in process mode,
assigning them to the "Operating messages" message class in the message archive. If parameter
changes are made via input/output fields, the output of a message must be configured
separately.

Acknowledgments of alarms, warnings, system messages, etc. are available in the "history" of
the process control system. Message acknowledgements can be provided with a mandatory
comment.

The figure below shows an extract taken from the operation list.

WIN-PINRIENLRES | Julia =: Manipulated var. (MV_Int) new=25% old =0 % Fermentation
WIN-PINRIENLRES | Julia nternal (MV_IntOp) new =1 old =0 Fermentation
acknowledged V342
Julia Boss: Acknowledgment Alarm, Alarm High on WIN-PINRIBNLRES i ) Fermentation
Julia Boss Switching on process mode o ) Farmentation
FIC_Fill_MediumiD i Acknowledgment Alarm, Alarm High on 'WIN-PINROBNLRES = ) Fermentation
FIC_Fill_AntiFoalD I Acknowledgment Alarm, Alarm High on WIN-PINROBNLRES o ) Farmentation
Auftragl0&/Batch Julia Boss: Start batch
Auftragl0S/Batch i 5: Release batch
Auftragli1/Batch BATCH CDV: Close batch

Note

Select the hard disk capacity so that the entire alarm log can be securely stored there until it is
exported to an external data medium.

The actual audit trail required by law only contains the changes to GMP-relevant values. It is,
therefore, an excerpt of the recorded operations. These can be filtered, for example, using a
separate message priority, see also chapter "Priorities (Page 107)". As an alternative, the relevant
operating messages can also be realized with an add-on, see chapter "OPD — User dialogs and
electronic signatures (Page 39)".

Note

In adistributed system, a standard server must be assigned to the OS client so that messages and
alarms can be transferred correctly. You can find an explanation in the Manual "PCS 7
Compendium Part A".

See also

¢ Manual "PCS 7 Compendium Part A", chapter 10.1.3 "Selecting and configuring a standard
server”, Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)
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6.9 Audit trail and change control

Change control of the OS configuration

The OS configuration, as well as the project engineering of OS elements (pictures, scripts, etc.),
isversioned on the ES (SIMATIC Version Trail) and archived, together with the overall project. The
changes that were made can be documented using a screenshot and the screenshot appended
to the change request.

Changed operating screens can be identified using the date of change in the component view
of the SIMATIC Manager. Operating screens can also be protected from modification via the
WinCC Explorer with a password, see chapter "Protection of graphics (Page 157)".

WinCCEsplorer - CAN Propects\UT_Ferm Ferm_0Sywincprop 05, 05.meg - [m] -
) Fray P

File Edit View Tools Help

D W v | W& 53023 E &7

=-_gs 05 “ | Name Type Last Change G
:1' Camputer # DOverview1.PDL Process picture 9/21,/2021 10:0:13 PM
10 T2g Mansgement & @&srmisurnsl FOL Process picture 8/21/2021 10:00:20 PM
=7, Graphecs Designes B¥ e rmenter V342 GMP_8.1.Pdl Process picture 928, 11:13:41 PM
| NoteView # @PTN_BictechPlants.pdl Process picture 11/3/2021 5:00:53 FM
PCSTCustomPictures A BPTM Fermenters.pdl Process pecture 11/3/2021 500:33 PM
¥ POF A BPTH_Help.pdl Process pecture 11/3,/2027 50055 PM
i ProjectGracs A BPTH Presentebon, pdl Process pecture 117372027 5:00:55 PM
i Tedt and graphies lists - A Fermenter V342 Pdl Process pscture 121972027 23857 PM »
1 object(s) selected Licensed mnde |

If you want to track changes to graphics automatically and in detail, you can do this by using an
add-on, see chapter "versiondog — Version assignment and configuration control (Page 38)".

Changes made to individual OS elements and other changes must be controlled in accordance
with the applicable change procedure following their initial approval. The tools used for
documenting the changes only offer support.

6.9.3 SIMATIC BATCH

Audit trail in SIMATIC BATCH

Operator actions performed in SIMATIC BATCH are recorded in the same message archive as OS
operator actions (see above).

In addition, the user actions you perform in BatchCC are recorded in the SIMATIC BATCH log.

@ Loy Lo [ = S
Hame: Tipe! <Al types w
Date, fom: 07312013 104705 &M (UTC +2:H | 8o 12/23/2021 12 5L P QUTE #1005
User; <all s | Comment:

n
Ty Achon Hame Date Computers Lisars Commenit Baach D, Version i)
Procisk ool Process ol data actvabid by s BID_APT PLANT 81772001 11:26:42 P [UTC 4200} WINPINRIEMAES Adminstr alod Prociss ol data actisatind b, SBD_ 21616, .

Process cel Srocers ool hag beer st BIO_API_PLANT  B/T/2021 110536 PH (UTE 4200} WINPINZIBMRES Susen Miler Hem procemss ool date maved . S89_21616,
Pormls debebed PermentabonSrody 000 AM TS +2i00] FLSTVM Semens VLo
Formula categary deleted FermentationSrad 09 AM (T +2:00) FCETVM siemens

Formula deleted Fermentationtas! AMIITC +2:00) PCETWM semens L]
Prece cel Process ool data acvabed by sereer  BID_AP]_PLANT 311072095 0:55: 26 AM [UTE 4100} ESVEL PO Tschoniny Andagen Daben dordh Server . SBE_11240, .,
Process ol Process ool data scevated by server  BIG_APT_PLANT AMIUTC #1000 ESvL PCE Thcdmn Anlagen-Daten durdh Server . SB6_11240,.,
Process cel Procace ool Fas besn updeted BIG_4@1_PLANT 1/8{2019 <26:013 PM {UTC +1:00] PLS7S0L sdmin Mem process cal date seved, ., S09_21616, .
Process cel Process ool data acevated by server ESVEL PCSTAdmin Aniagen-Daten durdh Server .. SB5_L1260. ..
Fowmla catsgary deleted FOSTVM ST

Balch sl H PCSTVM - 1

Batch deleted Baich 1 BIZFE0LY 10:34: 20 i (UTE 42001 FLIAH semes £

Batch deleted Daich 10 BfZ/Z013 10:34: 23 &M {UTT +2:00) FLITVM Semes 8

Comment (for a snghe log entry]:
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A batch report containing information on the operator actions performed for each batch (who,
when, what) is also created in SIMATIC BATCH.

SIMATIC BATCH

Batch report

Name ! ID: Batch /7 Print date: /212021 2:12:54 PM -.07:00)
Product | code: FermentationBroth | 101 Page :3/17

Editing history:

Date Login Processed by Comparter Action

BA2021 7:41:38 AM -07.00 | WIN-PINROBNLRASUulia Boss | Julla Boss WIN-PINRDBNLRES | Batch ereated { ID: 7 £1 ), Name: Baich

BMZ021 74205 AM -07.00 [WIN-PINRIBENLREASulia Boss | Julia Boss WIN-PINRDBNLRES | Scaling the conlral recipe

BARIN2T T-42:05 AM -07:00 |'WN-PINRIBNLRAS ulia Boss | Julia Boss WIN-PINRDBNLRES | Batch redaasa prepared

BARI021 74205 AM -07:00 | WN-PINROBHLRAS ulia Boss | Julia Boss WIN-FINROBMNLRES | redeasad

BAMZOZ1 74214 AM-07.00 | WIN-PINROBNLRES ulia Boss | Julla Boss WIN-PINRDBNLRES |waiting

BIBI2021 7:42:15 AM 0700 | BCS SIMATIC BATCH Contrad | iy pinRoBNLRES | Rusaing

BAW2021 B20:21 AM 0700 |BCS SIATIC BATCH Bontiel | win.pINRDBNLRES [ Completed

Change control for recipes and batch objects

118

The change control for recipes is supported by:

¢ Change log for essential processing steps

¢ Version assignment and release workflow including signatures

¢ Authorizations and project settings

e Recipe comparer

The changes to recipes, formulas, libraries, batches and materials are documented in the

change log. The user, the time of day and the action are entered.
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Properties of 'Fermentation_V1.0' X
&= General @ allocations m Product @ Input material @ Output material @ Parameters
14 Transfer parameters K Dependendes Process tags o~ Change Log @ 16

List:

Date Processed by Action Computer n A
187(8/2/2013 9:23:27 AM (UTC + isiemens edited PCSTVM
188 (8/2/2013 9:24:01 AM (UTC + isiemens Released for production (PCS7VM
189(8/2/2013 9:38:05 AM (UTC + isiemens Release revoked PCSTVM
190(8/2/2013 9:39:21 AM (UTC + isiemens edited PCSTVM
191(8/2/2013 9:39:29 AM (UTC + isiemens Released for production (PCS7VM
192(8/2/2013 10:12:52 AM (UTC isiemens Release revoked PCSTVM
193(8/2/2013 10:13:20 AM (UTC isiemens edited PCSTVM
194(8/2/2013 10:13:25 AM (UTC isiemens Released for production (PCS7VM
195(1,/9/2019 8:15:41 AM (UTC + iadmin Release revoked PCS7201
196(1/9/2019 8:32:30 AM (UTC + iadmin edited PCS7901
197(1/9/2019 8:32:42 AM (UTC + iadmin Released for production (PCS7901
198(9/2/2021 11:44:47 PM (UTC i Julia Boss Release revoked WIN-PINROB
199(9/2/2021 11:46:48 PM (UTC :lulia Boss edited WIN-PINROB
200(9/2/2021 11:47:04 PM (UTC i Julia Boss Released for production WIN-PINROB
201

12152021 10:48:10 AM (T : Julia Boss Release revoked WIN-PINROB
111:15:15 AM (UT Julia Bi= i

WIN-PINROB

Description from row 202:

Released for production

Print Close Help
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To ensure consistent version management, the following project settings must be made:
e "System-aided versioning" option is selected

Project settings for 'UT_FERM_MP' X

= Display

i General

Warning/Error (C) Free versioning
-~ Color settngs
i Used plug-in modules (®) System-aided versioning

User credentials Preset version: W |1_ . n_
- Electronic sionatures '

(- Batches

+1- Backup

\.Repart creation

Versioning

Preset version: W10

E Default Apply Cancel Help
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and

(default is "yes").

6.9 Audit trail and change control

The property "Allow editing of recipes with 'Release revoked/invalid' status” is deactivated

Project settings for "UT_FERM_MP*

- Display
- General
- Warning/Error
- Color settings
- Versioning
- |Jsed plug-n modules
- User credentials
- Electronic signatures
[#-Batches
[+~ Backup
- Report creation

Property

Allow simultaneous ROPs

Allow editing of recipes with ‘Release revokedfinvalid' status
Allow jump beyond synchronization lines

Transfer setpoints when changing from automatic to manual
Validation plausibility check

Unit selection according to conditions

Allow importation of materials

Display of indexes

Release recipe element after stopfabort

Force step-transition-step sequence

Area-oriented WiIinCC messages

Allow start of IEPH/IEOP in error state

Use optimized start behavior for SFC type

Value
Yes

Mo
Mo
Yes
Mo
Mo
Unigue
Yes
fes
Mo
Mo
Yes

*

Allow editing of recipes with 'Release revoked/invalid' status

Defines whether it is possible to edit master recpes that have the status "Release
revoked” or "Release invalid”, This ensures that recipes released for production
can be changed and re-released.

Default

Apply Cancel Help

If these settings are made, the message below is output if a change is to be made to a recipe.

The recipe can only be edited after "Save As" has been used:

SIMATIC BATCH: Recipe Editor

it is being currently used by another user.

Recipe/library ‘Demo_CIP_V01.00" cannot be changed
because editing is not allowed, the recipe is released or

=

Save recipe as ..

Wame [Dema_CIP]
| Dema_CIP_New ]

Version [¥01.00)

=) é]_ Demo A

o active

R [DemoR ecipestocation]

s older varsions

& _ direbt_looeschen 01,00

¢ #fi] Chargenplanung_B4_BS_L1_LZ_ne:
¢l &) Deleter_Flach v1.0
g it Demo_5_with_Formula 01,02
® it Demo_711_ESIG_on_comement Y01
)86 Demao_500 v01.00
= il Demao 801 V01,00 e

New Folder ...

¥01.00

Coc 1]

Cancel
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6.10 Configuration for electronic signatures

6.10

6.10.1

122

Note

The above setting ensures that once a recipe is released, it cannot be edited later without
changing the version or name.

The Comparison of recipe objects in the BatchCC enables a comparison of various versions of
master recipes, libraries and formulas.

See also

¢ FAQ "Saving recipes", Online Support under
entry ID 23378328 (https://support.industry.siemens.com/cs/ww/en/view/23378328)

¢ Manual "SIMATIC BATCH", chapter 15.1.2.5 "Versioning" and chapter 9.5.9 "Comparing
recipe objects”, Online Support under
entry ID 109794450 (https://support.industry.siemens.com/cs/ww/en/view/109794450)

Configuration for electronic signatures

If electronic signatures are to be used in a computer system instead of handwritten signatures,
compliance is required for certain legal regulations, such as those contained in 21 CFR Part 11
of the U.S. Food and Drug Administration or also Annex 11 of the EU GMP Guide.

Other laws and regulations or the process owner define the actions for which signatures are
required. The process owner is always the one who decides the actions for which signatures will
be provided electronically.

Electronic signature in SIMATIC BATCH

With the installation of SIMATIC Logon, an "Electronic Signature" package will also be available,
whose basic function is to enable electronic signatures to be used in SIMATIC BATCH. The figure
below shows the "Properties” dialog window for configuring electronic signatures.

Two electronic signatures are required in this example; They are specified in the SIMATIC BATCH
Recipe Editor in the "Configured roles" box.
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Properties of 'Fermentation_V1.0'

6.10 Configuration for electronic signatures

== General E! Allocations m Product @ Input material éEH QOutput material @ Parameters
14 Transfer parameters £ Dependencies Process tags »” Change Log @ =i
[+] Activate
Operation Active Sequence | All at once Roles
1|Abort batch ] 2 [
2| Archive batch [] ] 0 =
3| Cancel batch [] ] 0 =
4|Change batch parameters [] ] [+] 0 =
5|Change batch quantity [] ] 0 =
6|Close batch [] ] 0 =
7|Comments for batch [] ] [+] 0 =
8| Delete batch [] ] 0 =
9|Hold batch [] ] 0 =
10|Lock batch [] ] 0 =
11|Pause the batch after the active step [] [ ] 0
Relzase batch | ] 2
13|Rename batch [] ] 0 =
14|Resume batch [] ] 0 =
15|Start batch L] L] 0 =]
16|Stop batch [] ] 0 =
17 |Unlock [] ] 0 =
configured roles Edit roles
@3 Operator
% Super user
< >
Print Cancel Help

The project settings can also be used to make an electronic signature necessary for releasing
recipes, parameter sets (formulas), and recipe operations, for example.
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Project settings for 'UT_FERM_MP'

(il
)

- Digplay

- General

- Warning/Error

- Color settings

- Wersioning

- Used plug-in modules
- User credentials

™ Electronic signatures
- Batches

- Backup

- Report creation

Action

[ release library for production
[] release library for testing
[] revoke release of library
[] pelete library

Release master redpe for production
Release master recipe for testing
Revoke release of master redpe

[[] Delete master recipes

[ release formula

[] revoke release of formula

[ pelete formula

Roles Sequence

[=]

(=R = R = R e e - E=R =N =)

OO0oOoOoogoodo

Configurefactivate ESIG for batch execution

|:| Force comment when signing Edit...

Apply Cancel Help

A comment can also be entered for each electronic signature; this comment can be forced in the
mask shown above.
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@ SIMATIC Electronic Signature - Acquire Signatures

6.10 Configuration for electronic signatures

Element: wmag)ﬂsjﬂnd‘l
Information
Operation Conditions
Action : Release batch Enfry: Al together
Sequence : Any order
Times: . .
SIMATIC Logon Service - Sign
Requested at: g 9
Usar name: | 5usan op
— Signatures —— Password: I mrmmm e
# Role Log on to: |WINPINROSNLRES (this computer) |
‘;‘1 Operator Comment: Everything fine!|
@2 Super user
oK I Log off | Change password... Cancel
—  Cancel signature procedure
® Full pame  Time stamp  Workstation Comments
71
Cancel sgnature procedure ...
oK Cancel Help

In addition to these global project rules, object-specific rules can also be created for electronic
signatures. The figure below shows some example signature rules for a batch.

The settings are made in the recipe properties.

ot Ve opbrs Wi e

CNEXEPI DY P

DoAAEE 1S RN0000.8 Smmsaas

e

e} e,
|D-ww.w1‘|

josisyop 2| remeneme
B, | (e

|n-T1nTA" [

©8 roreritre s

The electronic signatures provided are stored in the change log of SIMATIC BATCH and are also
available in the report.
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Action.

ID  |Action Lagin Proces sed by Created Pedomed Status
Release batch WiN-FNROENLRES Julia | Julia Boas WIN-FINRDBNLRE S W IN-FINROBNLRE S Clossd
Bass Q2021 30025 PM 0700 5202021 3:00:28 PM 0700
Signatures
Login User name Compuimr Tirme Status
Juliz Boss Julia Boss WIK-FINRDBNLRSS W2/2021 259,58 FM O7:00 SIGNED
Commant Released!
Signatures
Logn Liser name Compuier Tirne States
Susan Op Susan Millgr WIK-FINRDBNLRES 22021 258 40 PM 0700 SIGHED
Cormment Evenything fing!
6.10.2 Electronic signatures on PCS 7 OS

There are various ways to configure an electronic signature for the operating level of PCS 7 OS.
These are explained in the WinCC manual, see link below.

See also

e Manual "WinCC: Working with WinCC", chapter 14.10 "Electronic signatures", Online Support

under

entry ID 109792641 (https://support.industry.siemens.comics/ww/en/view/

109792641)

Example of a single electronic signature with SIMATIC Logon dialog

SIMATIC Logon offers a dialog to specify an electronic signature. This dialog is opened when the
function Show Dialog is called in a VB script or C script.

1 1

M123 —

| mzaen | |GEEEH

SIMATIC Logon - Electronic Signature

User nama:

Passward:

Log on to:

Comment:

|Han5 Meler

| ::m::l

[vmaiwocTa -]

Motor M123 on
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6.11 Recording and archiving data electronically

Example of a multiple electronic signature

An application example for configuration of several electronic signatures for one dedicated
action on PCS 7 OSis available in the Online Support. However, the compatibility of the example
must be verified individually for current system versions.

See also

¢ Manual "SIMATIC Logon", Online Support under
entry ID 109804727 (https://support.industry.siemens.com/cs/ww/en/view/109804727)

* Notes in the "GMP Engineering Manual WinCC", chapter 6.4, Online Support under
entry ID 109775436 (https://support.industry.siemens.com/cs/wwl/en/view/109775436)

* Application example "Configuring electronic signatures”,
Online Support under
entry ID 66926225 (https://support.industry.siemens.com/cs/ww/en/view/66926225)

e Chapter "OPD - User dialogs and electronic signatures (Page 39)"

6.10.3 Electronic signature on PCS 7 ES

Configuration data in the engineering system are subject to change control, and changes must
be documented in a traceable manner. The requirements of 21 CFR Part 11 for audit trails and
electronic signatures do not usually apply to engineering systems.

If individual items of data or any inputs or changes made in relation to them have a bearing on
quality, they must only be entered via the operator control level (OS) and, if required, assigned
an electronic signature at that same location.

6.11 Recording and archiving data electronically
Itis very important to provide consistent quality evidence relating to quality-relevant production
data, especially for production plants operating in a GMP environment.
The following steps are involved in electronic recording and archiving:

* To determine the data to be archived, the archive sizes and the suitable archiving strategy,
see Chapter "Determining the data to be archived (Page 128)"

* Set up process value archives for the online storage of selected process values, see Chapter
"Setting up process value archives (Page 128)"

* Archiving batch data, see Chapter "Archiving batch data (Page 130)"

* Long-termarchiving, definition of parameters for exporting to the archive server (time period
or amount of storage space used), see Chapter "Long-term archiving on a central archive
server (Page 131)"
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6.11.1

6.11.2
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Determining the data to be archived

Various factors, such as those listed below, must be taken into account when defining the
archiving strategy and determining the required storage space:

» Definition of the data to be archived from different sources: process values, messages, batch
data and batch reports, audit trail data, log files, etc.

» Definition of the relevant recording cycles
» Specification of the period of storage online and offline

» Definition of the archiving cycle for transfer to external storage

In PCS 7, this data is stored in various archives:

* Process value archive "Tag Logging fast", archiving of process values <1 min
* Process value archive "Tag Logging slow", archiving of process values >1 min
* Message archive "Alarm Logging"

* OS and batch reports

In other parts of the system further actions are monitored and recorded in log files or databases:
* Change log on ES level for "Downloading the target system" and online parameter changes
* SIMATIC Logon database "EventLog.mdb"

* Event Viewer under Windows Computer Management (logon/logoff activities, account
management, permission settings for the file system, etc. according to the corresponding
configuration)

Note

All the files mentioned (and others, if required) must be considered in the archiving concept.

Setting up process value archives

The procedure for configuring a process value archive is broken down into the following steps:

» (Creating the new process value archive and selecting the tags to be stored in the short-term
archive.

* Configuring the process value archive by specifying or selecting access permission levels or
the storage location, for example.
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6.11 Recording and archiving data electronically

The process value archive is used to record tag-related process values (analog and binary values)
in a database in the form of a short-term archive. The size of the short-term archive is defined in
the specifications (URS, FS, DS).

Note

The segments in the short-term archive must be created in such a way that they are exported at
regular intervals, ensuring that no data can be lost.

The process values and messages saved in the OS server can be exported to an external drive or
transferred to an archive server for long-term archiving.

Accumulated batch data and reports can also be passed on to the archive server by the BATCH
server.

Note

If the connection to the archive server is interrupted, the data is buffered in the short-term
archive of the station concerned.

The size of the database is determined by the number of process value archives and the process
tags they contain. The size of each process value archive depends on the measurement with the
fastestacquisition cycle. Cycle acquisition should be performed uniformly within a process value
archive.

It is therefore advisable to always store process tags with the same acquisition cycle (for
example, 500 ms, 15, 10's, 1 min) together in one process value archive. As a result, a separate
process value archive is configured for each acquisition cycle.

Archiving cycles are specified in the process object view.

SIMATIC Manager - [Farm_MP (Process Object View) -- D302 RHEWraj DEFenm MPFeim M7
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The specification documents (process tag list, design specification, etc.) contain definitions for
the following process value archive parameters, for example:

» (lassification of messages which have a bearing on quality and those which do not
* Type of acquisition, cyclic, cyclic-continuous, upon change, etc.
e Cycle time

* Type of value (instantaneous value, average value, maximum value, etc.)
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See also

Manual "WinCC: Working with WinCC", chapter 6 "Archiving process values”, Online Support
under entry ID 109792641 (https://support.industry.siemens.com/cs/wwi/en/view!

109792641)

Manual "PCS 7 Compendium Part A", chapter 10.4.1 "Archiving — Introduction”,

Online Support under entry ID 109809015 (https://
support.industry.siemens.com/cs/ww/en/view/109809015)

6.11.3 Archiving batch data

Batches can be archived in long-term archives in BatchCC. The settings for the selection of the
preferred archiving method and printing of batch reports are made in the project settings.

See also

Manual "SIMATIC BATCH", chapter 15.1.2.11, Online Support under

entry ID 109794450 (https://support.industry.siemens.com/cs/ww/en/view/109794450).

Project settings for 'UT_FERM_MP'

- Digplay

- General

- Warning/Error

- Color settings

- Wersioning

- Used plug-in modules
- User credentials

- Electronic signatures
[=-Batches

Settings

‘- Predefined batch name
(- Archiving

[+- Backup

- Report creation

oK

Process data archive

According to your data from the PCS 7 project, the PH will be used for

archiving batches.

The names of the PH servers are for information purposes only.

Server 1: ph2020forgmp

Server 2:

Default

Cancel Help

x

In the example above, a SIMATIC Process Historian was configured for archiving. If "Directory" is
selected as archiving path instead, access to this path must be protected via Windows security

mechanisms and must only be granted to authorized persons.
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6.11 Recording and archiving data electronically

6.11.4 Long-term archiving on a central archive server

A separate server PCis used for long-term archiving, either in form of individual segments or on
the SIMATIC Process Historian. This is used for the long-term archiving of messages, process
values, and reports.

Process values and messages exported from the OS archives as well as OS reports and batch data
of SIMATIC BATCH can be displayed on the system. The system verifies via checksum that the data
was not corrupted ("Enable signing").

Segmentdata remains availablein the OS database even after it has been archived. The segment
in the OS short-term archive is only deleted when one of the associated parameters "Time period
of all segments" or "Max. size of all segments" is exceeded.

See also

¢ Manual "PCS 7 Operator Station", Online Support under
entry ID 109794374 (https://support.industry.siemens.com/cs/ww/en/view/109794374)

¢ Manual "PCS 7 Compendium Part A", chapter 10.4 "Archiving", Online Support under
entry ID 109809015 (https://support.industry.siemens.com/cs/ww/en/view/109809015)

* Link collection "Installation, Operation and Maintenance PH/IS", Online Support under
entry ID 66579062 (https://support.industry.siemens.com/cs/ww/en/view/66579062)

Network security

For information on accessing from another network segment (internet/intranet), refer to
manual "SIMATIC PCS 7 and WinCC Security Concept".

Integration in Lifebeat Monitoring

The integration of the long-term server is the same as described in chapter "Monitoring PCS 7
Components (Page 111)" forintegration of SIMATIC PCS 7 components into Lifebeat Monitoring.
An OPC connection simply needs to be set up, via which lifebeat monitoring can be performed.

Audit trail

Changes to archived data are generally not desired. By default, users only have read access to the
archived data. The long-term server therefore does not support an audit trail in accordance with
21 CFR Part 11. All events, such as exporting of data to external media or failed exports, are
nevertheless saved in a log file directory with the Process Historian.
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6.12

132

Uninterruptible power supply (UPS)

UPS systems are necessary so that process and Audit Trail data, for example, can continue to be
recorded during power failures. The design of the UPS must be coordinated with the system
operator and specified accordingly. The following items must be taken into consideration here:

¢ Energy consumption of systems to be supplied
e Performance capability of the UPS
¢ Desired duration of the UPS battery backup

The energy consumption of the systems with battery backup determines the size of the UPS. A
further selection criterion is the priority of the system. Systems with higher priority are:

e Automation system (AS)

e Archiving server

» Operator station (OS) server and clients
* SIMATIC BATCH server and clients

* Network components

In each case, itis important to include the systems for data recording in the battery backup. The
system should also record the time of the power failure.

The use of UPS systems is linked to the installation and configuration of software. The following
must be taken into account:

¢ Configuration of alarms regarding power failure
¢ Determination of the time frame for shutting down the PC
¢ Specification of the time frame of the UPS battery backup

The process control system must be programmed so that it is brought to a safe state after a
specified buffer time in the event of a power failure.
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6.12 Uninterruptible power supply (UPS)

6.12.1 Configuration of a UPS

The following table contains an example of the configuration of an uninterruptible power supply
for an operator station in a process control system. The same basic procedure can be used with
automation stations.

Case | Action Response
1 Power failure The process control system computers are supplied backup battery
<10 seconds power by the UPS. An alarm using a digital input in the process con-
trol system documents the power failure.
2 Power failure The process control system computers are supplied backup battery
> 20 minutes. power by the UPS. An alarm in the process control system docu-

ments the power failure and the shutdown of the process control
system after 20 minutes. The UPS stops supplying power after a
defined hold time to ensure that the process control system com-
puters can restart independently after restoration of power.

Power returns after 25 mi-
nutes

3 Power failure The process control system computers are supplied backup battery
> 1 hour power by the UPS. An alarm in the process control system docu-
ments the power failure and the shutdown of the process control
system after 20 minutes. The UPS stops supplying power after a
defined hold time to ensure that the process control system com-
puters can restart independently after restoration of power.

6.12.2 UPS configuration via digital inputs

In addition to the standard buffering provided by UPS devices, the option of monitoring the
power supplies should be used. In this case, the phase is monitored via one or several digital
inputs.

The failure of the energy supply can be registered via alarm messages and archived during
production in the batch report. This guarantees a complete record of the plant problems.

UPS battery backup of load voltage

The automation CPU is supplied with power by the UPS 24 VV module both during voltage dips
and longer power failures. The phase monitoring module monitors the status change during a
power failure using a digital input that should be designed as a fail-safe input signal. If a power
failure occurs, an additional alarm can be generated to inform the operator of the power failure
(alarm message). By logging it in the message system, this power failure can be used for
subsequent investigations.

With power failure concepts, safe states can also be implemented immediately or after a certain
delay (for example, equipment phase hold, establishing a safe plant status even after power has
returned, etc.).

UPS battery backup of power supply

In addition to phase monitoring, the OS server is also buffered, for example by standard UPS 230
V modules. This ensures that the server continues to operate even after a power failure.
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6.12 Uninterruptible power supply (UPS)

UPS buffering informs the operator of the power failure, by means of alarm messages, for
example. Safe states can be introduced by the operator or through automated concepts.

The safe shutdown of the OS server can be indicated by PCS 7 alarm messages and initiated if the
power does not return within a specified time. This functionality increases the system availability
after power restoration.

.
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Phase manitoring 24 V [ fail-safe
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module
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UPS module
230V
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The following graphic shows an example of a general lifecycle approach. After specification and
system setup, the system must be tested. GAMP 5 calls this phase the "Verification". The aim of
verification is documented proof from testing (e.g. FAT, SAT) to ensure that the system meets
specified requirements (URS, FS). The terms "validation" and "qualification" are not replaced by
this but rather supplemented. The areas covered by tests performed by the supplier and suitably
documented can be used for the validation activities of the pharmaceuticals company.

Planning Reporting

Configuration
andior Coding

Supporting Processes including Risk Management

Source: Figure 3.3, GAMP 5 — A risk-based approach to compliant GxP computerized systems

Various standard functionalities of SIMATIC PCS 7 can be used as support for such verification.

7.1 Test planning

In defining a project lifecycle, various test phases are specified. Therefore, basic activities
(verification) are defined at a very early stage of the project and fleshed out in detail during the
subsequent specification phases.

The following details are defined at the outset of the project:
* Parties responsible for planning and performing tests and approving their results
e Scope of tests in relation to the individual test phases

* Test environment (test design, simulation)
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7.2 Verification of hardware

Note

The work involved in testing should reflect not only the results of the risk analysis, but also the
complexity of the component to be tested.

A suitable test environment and time, as well as appropriate test documentation, can help to
ensure that no or only very few tests need to be repeated during subsequent test phases.

The individual tests are planned in detail at the same time as the system specifications (FS, DS)
are compiled. The following are defined:

¢ Procedures for the individual tests

* Test methods, e.g. structural (code review) or functional (black box test)

7.2 Verification of hardware

Tests are performed to verify whether the installed components and the overall system design
meet the requirements of the Design Specification. This covers such aspects as component
designations, firmware/product version, location, server and clients used, interfaces, etc.

Note

Printouts and screenshots can each be used as evidence. Use of the SIMATIC Management
Console proves useful here.

A visual inspection of the hardware can also be performed.

Verification of field devices
Field devices are specified and tested by means of the following information, for example:
¢ |dentification of manufacturer and type
e Order number
* Function/installation location
* Process tag name/measuring range/unit of measure
¢ Connection type

e Address number

Note
SIMATIC PCS 7 Asset Management can offer support here.

GMP Engineering Manual
136 Configuration Manual, 05/2022, A5E42888188-AB



Support for Verification

7.2 Verification of hardware

Verification of the automation hardware

Automation stations are specified and tested by means of the following information, for
example:

Identification of manufacturer and type

Order number

Number of racks

Verification of the hardware components used (CPU, CP, etc.)
Number of distributed 1/O stations

Interfaces to third-party systems

Address number

Note

HW Config printouts and those with SIMATIC Management Console support the relevant
documentation.

The control cabinet documentation must also comply with HW Config.

Verification of the network structure

The information below is an example of the data which should be specified and tested for
verification of the network structure:

Name of station, PC, AS, clients, etc.

Communication module, type of connection and communication partner (Ethernet,
PROFIBUS, PROFINET, serial, etc.)

MAC address (when using the ISO protocol on the plant bus)
TCP/IP address and subnet mask (when using clients)
PROFIBUS addresses

PROFINET device names

Note

The SIMATIC NetPro configuration can be printed out.

Verification of the employed PC hardware

The information below is an example of the data which should be specified and tested for
verification of the PC hardware:

GMP Engineering Manual

Manufacturer/type designation/essential components
Additionally installed hardware components (additional network adapter, printer, etc.)

Verification of the configured network addresses, screen resolution, etc.
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7.3 Verification of software

Note

Utilities can read detailed information about the configuration of the computer and printitasa
documented proof. SIMATIC Management Console can be used to perform this from a central
point across the entire plant.

7.3 Verification of software

7.3.1 Software categorization according to GAMP 5 Guide

According to the GAMP 5 Guide, the hardware and software components of a system are divided
into categories. This assignment can serve as a criterion when determining the suitable lifecycle
strategy. The boundaries between categories 3 to 5 should be considered as flowing in this case
and not as rigid.

In terms of a PCS 7 system, this means that the individual components require different amount
of effort for specification and testing depending on their software category. However,
components within each category can have different levels of complexity and/or be more or less
critical and must be treated accordingly.

In addition to the literature references cited below, the following tables serve as an instruction
and examples. They do not contain a complete list.

Category 1: Infrastructure software

Scope of the testing:

- Check and document the version number

- Check and document the correct installation
- Check in case of configuration

Operating system For example, Microsoft Windows

Server, clients Physical or virtual, combination of HW Cat. 1 and SW Cat. 1
Database manager For example, backup system

Programming languages For example, CFC/SFC editor, recipe editor, graphic editor
DCS development tools For example, Import/Export Assistant

Configuration management tools | For example, Version Trail, Version Cross Manager
Infrastructure firmware Can be of different complexity and configurability
Hypervisor Virtual platform, comparable to operating system

Network monitoring

Security software For example, antivirus program, password management
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7.3 Verification of software

Category 3: Non-configured products or standard functionality
Scope of the testing:

- Check and document the version number

- Check and document the correct installation

- Function test

DCS standard functionality For example, alarm history, SIMATIC Logon

Standard blocks, libraries For example, APL library including standard faceplates
Parameter settings Network settings, backup path, access rights

PLC with firmware For example, S7-300/400

Firmware-based application Device with standard functionality

Device parameters For example, 1/0 range, PID parameters, alarm limits
Smart Transmitter

Electronic Chart Recorder

Category 4: Configured products

Scope of the testing:

- Check and document the version number

- Check and document the correct installation and configuration

- Risk-based test for proof of correct operation as part of the business processes

Function Block Diagrams (FBD) CFC (type and instances), FBD (function block diagram), LAD (lad-
der logic) based on libraries

SFC application Configuration comparable to interconnections in CFC,
but testing depends on complexity and criticality

DCS graphics (mimic displays) Configuration of existing block icons and faceplates

Recipe processing

Batch planning

Route Control Engineering Configuring and testing routes
OPC Server/Client, Open PCS 7 Configuring the interface and testing the data contained there
Basic scripts For example, single line ST code for definition of an action for an

operating button

Category 5: Customer-specific applications

Scope of the testing:

- Check and document the version number

- Planning and releasing the design

- Check and document the correct installation, the functions and the source code
- Risk-based test for proof of correct operation as part of the business processes

Block creation STL (statement list), SCL (structured control language)

DCS/SCADA scripts For example, VB and C++ scripts

Customer-specific applications For example, spreadsheet calculations (macro), report templates
with Microsoft Reporting Services

BATCH API Interface Applicative interface to SIMATIC BATCH
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7.3 Verification of software

While a PCS 7 system configured customer-specifically as a whole would usually have to be
assigned to category 4 or sometimes even 5, the individual standard components to be installed
(without configuration) should be treated in the same way as category 3 or 1.

The configuration part based on installed products, libraries, function blocks etc. then
corresponds to category 4.

If "free code" is also programmed, this corresponds to category 5.

See also
*  GAMP 5 Guide, Appendix M4 "Hardware and software categories"
*  GAMP Good Practice Guide "GxP Process Control Systems", Appendix E1

*  GAMP Good Practice Guide "IT Infrastructure Control and Compliance”, chapter 2.1

Procedure for functions of category 5
Provision must be made to expend more effort for specification and testing:

1. Creation of a functional description for the software

2. Specification of the function blocks used
3. Specification of the inputs and outputs used
4. Specification of the operator control and monitoring capability
5. Creation of software in accordance with specifications and programming guidelines
6. Testing of the structure for compliance with programming guidelines
7. Testing of the function for compliance with the functional description
8. Approval prior to use and/or duplication
7.3.2 Verification of the installed software

During verification of the “Standard software products"in use, checks are made to verify whether
or not the installed software meets the requirements of the specifications. These are usually
products that are not specifically designed for a customer and which are freely available on the
market, for example:

¢ Operating system

* SIMATIC PCS 7 software packages (OS Server/Client, Engineering System, etc.)
¢ SIMATIC options such as SIMATIC BATCH, SIMATIC Route Control, etc.

» Standard libraries

* Third-party software such as Acrobat Reader, Microsoft Office (Word, Excel), etc.

Operating system and other software packages

The installed software can be verified by means of operating system functions. The information
can be found in the Control Panel > Add/Remove Programs. All installed software components
are displayed there.
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Installed SIMATIC software

Installed SIMATIC software can be verified using the "Installed SIMATIC software" software tool.
The tool provides information about the SIMATIC software currently installed on the computer;
the listing can also be printed or exported.

By using the SIMATIC Management Console, the installed software of all managed computers
can be centrally recorded. The work involved in creating such documentation is therefore
significantly reduced.

[&)] Installed SIMATIC software *®
Products lComponerﬂs HW Updates ] System Files ]
Mame | Wersion | Release | Felease numbe »
_ SIMATIC PCS 7EU__ V9.1 V05.01.00.00_17.01.00.03 —
AS-05-Engineering V9.0 + SP5 + Upd2 05.00.05.02_01.11.00.01 K3.052
Automation License Manager V6.0 + 5P9+ Updl 06.00.09.01_01.01.0008 K&.051
CFC V9.0 + SP5 + Upd2 05.00.05.02_01.11.00.01 K3.052
IEAPO V9.0 + SP5 + Upd2 05.00.05.02_01.11.00.01 K3.052
OpenPCS 7 V9.1 095.01.00.00_00.12.0003 V9.1.00
Process Historian Store and Forward service 2020 V20.00.00.00_21.04.00.06 V20000
PUD Manager Help Viewer V2.1 V02.01.00.00_01.00.0065 V21.00
PV Insinfo-Server V9.0 = S5P5 09.00.05.00_01.34.0006 K9.05.0
S7-PLCSIM W54+ 5P2 V05.04.08.01_01.24.00.01 K54.81
SIMATIC BATCH Base V9.1 09.01.00.00_00.17.00.05 V9.1.0.0
SIMATIC BATCH Builder V9.1 09.01.00.00_00.17.00.05 V9.1.0.0
SIMATIC BATCH Client V9.1 09.01.00.00_00.17.00.05 V9.1.0.0
SIMATIC BATCH FastObjects V9.1 09.01.00.00_00.17.00.05 V9.1.0.0
SIMATIC BATCH Server V9.1 09.01.00.00_00.17.00.05 V9.1.0.0
SIMATIC BATCH WinCC APL Client Options V9.1 09.01.00.00_00.17.00.05 V9.1.0.0
SIMATIC BATCH WinCC Server Cptions V9.1 09.01.00.00_00.17.00.05 V9.1.0.0
SIMATIC 15-Ready 2020 V20.00.00.00_21.04.00.03 Vv20.0.0.0
SIMATIC Logon W16+ Upd3 01.06.00.03_01.01.0045 K160.3
SIMATIC Management Agent V9.1 05.01.00.00_00.00.0166 V9.1.00
SIMATIC MET PC Scftware W16 + Upd4 V16.00.00.04_51.85.00.06 16.0.04
SIMATIC MET PC Scftware Doc V16.0 V16.00.00.00_51.83.00.03 V16.0.0.0
SIMATIC PCS 7 Advanced Process Faceplates V9.1 09.01.00.00_09.0200.01 V9.1.00
SIMATIC PCS 7 Advanced Process Library V9.1 095.01.00.00_05.03.00.01 Vv9.1.00 W
< >
Cloze | Print... Export... Help

SIMATIC software licenses

The SIMATIC "Automation License Manager" tool provides information on the licenses currently
installed on the PC. For this, the partition of the PC on which the licenses are installed must be
selected in the Automation License Manager. The available system licenses are then shown on
the right side of the window.

The SMMC also enables central access to the licenses of the managed computers.

The manual "PCS 7 Compendium Part A" contains more information on the documentation of
the system installation.

See also

¢ Manual "PCS 7 Compendium Part A", chapter 4.4.2 "Documentation and inventories", Online
Support under
entry ID 109809015 (https://support.industry.siemens.com/cs/ww/en/view/109809015)
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SIMATIC PCS 7 installation log

E Automation License Manager — O x
File Edit LicenseKey VWiew Help
FEE YA BRI 7?
':‘ My Desktop: |
-l My Computer il
it . Local Disk (C (-
| Master Licen: | Statys Family Product Version | Number of license keys
: W!_”:-:::LE;:;[E - SIMATIC PCS T ASRT PO - 1
-— SIMATIC PCST BATCH Units - 1
— SIMATIC PCST BATCH Web Client 1
= SIMATIC Information Server - Client Access 1
- SIMATIC PCS T Information Server - Datasource Access - 1
- SIMATIC PCS T Maintenance RT 1
-+ SIMATIC PCET Q5RT PO 1
— SIMATIC PCS T Q5 Web Server 1
- SIMATIC PCST PDM TAG 1
— SIMATIC PCS T PDM Web Client 1
i SIMATIC PCS T Promoter Package System 9.1 1
-+ SIMATIC PCS T Promoter Package User 91 1
- SIMATIC PCS T Route Control Routes 1
- SIMATIC PCST SIMATIC Management Agent 1
g SIMATIC HMI WinCC Archive 1
- SIMATIC HMI WinCC WebUX Monitor 1
- SIMATIC HMI WinCC WebUX Operate 1
< > (€ 3
Press F1 for Help 17 License keyls) §§§ Julia Boss NUM

When SIMATIC PCS 7 is installed, the current status of the installed system programs is saved in
the "citamis.str" file. Retro-installations are also documented. The files are in the directory
"C:\ProgramData\Siemens\Automation\Logfiles\Setup”.

citamis.sir - Editar

Datei Bearbeiten Format Ansicht Hife

Product FUD Manager Help Viewar Version; VI.l

----» Done Product PUD Manager Help Viewer

Proguct Siemens Awtomation License Manager
----» Done Product Sienens Automation License Hanager

Product SIMATIC Hanagement dgent
Shared Companent [MSI}

Version: V9.1

----» Done Product SIMATIC Managemsnt Agent

Shared Component [MSI)
Product SIMATIC STEP 7 Version: W5.6 + SP2
Shared Component (MSI)

Shared Component (M5I) S7PO0; FRelease: K5

6.2.8_1.
----» done Shared Comporent STPOD, Release: ES.6.2.

7.3.3 Verification of the application software

Aelease: V@2.B1,88,.82_81,28.88,69;
Wersien: V2.1;85-83-2821;18:84:43

version: V6.2 & 5P9 + Updl
Version: WE.8 + 5P9 + Updl 85-83-2811;18:85:44

Release: @9.81.80.83_08.28.81.66;
PCSTCOMCL; Release: ©3.01.2Q.P1_88.83.08.238; Version: 9.1;
----» done Shared Component POSTOOMCL; Release: @9.91.8@.91_00.83.00.8d; Version: 9.1; @5-83-2021; 16:86:36;
Version: W8.1,85-83-2821;18:96:39

S5700564; FRelease; B9,82.84,00_81.84,28.85;
----» done Shared Component STDOSE4; Release: B9.82.84.00_81.584.80.85;
Release: K5.5.2.8 9.1.9.1;
STD0S, Release: 29.82.84.89_91.24.88.85;
----» done Shared Component 57005; FRelease: 29.92.84.83 B1.24.08.85;
1.B.1; Version: 5.5.2.8; B5-83-2821; 13
8_1.1.8.1; Versien: 5.6.2.8; 85-83-2821; 18-11:39;

B5-83-2831;18:84;28

Release: B6.00.89.01 @1.91.89.88; 85-93-2821;18:85:15

B5-83-2021,18:086: 24
@5-B3-2021; 18:@6:32; (Product Key: SMA)

(Proguct Key: 5Ma)

Version; 9.2; B5-83-2821; 13:87:55;
Wersion: 9.3; @5-83-2821; 18:88:44;
B5-@83-2821;18:088:53
version: 29.2; @5-23-2821;
Wersion: 29.2; @E-233-2821

(Product Key: STEPT)
(Product Key: STER7)

18:11:27; (Product Key: STEPT)
8:11:32; (Product Eey: STEFT)
133; (Product Key: STEP7)
(Product Key: STER7)

During verification of the application software, checks are made to verify whether or not the
created software meets the requirements of the specifications (FS/DS). You need to consult with
the user to agree upon and create the test descriptions (for example for FAT/SAT). These
descriptions must take into account the complexity of the software and the design specifications.
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7.3 Verification of software

The aspects listed below are usually tested, therefore this list can be used as a reference for
qualification:

¢ Check the name of the application software

e Checkthe plant hierarchy (plant, unit, technical equipment, individual control element, etc.)
e Software module test (typical test)

e Check the communication with other nodes (third-party controllers, MES systems, etc.)

¢ Check all inputs and outputs

¢ Check all control modules (individual control level)

e Check all equipment phases and equipment operations (technical functions)

* Check the relationships between operating modes (MANUAL/AUTOMATIC switchovers,
interlocks, start, running, stopped, aborting, completed, etc.)

¢ Check the process tag names

e Check the visualization structure (P&ID representation)

* Check the operator control policies (access control, group permissions, user permissions)
e Check the archiving concepts (short-term archives, long-term archives)

¢ Check the message concept

* Check the trends, curves

¢ Check the time synchronization

¢ Check redundancy switches

Note

If other blocks are needed in addition to the PCS 7 standard libraries in order to configure
specific processes or functions, the block libraries (FB, FC, DB) of the PCS 7 Add-on catalog should
be used if possible.

If blocks created by the user are to be employed, significantly more work will be required in terms
of specification, creation, and verification; this fact should be taken into consideration.

The process object view can be used for testing revisions for verification purposes. The software
versions can also be modified there (see figure).

2l Ferm_MP (Process Object View) - DAD2 RHE\Ferm_MP\Farm_MP (==
i) Fem_MP
E‘géﬂ;mﬁ o/ Geonral | o Cuirts | Bocks | Pamneters | Sondle | Messaons | Fous otvects | Arctive tags | Bsrarchy tolder | Ecuioment prmerties | Svared declratioes
i EE’_;%DJE’CL:::'D“ Fite by b Diaplay Filer gersral
EEI:IMH = |« Mo e » 1l | /_‘_i‘lLJJ
=] @Fu-flgfm-P'A"T Subproject | AS hirachy | Para bierar. [Hams | Commenl | Type Processta... | FiD ug [Serctng timd Acthmind | OCH prast Auter J [Vermion %
i = 1 [femis  Nrem A5 | BIO_APLF... [5 EH20_ Tt 5000 | ] (L]
2 Ferm_AS | Fenm_A5_ | BIO_API_F... [ £34201 | v342_5T.. | Contdlmo... 1000 [ O 1B ASFA | 5000
13 |Fem AS | Fem A5\ [BIO_APLF. TRl SIM_S.. | Smdawoen  [CFC L] [ [m| Sarran 2000
T |Fem AS | Fem A%\ |BIO_APIF.. [ V352 | Va2 EM_|CFC 1000 = [0 |[Seweny |200m
T |Fem S |Femn A, |BIO_APIP [ FC3AM | VEZFC_|CRC 000 = O [Semens\, 20001 J
B |Fem iS5 | Fem A5\ |HIO_API_P... [ FV3S001) Vai2 VAL, | CFC 1000 & Semens | 20001
7 Farm A% Ferm A8 A AP P oG |47 R RINKI o
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Analyzing the CPU load

Asset management can be used to analyze and document CPU utilization.

ASDZ2

BERNNEE RETRSTRSTRN ’_[_:_[E_I_I III:_
e |

g —

x|

| af=] |Hfg

CPU connection utilization

Asset management can also be used to analyze and document CPU connection utilization. This
can prove particularly relevant, for example, if certain reserves have been agreed with the
customer.

BN
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DOCPRO
DOCPRO is a tool for creating and managing plant documentation. SIMATICPCS 7 V9.1 no longer
supports DOCPRO. The compatibility with earlier versions of DOCPRO must be verified for each
specific project.

7.3.4 Simulation for test mode

SIMATIC PCS 7 enables the input and output variables of various blocks to be simulated. The
simulation isimportant for test purposes, for example in the context of the FAT, because it allows
the project engineer to influence digital and analog inputs and outputs in such a way that
complex functions (e.g. temperature control) can be represented and checked.

Enabling simulation
Simulation for test purposes can be enabled at the channel input or channel output driver blocks.

Using the example of a valve, simulation is enabled at the SimOn inputs, and the input can be
simulated at the SIMPV_In input.

Imputl Mon&nalog
| Pos72nIn MonanL o]
anaios : |V pnatos = [ sy
BV In Bad BV M3 Relea
.J 100.0— S=als BV Out | 1.0 LagTime BV Out [—
1001— EV_InUni EV Ousln EV OpSca EV Grad|[—
7 o—|SimOn SealeOus L — ] =V _Onic
0.0—|3imEV_In Oo=ies 0.0—|DeadBand
7 0.0 —{3uk=87V [5imon OosLi
M3 Bele|[N - STRUCT o—|TimeFact
7 16$0—{MB 0 csF
16#80000202 —| Mode 1=Simulation active
7] 16$0— Data¥chg |

Disabling simulation

Enabled simulations should be documented in accordance with good practice. After conclusion
of the test, all simulations must be deactivated before the plant operation is enabled.

An overview of the APL blocks with active simulation can also be displayed on the OS using the
process tag browser.

Note

Where possible, central switches, which are interconnected with all input drivers, can be
configured for specific units to enable/disable simulation. On completion of the tests, this central
switch can be deleted or disabled, thus switching simulation off from a central location.

Forcing variables

In SIMATIC Manager, one can compile inputs and outputs using a variable table and specify a
value using the menu (Variable -> Force). Itis also important here to deactivate the forcing again
for ALL variables once the test has been performed.
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SIMIT simulation software

SIMIT enables a software test to be performed via a simulation platform, without the need for
the actual field devices. SIMIT simulates field devices and facilitates versatile use of simple signal
tests at the touch of a button, through to complex function tests (such as temperature control).

Used in conjunction with the S7 PLCSIM PLC or SIMIT Virtual Controller (VC) simulation software,
which emulates the CPU of an automation system, it enables software tests to be performed
without an automation station or field devices and can be used by the software provider to
perform the Factory Acceptance Test (FAT), for example.

Use of SIMIT:

* 1/O simulation

* Process simulation

e Virtual acceptance tests and commissioning support

¢ Operator training

Note

SIMIT is ideally suited for use on a test or simulation system. Almost all design-specific and
functional errors can be detected early and remedied before the actual commissioning. In
production, changes requiring validation can be simulated and tested beforehand, for example.

See also

¢ Manual "SIMIT", Online Support under
entry ID 109801804 (https://support.industry.siemens.com/cs/ww/en/view/109801804)

Simulation hardware Simulation Unit (SU)

In connection with SIMIT software, the Simulation Unit enables a software test without
requiring field devices. The SU basically provides a hardware interface for SIMIT.

The SU features PROFIBUS and PROFINET interfaces, which are connected to the AS in a similar
way to PROFIBUS or PROFINET and simulate the hardware. The advantage here is that the real
hardware interface of the AS is directly addressed, which makes the test more realistic. This
increases the probably of discovering errors prior to commissioning and therefore reducing
them.

The SU is not a direct successor of the SIMBA Box, but it replaces it technically.
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7.4 Configuration control

7.4.1 Versioning of projects with Version Trail

SIMATIC PCS 7 Version Trail can be used to save and archive multiprojects, single projects, and
project-specific libraries with a unique version ID. This is performed in accordance with the PCS
7 archiving procedure. Project-specific libraries are also backed up when a multiproject is
archived and thus remain associated with the corresponding multiproject.

SIMATIC PCS 7 Version Trail ensures continuous incrementing of the version according to
validation factors. A completed version can no longer be changed. However, any archived
version can be reloaded in the system using Version Trail or in SIMATIC Manager.

Since GMP requirements demand that SIMATIC Logon be used, all relevant actions are saved
with details of the logged-on user.

Note

Before a multiproject is archived, a check must be performed to ensure that no projects or
libraries belonging to the multiproject have been removed. This is because only projects and
libraries contained in the multiproject at the time of archiving will actually be archived.

The projects to be archived must not be open in the SIMATIC Manager.

In a validated plant, previous project versions can be read back (retrieved) only in exceptional
cases and after joint planning with the plant operator.

See also

¢ Manual "PCS 7 Engineering System", chapter 15.5.3, Online Support under entry ID
109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)

¢ Online help of SIMATIC PCS 7, topic "Version Trail"

Note

The project structure is only adopted once when an archive is created. Subsequent changes in
the actual project will not be adopted by Version Trail and must be handled manually.

The representation in Version Trail does not affect the actual archiving. However, automatic
archiving operations can only be created from the visible elements.

Automatic archiving following download

With the "Archive project after successful download" function, when using SIMATIC Version Trail,
once the project has been successfully downloaded, a project backup is made of the
downloaded software version.
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Automatic archiving - Time-controlled

Version Trail also allows automatic archiving and versioning of multiprojects, projects, and
libraries at defined times, including time-controlled readback of block parameters. The Windows
Task Manager initiates the execution of the respective jobs.

For this it is necessary to select "Create archiving job..." in the shortcut menu of the desired
object (multiproject, project, library).

SIMATIC Version Trail - [C:A\DDArchives\GMP_Manual]
‘u’erSionedeject Edit Insert Version View Options

O = BmEM N
El@ GMP_Manual Multiproject:
E@W :

% L Insert New Object >

-y

Cut Ctrl+X

i @L
Copy Ctrl+C
Paste Chrl+V
Delete Del
Rename F2
Archive... Ctrl+ A
Create archiving job... Ctrl+Shift+4A
Object Properties...

Only one single archiving job can be created for each object! If an archiving job already exists for
an object, this procedure can also be used to modify it.

In the displayed dialog window, click the "Create/edit archiving job" button to open the Windows
Task Manager. Here, you can modify the parameters and initiate execution of the created jobs.

In Windows Task Manager, double-click the relevant job in the "Simatic VT" folder to select it. This
opens its properties.
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{50 Task Scheduler

File Action View Help

e » o HE
Mame Stetus  Triggers Mt Rur Time Last Fun Time Last Fun Result  Authar Created
& SMATIC-NT... Ready At 1503 every Sunday of every week, starting 20082001 13.03. 15:03:08 06032027 15:03:08 (Dxd 1306} W PIMRIEMLRAS: Adrinistrator E&D‘;.EI‘.‘H'
SV User_Feed 3., Ready ALTERDT every day - Tngger experes al 008,203 140027, IR03.2022 TR0TET 0052022 OT4000 (D0 WIN-PINFDSMLRER Adrinstiatar

< x|

Gereral Triggers Actions Conditions  Settings  History (disabled)

MName: SIRANTIC-VT-Task-Archive_2021-08-28_17-04-15-01
Locstion:
Authon ‘WIN-PINROBMHLRZF Administrator

Drescription: | Simatic-WT archiving task for object UT_Fermn_MP genersted by Julia Bass on 2021-09-28.

Security options

When runining the task, use the following user account:
Administratar
Run only when user is logged on

Run whethier user i lagged on or not

Do nol store passward, The Lask will only have access Lo local nesouces

Run with highest pricieges

The appropriate settings must be made on the "General" and "Triggers" tabs. In so doing, special
attention must be paid to the security options for the user account on the "General" tab. At this
point it can be specified whether or not the user has to be logged on for the archiving to run and
the privileges with which archiving will be run. The user under which the archiving was run then
also appears in the version table in Version Trail.

Note

Descriptive information about the task should be entered in "Description” on the "General" tab.
This includes the name of the action, the name of the versioned object to be archived, the name
of the person who created the job, and the date the job is created/modified.

The archiving job must now be activated in the "Create archiving job" dialog window. Here, it can
also be specified whether the CPUs will be read back before the archiving operation.

The clock symbol next to the archiving job indicates that it is activated.

5 I

A notice appears on the screen 20 seconds before an automatic job is run. It can still be canceled
during this period.

Note

Version Trail must not be open at the time a job is run, since this will prevent the job from
running.

Automatic readback

The Windows Task Manager also initiates the automatic readback of online parameters if a
corresponding readback job exists. This job can be created via the shortcut menu of a CPU.

GMP Engineering Manual
Configuration Manual, 05/2022, A5SE42888188-AB 149



Support for Verification

7.4 Configuration control

The same procedure is used to create a readback job as for an archiving job. The only difference
to an archive job is the selection of the readback scope. Here, it is possible to select between all
parameters, parameters that can be controlled and monitored, or marked parameters.

Manual archiving and readback

Version Trail also offers the option to perform manual archiving and/or readback. To do this,
"Archive..." or "Readback..." must be selected in the shortcut menu of the desired object.

SIMATIC Version Trail - [CAWO0Archives\GMP_Manual]
‘u’erSionedeject Edit Insert Version View Options '

b +BE & BEM0OW

E'@ GMP_Manual ‘Multipmiect:

% U Insert Mew Object ¥
~Ep U Cut Ctrl+X
i U

® Copy Ctrl+C
Paste Ctrl+V
Delete Del
Rename F2
Archive... Ctrl+A
Create archiving job... Ctrl+Shift+A
Object Properties...

The respective dialog then opens. When manual archiving is performed, it is also possible to
specify whether or not the CPUs are to be read back beforehand. A descriptive comment is

helpful.
Archive -- C\D1Projects\UT_Ferm’\Ferm_MP *
e |ﬁ3«dministrator Yergion identifier - -
* Increment major version
Warsion narme: |End of SAT " Increment minar version
Comment: Project version after SAT is finished |

I Readback CPUs before archiving

Ok | Cancel Help

With manual archiving, you can choose between major version and minor version when
counting up.

Retrieving

Archived objects (multiprojects, projects, libraries) can be retrieved at any time; see however the
note at the start of this chapter "Versioning of projects with Version Trail".
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The appropriate entry in the version project window of Version Trail must be selected, and the
"Retrieve..." item must be selected in the shortcut menu.

The procedure used to retrieve archived objects can also be used to delete them. To do so, the
"Delete" command must be selected in the shortcut menu of the selected entry. Only the
selected entry is deleted.

To delete all entries of a versioned archive, the appropriate element must be selected directly in
the tree structure and the "Delete" command must be selected in the shortcut menu.

Comparing archived projects

Version history

The Version Trail interface enables archived projects to be compared with one another or with
online versions. Version Trail makes use of the Version Cross Manager here, by calling it and
displaying any differences, see chapter "Version comparison with Version Cross Manager (VXM)
(Page 152)" for more information.

SIMATIC PCS 7 Version Trail manages all actions relating to a versioned project, such as creating,
archiving, and deleting versions, in the version history. The version history can be called up
using the Options > Version Trail menu. All actions relating to the archiving of projects and
deletion of versions are logged. The figure below shows the version history, from the creation of
versioned project to the archiving of different versions.

& SIMATIC Version Trail - [CADOAR hives\GMP_Handbuch] [m] *
ﬂ Versioned Project  Edit  In

D& & Bl &S BTN

sert Version  View Cp‘rion'; Window Help - g ¥

=-§3 GMP_Handbuch
=P UT_Ferm_MP
-EP UT_Ferm_aS
B UT_Ferm_05
@ UT Ferm Lib

It
[V FrajectsVIT_FeuniFem_MP

Camment

Ready

Version |‘a'ersic-n name | Date User Readback Status Comment -
1.1 10.03.2022 131604 _Administrator | not executed AUTC: QK Archiving job generated by SIMATIC-VT
] 20 lEnd of SAT 03/10/2022 01:34:05 PM  Adrninistrator | not executed QK Version aftes SAT is finished,

Adminsstrator [NUM

When using SIMATIC PCS 7 Version Trail for continuous archiving, the version history is a good
way of documenting different software versions during an automation system’s lifecycle.

All software versions are listed in chronological order, together with their archiving date and
version. This ensures that the latest software version can be copied back in case the application
software got lost.
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7.4.2

7.4.3
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Recipe comparison

Comparison of recipe objects enables a comparison of various versions of master recipes,
libraries and formulas.

See also

Manual "SIMATIC BATCH", chapter 9.5.9, Online Support under entry ID 109794450 (https://
support.industry.siemens.com/cs/ww/en/view/109794450).

;}l Recipe comparison [Recipeexample V1.0]-[Recipeexample V2.0] EI
CNE A CO UG KR
Recipeexample Recipeexample
V1.0 V2.0
7/9/2015 9:50:17 AM 7192015 9:52:16 AM
Property Value (Jeft side) Value (right side) =
8] Recipeexample 104 Recipe » R |
Recipeexample
Recipe Recipesxample Recipeexample
Version V1.0 V2.0
Last change 7/9/2015 9:50:17 AM (UTC +2:00) 7/9/2015 9:52:16 AM (UTC +2:00)
#* Process operation_16 Recipe operation »
Recipeexample/TRP_3/Process operation_16 E |
=
Marne ROP Process operation
Ep K_Drain_117 Step v
Recipeexample/TRP_3/Process operation_16/K_Drain_117
4@ K_Heat_56 Step v
Recipeexample/TRP_3/ROP_16/K_Heat_56
Ep Trans_118 Transition *
Recipeexample/TRP_3/Process operation_16/Trans_118
@Transﬁ? Transition ¥ |

Recipeexample/TRP_3/ROP_16/Trans_57

& element(s) o

Version comparison with Version Cross Manager (VXM)

The Version Cross Manager compares the following objects within projects, for example:

Library

Hardware configuration

CFCISFC engineering data such as charts, types, chart folders, block folders
S7 program, S7 blocks, S7 symbols

Shared declarations

Messages

The projects to be compared are executed synchronously, i.e. the object trees of the
corresponding software structures are compared attribute by attribute. Any differences detected
by the comparison are highlighted in color in a results tree.
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7.5 Write protection

Saving or printing differences between projects

The differences between projects detected by the comparison can be saved in a .csv file or
printed out. The VXMs earlier reporting function can still be used in newer versions of PCS 7, see
support entry.

The following information is displayed:

¢ Additional objects contained in project A

¢ Additional objects contained in project B

* Differences between project A and project B

For information on operational change control, see chapter "Operational change control
(Page 164)".

See also

* FAQ "Using the report function in VXM", Online Support under entry ID 109755393 (https://
support.industry.siemens.com/cs/ww/en/view/109755393)

7.4.4 Configuration control with "versiondog"

The PCS 7 Add-on "versiondog" combines the functionalities of SIMATIC Version Trail and Version
Cross Manager and its scope of functions goes beyond this. It can be used as a central tool for
data backup, change control and software versioning.

Additional notes can be found in chapter "versiondog — Version assignment and configuration
control (Page 38)" and in the PCS 7 Add-on catalog.

7.5 Write protection

7.5.1 Write protection for CFCs/SFCs and SFC types

CFCs/SFCs and SFC types can be provided with write protection to ensure safe operation of the
plant after commissioning and verification. If the write protection is enabled, the operating and
maintenance personnel can only open CFC/SFCs and SFC types and monitor process values
online. They cannot perform intentional or unintentional changes to charts and types.

To enable write protection, "Write-protection for charts" can be selected in the properties of the
chart folder for each automation station.
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Properties Chart folder -
General leanced | Version |
Name: ||:|-,a|-t5
Project path: Ferm_ASYFerm_ASNCPU 410-6H\Ferm_AS

Technological path: I

Storage location of project: |D:\D2 RHE\Ferm_MP"Ferm_AS

Author: |
Date created: 09/23/2009 D6:58.45
Last modified: 10/11/2017 07:41:24

Comment:

[v Writeprotection for charts

The project staff also has the option of enabling or disabling write protection for individual charts
or SFC types.

The check box for "Write-protection for charts" can be shown here in two different ways.
Write protection is selected for all charts in the figure below

I Wiite pretection fer eharls \White background with black check mark:

Only some charts or SFC types are write-protected in the figure below.
I wite-grotection for eharts - Shaded background and gray check mark:

If the write protection is not enabled for all charts, disabling and enabling write protection for
the "Charts" folder once enables write protection for all CFC/SFCs and SFC types of each
automation station.

If the chart of a CFC/SFC or SFC type is open, you will see the following notice with write-
protected charts:

Open Chart (254:61148) -

The 'TC34201" chart is write-protected
and cannot be changed |
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7.5.2

Procedure

7.5 Write protection

Note

In the process object view, changes can then be made even when the chart folders are read-only.

See also

¢ Manual "PCS 7 Engineering System", chapter 4.3.4, Online Support under
entry ID 109800500 (https://support.industry.siemens.com/cs/ww/en/view/109800500)

Block encryption with "S7 Block Privacy"

The "S7 Block Privacy" package can be used to encrypt and decrypt function blocks (FB) and
functions (FC). It is not possible to encrypt other blocks, such as organization blocks (OB), fail-
safe blocks, or blocks with "Know-how protection”. The encryption occurs directly in the
database of a project. All FBs and FCs that have been encrypted and downloaded to the AS have
the status "S7 Block Privacy".

"S7 Block Privacy" provides greater security than the previous Know-How protection and should
therefore be used preferentially for sensitive areas in particular.

To encrypt blocks, the "Block Privacy” command must be selected in the shortcut menu of a block
folder.
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& & Fem A3 FB1826 &3 FB1E
(8] Sources FE1863 &3 FE170
ﬁ E: |='!:' T T —rTn
; @ Charl Cut Ctrl+X
: Logig
: | i Ctrl+C
o CP 4431 i -
i CP 4435 Em Paste Ctrl+V
-8 KHETPCSTVIES Siiete Del
B+ Shared Declarati |
-2 Insert Mew Object »
ol PLC 8
B2
-5 Access Protection 2
B8 Ferm_PL -
- 5 R
El{z7] Ferm_PL G
 b[B Sources Compare Blocks...
ﬁ Blocks Check Block Consistency...
: 8] Charts ;
B-{_7] Shared Declaratii Print *
SIMATIC Route Control 3
SIMATIC BATCH »
Rename F2
Object Properties... Alt+Return
Special Object Properties ’
Block Privacy...
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SCL sources

Decrypting

156

The tree structure of the encryption tool lists all blocks and SCL sources in the project. The
selection marked with a check mark can be encrypted using the "Encrypt Block..." command in
the shortcut menu. This opens a dialog whose instructions must be followed.

[74 S7-Block Privacy - [D:\02 RHE\Proj DE\Ferm_MP\Fer.. | = | & -
File View Help
E| Ferm_AS -
|:| (Bl Sources
E| Blocks

bl Cm M PO [SCL] -

[ FCI3[SCL || Encrypt Block..
[ & FCI5 [SCL] Em—
L[] 43 FC30 [SCL

_____ [ & FC38 [50L) Object Properties...
L[] & FC39 [5CL

SCL sources that are contained in the project and whose blocks have been encrypted should be
deleted before transferring the project to third parties. This action can also be performed in the
"S7 Block Privacy" application. The "Delete source" function must be selected in the shortcut
menu of the source.

Note

Once the sources have been deleted and are removed from the tree structure, the source folder
still has to be reorganized. It is the reorganization step that actually deletes the sources. Before
that, the sources are merely designated for deletion and removed from SIMATIC Manager.
However, they are still present at the memory location of the project.

The procedure used to encrypt blocks is also used to decrypt them. However, decryption of
blocks requires the correct key and the decompilation information.
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7.5.3

7.6

Protection of graphics

7.6 Information on system handover

Operating screens can also be protected from modification with a password. The selection is
made in the WinCC Explorer by marking one or more screens in the shortcut menu.

File  Edit  Wiew

| M » | X OB

Tools Help

A WinCC Explorer - CAD1Projects\UT_FermiFerm_OS\wincproj\0& 05.mep

=| 7

= [m]

= 3 05

- Cormputer
1l Tag Managerent
A Graphics Designer
NoteView
PCSCustomPictures
=- ). PDF
ProjectGrals
4] Test and graphics lists
# Alarm Logging
-3l Tag Legging

Name
A Fermentes V342_sh.Pdi

LY Fermenter v342_GMP V2, 1.Pdl

A Help.Pdi

A Help_Dynamic_Actors.Pdl
# Help_Dynamic_Sensors.Pdl
f Help_Stabic.Pdl

# Presentation.Pdl

A ProcessAnatysis.Pdl

4 Scenancd.Pdl

A ScenancBl Pdl

A ScenaricB2.Pdl

Information on system handover

ype
Process picture

Last Change
31972015 8:51:45 AM

Open picture(s)

Rename picture or folder
Drelete pactures)

Delete folder

Define picture as start picture
Mark picture(s) as favarite
Activate “web-snabled*
Passward Protection
Confirm all type changes

2021 11:13:41 PM
F2018 12:42:00 PM
F2018 12:42:02 PM
2N 12:42:02 PM
F20N8 12:42:03 PM
2N 2404 PM
12018 12:42:05 PM
(2018 1 2:42:06 M
2018 124207 PM
2018 124207 PM

o __ e

The following aspects should be clarified at an early stage for the system handover:

Which documents are transferred in which format.

* Training of operating and maintenance personnel

* Information for system operation, e.g. archiving, backup, calibration
* Reset of simulation, etc.

Note

When the system is handed over, all test accounts must be deleted and standard passwords must
be changed!
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Data Backup 8

Periodic data backups are not only necessary to avoid data loss during the configuring phase.

They are also necessary during the operation phase to ensure a smooth system restoration in the
event of data loss or system failure. An emergency plan is also required for this case.

In addition to the backup of the system installation, the configuration data should also be backed
up on a regular basis in order to be able to revert back to the last saved system configuration in
the event of a hardware defect or data loss.

The following data backups should be considered:
e Backup of system installation, see chapter "Backup of the system installation (Page 159)"

e Backup of the installation, including all project files (image)
following system updates and major project changes
as well as periodically, e.g. every 12 months

* Change-driven backup of project data before/after every change

e Periodic backup or "recopying"” of all archived data every 3 to 5 years, for example, to ensure
the readability of the data.

Note

The backup of the user software and the backup of the system partition with and without
SIMATIC PCS 7 should be stored on external media (for example, CD, DVD, network backup).

See also

e Chapter "System restoration (Page 167)"

8.1 Backup of the system installation

Hard disk images should be used to back up the operating system and the PCS 7 installation.
These images allow you to restore the original state of PCs.

Which images are advisable?

» (Creation of an image of the operating system installation with all drivers and all settings for
the network, user administration, etc., without SIMATIC PCS 7

* Creation of an image of the installed PCs with SIMATIC PCS 7
* (Creation of an image of the installed PCs with SIMATIC PCS 7, including all projects
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8.2 Data backup of the application software

Note

An image can only be imported on a PC with identical hardware. For this reason, the hardware
configuration of the PC must be suitably documented, for example using SIMATIC Management
Console.

Images of individual partitions can only be exchanged between image-compatible PCs because
various settings, for example, in the registry differ from PC to PC.

8.2 Data backup of the application software

It is advisable to generate regular data backups of the project data. In this storage concept, it
might be specified, for example, that the project is backed up following every change. This
project backup can be performed in several different ways.

See also

* Manual "PCS 7 Service Support and Diagnostics”, chapter 3.2 "Data backup”, Online Support
under entry ID 109794378 (https://support.industry.siemens.com/cs/ww/en/view!
109794378)

Backing up user software in the engineering system

The SIMATIC Manager "Archive Project" system function should be used for this purpose or the
"Version Trail" option package for version-based archiving.

As of V9.1 SP1, the archived projects can be secured with a hash so that any manipulation of the
project is detected.

With the SIMATIC Version Trail option, the project can be backed up manually or in a time-
controlled manner and at the same time the versions can be checked. An older version can also
be copied via the interface.

See also

e Chapter "Versioning of projects with Version Trail (Page 147)"

Note

If data backups are to be created during plant operation, consideration must be given to whether
and, if so, which online parameters must be read back prior to generating the backup.

Parameter changes which are not read back will be lost if the system or project is restored.

Backing up recipe data in SIMATIC BATCH

The project configuration must be backed up in PCS 7, as must application data in SIMATIC BATCH
(libraries, master recipes, materials, user rights, etc.). This backup is created from within the
SIMATIC BATCH Control Center.
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8.2 Data backup of the application software

SIMATIC BATCH supports automatic and time-controlled backup of BATCH project data. This
includes, for example:

¢ Plant settings

* Project settings
e Libraries

¢ Formulas

e Master recipes

¢ Materials
Project settings for 'FERM_MP" -
- Display
Backup fil
- General SELEE
- \Warning/Error : ;
i st File name: | Equipmentdata |
- \ersioning - =
Directory: VSRV 2\Equipmentdata
- Used plug-in modules | | El
- User credentials
- Electronic signatures
+- Batches Interval
=I-Backup
- Settings ) Onee (®) Daily () weekly () Monthly
- Automatic backup
-~ Repart creation

Time of day: | 8:00:00 PM z

Default | Apply | | Cancel | | Help

The backup data can be copied back again using the "Restore"” command.

Backup of the SIMATIC Route Control configuration

When loading the configuration in SIMATIC Route Control, the Route Control engineering data
described for the CSV interface and the material configuration data are automatically exported
as of SIMATIC PCS 7 V9.1 SP1.
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9.1 Operation and monitoring

9.1.1 Process visualization

SIMATIC PCS 7 provides extensive process visualization. Individually configured user interfaces
can be created for each application — for reliable process control and optimization of the entire
production sequence.

Runtime data can be output by the system based on reports.

9.1.2 User documentation

As of SIMATIC PCS 7 V9.0, the PUD (Plant and User Documentation) Manager Help Viewer is
available for offline display of the documentation. It is part of the SIMATIC PCS 7 software
package. You can individually extend and update the scope of your user documentation by
adding documentation packages.

With the installation of SIMATIC PCS 7, the PUD Manager Help Viewer includes the following
documentation:

¢ SIMATIC PCS 7 Help Center

¢ OS Process Control

See also

¢ PUD Manager Explanation and Download, Online Support under entry ID 109748882
(https:/Isupport.industry.siemens.com/cs/wwl/en/view/109748882)

9.1.3 Audit trail review

In the regulated environment, not only must an audit trail be kept for changes to GMP-critical
data, this audit trail must also be audited regularly. This can be accomplished for one thing
through regular checking of the functionality while simultaneously incorporating the relevant
audit trails in corresponding production reports. For another, evaluations of critical alarms,
operator inputs and frequency analyses of messages serve the goal of improving the process.

The following resources can aid the audit trail review:
* Possible contents of an audit trails, see chapter "Audit trail and change control (Page 113)"

* Message classes and priorities, see chapter "Alarm management (Page 106)"
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9.3 Servicing and maintenance

9.2

9.3

164

» Options for reporting, see chapters "Reporting (Page 35)" and "Creating reports in SIMATIC
BATCH (Page 104)"

¢ Comprehensive analysis of messages from different sources using the WinCC add-on PM-
ANALYZE (https://www.siemens.delindustrysolutions/de/en/wincc/products/pm-analyze/
Pages/Default.aspx)

Operational change control

Any changes to validated plants must always be planned in consultation with the plant operator,
documented, and only executed and tested once they have been released.

The following chapters use examples to describe how to make changes:
1. Initiation, description and approval of planned change by plant user
2. Check and backup of the current application software version (project data)
3. Adjustment of system specification
4

. Performing the change, including documentation of the performed change (poss. support
using tool comparison)

5. Testing the change, including test documentation in suitable form
6. Backup of the changed project with new version ID

The effects of the change to other parts of the application and the resulting tests must be
specified based on risk and documented.

Itisadvisable to categorize various actions and measure the change effort for the risk. In the case
of a 1:1 exchange of a hardware component, for example, the risk must be lower than with
different components.

Moreover, in the case of software updates, it might be necessary to make a choice between
system security and conformity with the regulations, see also "Updating the system software
(Page 170)".

See also

* GAMP 5 Guide, Appendix 06

*  GAMP Good Practice Guide "Operation of GxP Computerized Systems", chapter 10

Servicing and maintenance

Access and authorizations for maintenance personnel must be checked and documented. They
must be taken into account in the authorization concept along with the operational rights and
the rights for administrators.

Maintenance activities are also changes to the validated complete system. There are often
standardized procedures on the operator side for recurring activities, so that a change request
is not necessary for each individual action. However, the activities must be scheduled in
coordinated fashion and documented in all cases in accordance with the regulations.
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9.3 Servicing and maintenance

9.3.1 Special features of remote maintenance

Various technical options are available for remote access. Depending on the program, to dial in
to an external PC station, not only must the user have the appropriate access permission (user
name and password), but the Allow remote access authorization must also be enabled. This

should however be planned and documented within the scope of the entire system, as access
must be controlled. For more on this, see also chapter 3.2 (Page 28) and chapter 4.6 (Page 53).

Note

Setup of remote maintenance functionality must be coordinated with the plant operator. Those
responsible for the plant must give their express consent for each individual connection that is
established to the system (logon). Changes made by remote access must also be documented
in accordance with the operator's instructions.

See also

e Readme PCS 7 V9.1, chapter 3.4.14; Online Support under
entry ID 109780270 (https://support.industry.siemens.com/cs/ww/en/view/109780270)

A practical solution could be to assign the logical access permission, but to only establish a
physical connection when necessary, and then only when on-site maintenance staff are present.

9.3.2 Asset Management

Implementation

In the context of process engineering, asset management aims to use appropriate methods to
ensure that a production plant benefits from maximum availability at the lowest possible
operating costs. The most efficient strategy is without doubt status-oriented maintenance,
which must be based on a status detection procedure that is as continuous as possible. Asset
management relies on having access to precise information relating to the current plant status,
which can then be used to determine exactly which maintenance activities need to be carried
where and at what time.

in PCS 7

The asset management integrated in SIMATIC PCS 7 is used for plant maintenance. Additional
hardware and software tools are not required. Plant operators and maintenance engineers use
the same SIMATIC PCS 7 tools and user interfaces, along with information which has been
filtered and prepared according to the field of activity concerned. While the plant operators
operate and monitor the process on the PCS 7 operator station (OS), the maintenance engineer
uses the maintenance station (MS) to control the hardware structure of the production facility
in order to handle the diagnostics and maintenance requirements.

The various components of a PCS 7 plant can be monitored with the diagnosticand maintenance
functions integrated in SIMATIC PCS 7.
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PCS 7 Maintenance Station (MS) is available in Basic, Standard and PDM versions.

Note

In conjunction with PDM, the advanced diagnostics of the field devices can be opened from any
MS client. The device parameters can be read out and processed via a maintenance client.

For documentation about this, see

¢ Manual "PCS 7 Maintenance Station", Online Support under
entry ID 109794384 (https://support.industry.siemens.com/cs/iww/en/view/109794384)

* Manual "PCS 7 Service Support and Diagnostics”, Online Support under
entry ID 109794378 (https://support.industry.siemens.com/cs/iww/en/view/109794378)

¢ Manual "PCS 7 Help on PDM", Online Support under
entry ID 109794428 (https://support.industry.siemens.com/cs/iwwl/en/view/109794428)

The maintenance engineer has access to all details of the components and devices when
needed, beginning with an overview display (plant view). The overview display uses the
standardized symbols to visualize the condition of a component itself and also provides
collective information on the conditions of all devices in the lower-level hierarchies.

There are four areas on the top level:

* IPCarea (IPCs, server, clients, ES, PH)

* Network area (network switches)

* AS area, which is divided into two subareas
— CPU area
— Field device area

* User range (monitoring of system parts based on configured variables such as operating
hours or switching cycles)

The group status message shows the OK condition or the seriousness of the problem according
to NE107 in traffic light colors.

Maintenance work can be requested directly via the diagnostic faceplate of a monitored
component. The request must then be approved by the plant operator (OS) via the standard
faceplate before the maintenance engineer can begin the requested service.

Furthermore, the status of the work can be specified and monitored. This is recorded in the form
of an operating message and indicated by the symbols. A work instruction number and a
comment can be entered for each work request. Service appointments or intervals can also be
determined. Once the set interval expires, a system message is automatically created, which
indicates the service required, such as calibration necessary.

A report can be created and printed out for each component. The creation of logs for entire
device groups can be useful. In this case, it is possible to filter devices by their priority. The
requirement here is the corresponding identification of devices, which is performed in SIMATIC
Manager. Currently it is possible to identify devices as "important” or "SIF" (safety relevant).
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9.4 System restoration

Condition monitoring

Itis often necessary to take into account certain process engineering, chemical, and mechanical
conditions in a plant’s maintenance concept. Condition monitoring (e.g. pump operating
points, motor bearing monitoring) is generally used in a preventive capacity in this regard, as the
user receives an automatic notification before critical conditions are reached.

PCS 7 Asset Management enables user-specific, maintenance-relevant process variables or
parameters to be integrated into the existing diagnostic structure. PCS 7 provides the
appropriate interfaces for this: a function block on the AS and a faceplate on the OS.

9.4 System restoration

Data backups are used to restore the system after failure. The backed up data and all the
materials needed for the restoration (basic system, loading software, documentation) must be
saved at the defined point.

System failure (also referred to as a disaster) can be caused by the following, for example:
¢ Damage to the operating system or installed programs

¢ Damage to the system configuration data or configuration data

¢ Loss or damage to runtime data

¢ Damage or failure to hardware

There must be a Disaster Recovery Plan which must be checked on a regular basis.

Restoring the operating system and installed software

The operating system and installed software are restored by loading the corresponding images
(see chapter "Data Backup (Page 159)"). The instructions provided by the relevant software
supplier for the data backup application should be followed.

If a PC with an identical hardware configuration is not available, the installation has to be run
again from scratch. The documentation that contains descriptions of the installed software and
the updates, upgrades and hot fixes also installed, can be used to qualify the software.

Restoring the application software
The process for restoring the application software depends on the kind of backup.
The following steps may be relevant:

¢ Reading back the data using the software Version Trail
Version Trail lists all backup states with major and minor version. The selected backup level
is read back via the Retrieve button.

¢ Reading back the data from a manually created backup
e Retrieving recipes

¢ Retrieving archives
This concerns the following, depending on the system configuration and the scope of the
problem: process data, messages, batch data, log files, etc.
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9.4 System restoration

Project-specific adaptations

Project-specific adaptations to the system that are not stored with the project file must be
restored.

Backup/restore for the SIMATIC BATCH database

When a data backup of the SIMATIC BATCH database is read, a start batch ID can be assigned; this
prevents batch IDs being assigned more than once.

This dialog box also specifies the import of the corresponding log book.

@ Restare o
Lok, jr; | Project_Backups V| @ ¥ e [
S} Marme Date mod\i
) ¢ | DemoMiithPH2 SBS 3-997512645-113 2018 01 22.5bb 22.00.2018
Quick access [ g paster SBE_330104-103771_Fwischenstand_WB2 vor Multiinst.. 06.10.2016
- | | MRRC_Demo_SBE 2118755743-111_vor_Upgrade_auf_82.sbb 14.06.2016
Desktop
1
Libraries
This PC
¥ >
Tetuork
File name: DemotwithPHZ_SB&_3-997512645-113__201¢ V| | Dpen
Filez of wpe: Backup files [* sbb:* sml) ~ Cancel
[ttt log Start 1D: Last ID:
Batches: 2001 Bead out 1Dz
RecipeLibrarny: 1M
Cateqories:
b aterials:
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10.1 General procedure

It is essential that system software updates for a validated plant are agreed upon with the user
orinitiated by them. An update such as this represents a system change, which must be planned
and executed in accordance with the applicable change procedure. Similar to the description in
chapter "Operational change control (Page 164)", this roughly means the following steps:

¢ Describe the planned change

» Effect on functions / plant units / documentation, for example, including the system
description of the new and modified functions in the readme file/release notes for system
updates

« Effect on readability and availability of archived data
¢ Assessment of the risks for the overall process and the validated status

¢ Define the tests which need to be performed to obtain validated status, based on the risk
assessment

* Approvelreject the change (in accordance with defined responsibilities)

¢ Updating of existing system description and preparation of the test documents
¢ Perform data backup before update

* Make the change (following plant release)

¢ Accompanying documentation of the activities performed

e Perform and document the necessary tests (verification)

¢ Perform new data backup, possibly including system image

In considering possible influences on the application, the following may be relevant:
* Modules and libraries, classes and instances

¢ Process pictures, graphic settings, objects, script-based dynamization

¢ Alarm system and process value archiving in function and display

¢ Operator authorizations

* Interfaces

e Effects during download

* System performance

* Documentation (specifications)

¢ \Verification tests to be repeated or performed for the first time
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10.3 Migration of the application software

10.2

10.3

170

Updating the system software

Updates of the system software may be, for example:

e SIMATIC PCS 7 updates, service packs and new versions

e Updates of standard software such as Microsoft Office or virus scanners
* Operating system updates

In addition to improvement to security aspects and corrections of error, the scope of functions
can be extended or improved.

When there is an update of the system software, it may be necessary to migrate or convert
configuration data of the project of the older version, see chapter "Migration of the application
software (Page 170)".

In the case of a larger version change, it is also possible that an upgrade must be made to an
interim version and then to the target version afterwards.
See also

* FAQ "Information on PCS 7 software update”, Online Support under
entry ID 39980937 (https://support.industry.siemens.com/cs/ww/enlview/39980937)

¢ Manual "PCS 7 Compendium Part D", chapter 3, Online Support under
entry ID 109808463 (https://support.industry.siemens.com/cs/ww/en/view/109808463)

¢ FAQ "Microsoft security updates", Online Support under
entry ID 18490004 (https://support.industry.siemens.com/cs/ww/enlview/18490004)

* GAMP 5 Guide, Appendix S4 "Patch and update management"
* GAMP Good Practice Guide "IT Infrastructure" 2nd Edition, chapter 13

Note

The SIMATIC Industry Support (http://support.industry.siemens.com) provides support for
software updates and project migration.

Migration of the application software

In addition to the system software, the application software may also be affected by an update,
as mentioned above. The scope can range from simple migration of data, file formats or storage
media to the migration of databases and configuration data to complex system migrations
including changes to the hardware and operating system. Migration is the transition to a
technical successor generation.

Siemens offers optimized migration solutions for the transition to SIMATIC PCS 7.

This means that both users of previous Siemens control systems and of third-party control
systems can utilize the benefits of Totally Integrated Automation in their processes, see
"Migration to PCS 7" on the internet (http://w3.siemens.com/mcms/process-control-systems/en/
simatic-pcs7-migration/Pages/simatic-pcs7-migration.aspx).

A customized migration strategy is designed, taking into account the necessary qualification
measures and based on a system analysis, risk analysis, and the relevant general conditions
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System Updates and Migration

10.4 Validation effort for migration

(existing installed base, scheduled plant shutdown periods, etc.). In so doing, the activities for
the system update described in chapter "General procedure (Page 169)" must also be taken into
consideration.

Technical understanding of the individual steps, whether manual or automated, as well as the
consideration of possible error scenarios are the basic requirements for a successful and
efficient validation strategy. It is therefore specially important to involve the appropriate expert
specialists in the planning process.

See also

e  GAMP 5 Guide, Appendix D7 "Data Migration"

*  GAMP Good Practice Guide "Operation of GxP Computerized Systems", chapter 17 "Data
Migration”

10.4 Validation effort for migration

System updates and migrations must be planned, checked and documented. The validation
effort must be decided in consultation with the plant operator. However, the technical expertise
usually comes from the system supplier.

Depending on the scope of the update, the following documents are created:

¢ Change request of the operator,
see chapter "Operational change control (Page 164)"

¢ Migration plan or update plan

* Checklist for installation / migration

* Test specification to ensure functionality after update
¢ Test results together with attachments and deviations

¢ Final report

Test points in the verification
The following test points may be relevant in the test specification to verify the changes made:
* Proper installation of the required software components
* New or changed system functions of this version
¢ Basic functionality of the system, from a technical and user point of view

e GMP-critical functions and parameters, archiving and reports, also the readability of archived
data

e Sample-based tests for automated migration
The migration functionality provided by the system is a product feature, which does not need
to be tested in greater detail in the project application.

¢ Manual adjustments made in addition to automatic migration must be described separately,
documented and adequately tested.
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System Updates and Migration

10.4 Validation effort for migration

The steps should be taken into consideration in accordance with chapter "General procedure
(Page 169)".

Note

As a rule of thumb: The higher the manual engineering effort for a migration/update, there will
be even more associated validation work for the preparation, subsequent test and
documentation.
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Abbreviations

Abbreviation

Description

AS Automation Station

CFC Continuous Function Chart

CFR Code of Federal Regulations (USA)
CM Control Module

CMT Control Module Type

csv File format; but also refers to Computerized System Validation
DCS Distributed Control System

DS Design Specification

EM Equipment Module

EMT Equipment Module Type

EPH Equipment Phase

EPHT Equipment Phase Type

ES Engineering Station

FAQ Frequently Asked Question

FAT Factory Acceptance Test

FDA Food and Drug Administration

FS Functional Specification

GAMP Good Automated Manufacturing Practice
GMP Good Manufacturing Practice

HDS Hardware Design Specification

HMI Human Machine Interface

IEA Import/Export Assistant

IQ Installation Qualification

OLE Object Linking and Embedding

OPC Open Platform Communications

0S Operator Station

PAA Plant Automation Accelerator

P&ID Piping and Instrumentation Diagram
SAT Site Acceptance Test

SDS Software Design Specification

SFC Sequential Function Chart

SMDS Software Module Design Specification
SMMC SIMATIC Management Console

SOP Standard Operating Procedure

SSC SIMATIC Security Control

URS User Requirements Specification
UPS Uninterruptible Power Supply
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Abbreviation

Description

UTC Universal Time Coordinated
VPN Virtual Private Network
VXM Version Cross Manager
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Index

A

Access control, 19, 51
Access protection, 46
Access rights, 49
Add-on, 38
Alarm management, 106
Application software, 81
Archiving, 22, 127
Batch data, 130
Long-term archiving, 34, 131
0S, 34
Process value, 128
Asset management, 165
Asset Management, 112, 136, 144
Audit trail, 20, 21, 113
Archiving, 131
PCS70S, 116
SIMATIC BATCH, 117
Automation License Manager, 141

B

Batch report, 21, 104
Block encryption, 155
Block icons, 84

Block protection, 32
Bulk engineering, 87

C

Category
Hardware, 17
Software, 17, 138
CFC, 31,75, 153
Change control, 15, 113
operational, 164
CM Generator, 87
Condition monitoring, 167
Configuration management, 18, 72
Configuration Studio, 30
Continuous Function Chart, (See CFC)
Control Module Types (CMT), 90
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D

Data backup, 22, 40
Data Backup, 159
Data Integrity, 53
DOCPRO, 145

E

Electronic records, 20, 127
Electronic signature, 20, 122
PCS 7 ES, 127
SIMATIC BATCH, 122
SIMATIC Logon, 122
Equipment Module Type (EMT), 90
EU GMP Guide Annex 11, 13, 20, 122

F

FDA 21 CFRPart 11, 13, 20, 113, 122
Firewall, 55

G

GAMP 5, 14, 138
GMP requirements, 17
Guidelines, 13

H

Hardware, 26
Hardware category, 17

Image, 40, 159, 167
Import/Export Assistant, 31, 73, 88
Industrial Ethernet, 64

Information Security, 28, 53
Information Server, 36

Installation, 41

Installed software, 141

Interfaces, 93

ISA-88.01, 38, 98
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K

Know-how protection, 153

L

Library, 30, 60

Lifebeat Monitoring, 111, 131
Lifecycle model, 13

Load balancing, 94

M

Maintenance, 163
Master data library, 59
Messages

Message classes, 107

Message filter, 108

Priorities, 107
Migration, 169, 170
Model solution, 84
Monitoring, 111
Multiproject, 57

o)

OPC, 36, 96

OPD, 39

Open PCS 7, 36, 96
Operating system, 29, 41, 51
OS Project Editor, 68

P

PAA, 89
Package unit, 71
Partition, 40
Password, 19
PDM, 67

Plant Automation Accelerator (PAA), 31

Plant hierarchy, 63

Printer driver, 39

Process Historian, 35
Process pictures, 92
Process tag type, 82
Process value archives, 128
PROFIBUS, 64

PROFINET, 66
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R

Recipes, 97

Referenced OS station, 58
Regulations, 13

Remote maintenance, 165

Report, 35

Report Designer, 35

Restore, 167

Retrieving data, 23, 114, 147, 149
Risk analysis, 15, 81, 136, 169
Route Control, 32, 104

S

S7-PLCSIM, 33
SCALANCESS, 55
Scripts, 92
Security
Access control, 19
Network, 28, 55
Settings, 44
Security control, 55
Sequential control, (See SFC)
Sequential Function Chart, (See SFC)
SFC, 31,75, 153
Type, 83
Visualization, 34
Shared declarations, 61
SIDSI Backup&Restore, 40
SIMATIC BATCH, 32, 97, 99, 122, 130, 160
Audit trail, 117
Recipes, 97
SIMATIC Logon, 30, 45, 93, 122
SIMATIC Management Console, 112
SIMATIC NET, 64
SIMATIC Route Control, 161
SIMIT, 146
Simulation, 33, 145
Simulation Unit, 146
SIWAREX, 28, 65
Smart alarm hiding, 108
SMMC, 112
Software category, 17, 138
Software modules, 81
Specification, 25
Application software, 36
Basic software, 29
Configuration and design, 37
Hardware, 26
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HMI specification, 37

Operation level, 33

Software design, 37
Startup behavior, 52
Supplier audit, 23
System updates, 169

T

TCiR, 87

Test planning, 135

Thin Client, 94

Third-party components, 23

Time synchronization, 23, 70

Typelinstance concept, 18, 82, 89

Types and templates, 61
Control module, 82
Equipment module, 83
Equipment phase, 83

Typicals, 81

u

UPs, 132

UserID, 19

User management, 19, 30, 41
User rights, 46, 51

\Y

Validation Manual, 14
Verification, 135
Application software, 142
Hardware, 136
Software, 138
Version Cross Manager, 114, 152
Version management, 32, 38, 73, 75
Configuration elements, 72
Images, 79
Scripts, 80
Version Trail, 32, 147, 160
versiondog, 38, 153
Virtualization, 95
Virus scanner, 39
Visualization, 163
VPN, 55
VXM, (See Version Cross Manager)
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Web client, 34, 93
WebUX, 95
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