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SIMATIC HMI Software SIEMENS
Positioning of PC-based standard solutions lngenuity for Uife

Production automation
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WinCC V7.5 - Cloud Connection SIEMENS
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n General

Motivation
What is the Cloud?

How to connect WinCC V7.5 to the Cloud?

Configuration on Cloud
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Motivation SIEMENS
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What is the Cloud? SIEMENS
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There is no cloud.
It is just someone else computer...
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What is the Cloud? SIEMENS

’h&%ni\‘y-{or(n‘fe_
Q Cloud Provider:

“...Cloud computing is shared pools
of configurable computer system
resources and higher-level services
that can be rapidly provisioned with
minimal management effort, often
over the Internet...”

Alibaba Cloud ©%2S“€ Google Cloud IBM Cloud

CLouD
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How to connect WinCC V7.5 to a cloud?

WinCC as data gateway into the cloud
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WinCC Cloud Connector
Add-on license
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How to connect WinCC V7.5 to a cloud? SIEMENS

Iugzmuh‘y for life
MQTT - Default Protocol of loT
»---IS @an open message protocol for machine-to-machine (M2M) communication that
allows telemetry data to be transmitted in the form of messages between devices, Y
despite high delays or limited networks.” |
mosauitto

* is a client-server protocol

+ Clients send messages with a topic to the server
("broker") after the connection has been established

+ Clients can subscribe to these topic

Computer

Publish: “750 F*
MQTT
_’Tupic,,temp,, Broker + Server forwards news of the topic to subscribers
* Messages always consist of a topic and the message
i content.

Mobile device
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How to connect WinCC V7.5 to a cloud?

Schematic representation of the connection using AWS as an example

<
=
G

Configure
Attach policy Cloud Define tags
Connector

Create \ Download
certificate certificates

SIEMENS
lug.enuify«for(nfe.

| Setto

Runtime

Application example ,,WinCC data connection to the cloud “:
https://support.industry.siemens.com/cs/de/en/view/109760955
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How to connect WinCC V7.5 to a cloud?

Configuration in the Cloud (using AWS as an example)

1. WinCC systems are connected as loT devices
2. Via the AWS homepage > Internet of Things = loT Core a new certificate must be created for the connected WinCC

system.

Resource Groups ~ * ifay OPS_CloudAdminEngineer/Lan.. ~ Frankfurt ~ S

History | I p—
N > al e A MR
OpsWorks GuardDuty
& Database Service Catalog Inspector
RDS Systems Manager Amazon Macie &' % Internet Of Things
DynamoDB Trusted Advisor AWS Organizations 10T Core
ElastiCache Managed Services AWS Single Sign-On loT 1-Click
Neptune Certificate Manager loT Device Management
Amazon Redshift CloudHSM loT Analytics
[} Media Services Directory Service Greengrass
Elastic Transcoder WAF & Shield Amazon FreeRTOS
@ Migration Kinesis Video Streams Artifact 10T Device Defender
AWS Migration Hub MediaConvert
Application Discovery Service MediaLive
Database Migration Service MediaPackage [[) Mobile Services ¢Fg Game Development
A close

Frivacy Folicy
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Prerequisite:

The user has created an
AWS account in
advance.

https://aws.amazon.com
/de/account/



How to connect WinCC V7.5 to a cloud? SIEMENS
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Configuration in the Cloud (using AWS as an example)

1. Aseparate certificate must be created for each connected WinCC system.
2. Anew certificate will be created in the AWS loT Service under “Secure” 2 “Certificates”

/;\ OPS_CloudAdminEngineer/Lan... ~ Frankfurt ~ Support v

Services v Resource Groups *

& aws io1 Certificates o m

d3a7e34a3c14dbb78... 5c4a6dd58f1bd16ae7...

ACTIVE ACTIVE

Secure

Certificates
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How to connect WinCC V7.5 to a cloud? SIEMENS
’h&%ni\‘y-{or(n‘fe_

Configuration in the Cloud (using AWS as an example)
1. Aseparate certificate must be created for each connected WinCC system.
2. Anew certificate will be created in the AWS loT Service under “Secure” 2 “Certificates”

Create a certificate

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate Create certificate

authority.

Unrestricted © Siemens AG 2018
24.09.2020



How to connect WinCC V7.5 to a cloud? SIEMENS
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Configuration in the Cloud (using AWS as an example)

1. Download all created certificate files one after the other
2. Then activate the certificate and add a policy in the last step.

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In order to connect a device, you need to download the following:

A ifi for thi:
m?:;‘l icateforthis ccbf923eb7.cert.pem Download e'

A public key ccbf923eb7.public.key Download

A private key ccbf923eb7.private.key Download

You also need to for AWS loT:
A root CA for AWS JoT Download

)
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How to connect WinCC V7.5 to a cloud?

Configuration in the Cloud (using AWS as an example)

1. Create a new policy, following the example of AWS templates (see below)
2. WinCC can currently only write data to the cloud, but not read it back
3. Therefore, only "iot:publish", but not "iot:subscribe" permission is required.

Add authorization to certificate

You are attaching a policy to the following certificate:

cchf923eb786cf5f7f2dbbe2c461b779 40 6

2a2¢f

B WinCCRestricted Hide

{
"Version®: "2012-18-17",
"Statement™: [
{
"Effect”: "Allow",
“Action": “"iot:Publish®,
“Resource”: “*"
}

1
}

WinCC View

PolicyforwinCC View

Create new policy
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How to connect WinCC V7.5 to a cloud?

Configuration in the Cloud (using AWS as an example)

1. The certificate is then successfully created and can be used.
2. As long as no connection to the cloud is established, it is displayed as "inactive"
3. The detailed view of the certificate can be used to retrieve additional information, such as the attached policy

ccbf923eb786¢f5f7f2...

INACTIVE \ ccbf923eb786cf5f7f2dbbe2c461b7797da3894ac401b35ef6c88a235992a2cf
e Actions ~

Certificate ARN

A certificate Amazon Resource Name (ARN) uniquely identifies this certificate. Learn more

arn:aws:iot:eu-central-1 67495175: cert/ccbf9 786cf5f7f2dbbe2c461b7797da3894ac4@

Details

Issuer
OU=Amazon Web Services O\=Amazon.com Inc. L\=Seattle ST\=Washington C\=US
Subject
Policies CN=AWS loT Certificate
Create date
I Policies Nov 20, 2018 8:22:24 AM +0100
abd Effective date
WinCCRestricted Nov 20, 2018 8:20:24 AM +0100
Expiration date
Jan 1, 2050 12:59:59 AM +0100

24.09.2020
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How to connect WinCC V7.5 to a cloud? SIEMENS
’h&%ni\‘y-{or(n‘fe_
Configuration in WinCC V7.5

Enter connection information Test connection via "Test Add Cloud Connector to the
Connection Start-Up List

To5 ;

Skl e eI General Statup Patameters Graphics Runtime  Runlime
Cloud Providers Amazon Web Services (MQTT) v | Broker Address: |‘a1gqdhwsip1p69-ats.Jot. u-west-L amazonans, com WinCEC: Runtime Start Up Orcer
Broker Address: | a1ggdhwslpl p69-ats,iot. eu-west-1,amazonaws.com I :::r :;‘os [= Iot—':i cript Fie

= latm Lo ime
Broker Port: | 8883 l station ame: — Tag L“ﬂg‘;‘gﬁm‘im
F!epm‘l Runhm_e

Device Setting [T Chanpad flses ol Ear:::;; g::’:rau:e Fleport /SEQPROT

oty User Archive
Station Name: — Ty [AoudCormedto wt o] (2] Cloud Connector

Client Certificate: | emectorCerticate)3da87 cBec-certificate.pem.crt | | ... |
Lo Cheed yshoms Oniy Client Key: iCmme:tu’\(mixal:\wl(ﬂec-pmdz.pemMy ‘ ‘]
Security = =
CA Certificate: | “iCloudConnectoriCertificatelAmazonRootCAL Sem | [7 Tenant Name: —

% - = . User Narme: e
Client Certificate: |mctotl,Certiﬂcatel.Sdaa?lcBec-certlﬁcate.pem.crt | I o ; e
g Passwore
Client Key: |:onne:tnr\CertiFmte\?da‘&?l:Bec—pr‘wate.pem.key| ’_— e = ] ] i
—_— e ]
Mindsphere (|
Tenant Name: -
User Name: AT e ) .
e B—— Certificates must be stored in the following folder :
T | C:\Program Files (x86)\SIEMENS\WinCC\CloudConnector\Certificate
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How to connect WinCC V7.5 to a cloud? SIEMENS
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Configuration in WinCC V7.5

Settings

&p aws o1

Custom endpoint ENABLED

Find the Broker Address:

This is your custom endpoint that allows you to connect to AWS loT. Each of your Things has a REST API available at this endpoint. This

Moni . . " . . k
ordtor is also an important property to insert when using an MQTT client or the AWS loT Device SDK.
Onboard Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.
Manage Endpoint
C Cloud Connector Settings
. Greengrass alggdhuslpip69-ats.iot.eu-central-1.amazonaws.com

Cloud Providers ‘Amazon Web Services (MQTT)

Broker Address: I ok eu-west-1 com ‘ Secure

Broker Port: [8883 ‘ Defend

Device Settiny
Act

Station Narme: —

[J5end Changed Values Only Test

Security . r -
b B A,

Ch Certiicate: [ActousCannectoriCentfcatetamazontiootcat.bem | | .

Client Certificate: I innector\Certificate3da87 L cBec-certificate. pem.crt | |

Client Key: I Zonnector|Certficate|3da87 1 cBec-private. pem.key I

OTeaTE

Mindsphere

Tenant Name: - Settings

User Name: T et Learn

Password: (TTETTT T

Test Connectian o ]| comcel
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How to connect WinCC V7.5 to a cloud? SIEMENS

Configuration in WinCC V7.5

* In the WIinCC data household, flag
the corresponding tags with the
"WinCC Cloud" flag and define a
cycle for the transmission.

 Currently only process values can be
sent to the cloud

Unrestricted © Siemens AG 2018
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{1 Tag Management - WinCC Configuration Studio

Eile Edit View Tools Help

Tag Management  « [Fmd i '] # Properties - Tag »
=11 Tag Management Name ~ || 2 Options ] A
-5 Internal tags 1 [rPM Computer-local T

# CloudTags | 2 [Temperatur |Synchronization

@ Peformance 3 |3 Runtime persistence

# ProcessHistorian || 4 DL Pt TG

; . [ 5 OPC read protection

& Script . Good Manufacturing Practices

# TagloggingRt = 8 |Various
: :f-i Structure tags I Creator ID o

[ : Last Change 10/25/2018 2:17
f E Structure tag element
ilila Tag Management 10 Structure type
11 Structure tag
g Alarm logging 12 Structure type element
) 13 _Structuce.fype.slement.numher
JJ] o0 Logaing 14 E WinCC Cloud
Text Library 15 WPCC Cloud v
= 16 WinCC Cloud Cycle 10s
iﬁ User Administrator 17
18 |




How to connect WinCC V7.5 to a cloud? SIEMENS
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How does the WinCC Cloud Connector work?

Data is collected in "packets" which contain X* values and then sent

If sending has worked, the “packet" is deleted

If the " packet " could not be sent, it will be saved and will try to send again at the next
run.

Buffer of default 1000 values across all " packets "

* X is the number of values per cycle to be sent.
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How to connect WinCC V7.5 to a cloud? SIEMENS
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Configuration in WinCC V7.5 - Transmission test

° Via IOT Core 9 TeSt ik Services ~ Resource Groups ~ *
° S u bscri ptio n top i C CO nSiStS @ S MQTT client ® Connected as iotconsole-1542632837298-0 *

StationName/Project/Tag ..

Subscribe to a topic
Subscribe

Publish to a topic

Subscription topic

Greengrass
Secure W . L. %

i aWeiare /obe tahth WebinarDemo/EcoLe_Light/Line1.GoodPieces Subscribe to topic
Defend

Act e =

I Test 100

Quality of Service (@
0 - This client will not acknowledge to the Device Gateway that messages are received

1 - This client will acknowledge to the Device Gateway that messages are received
MQTT payload display
@ Auto-format JSON payloads (improves readability)

Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)
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How to connect WinCC V7.5 to a cloud? SIEMENS
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Configuration in WinCC V7.5 - Result

aws Services v Resource Groups v * ;:\ OPS_CloudAdminEngineer/Lan - Frankfurt ~ Support v

» Connection from WinCC to
AWS is established & aws o7 MQTT client ®

- Tags marked as "WinCC
Cloud" are displayed —
together with name and B et o i ot
timestamp. Seaure e WebinsrDemo/EcoLe_ Light/Line1 GoodPieces [ pustisn o opic |

Connected as iotconsole-1542611827758-0 ~ @

Subscriptions ‘WebinarDemo/EcoLe_Light/Line1.GoodPieces Export Clear Pause

- Data processing and | L :
storage in the cloud are | v
the task of the user!
WebinarDermojEcoLe._Light/Line1 GoodPieces New19,2018 52748 AM +0100  Export _Hide
{

“time": "2018-11-19T@7:27:47.2837",
"name": "Linel.GoodPieces",
"value": 22,

"qualityCode™: 128

}
oftwars
Settings WebinarDemo/EcoLe_Light/Line1.GoodPieces Nov 19, 2018 8:27:47 AM +0100 Export Hide
Learn {

"time"”: "2018-11-19T87:27:46.2837",

@ Feedback (@ English (US) ® 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserve Privacy Policy ~ Terms of Use
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How to connect WinCC V7.5 SP1 to Mindsphere? SIEMENS
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Configuration in Mindsphere

MindConnect loT Extension

MindSphere [> . . . :
PN o Ecension « Device registration 1new device

Display as Auto

MindConnect loT Extension Q wmap Mo
MindSphere ragEtar di
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How to connect WinCC V7.5 SP1 to Mindsphere? SIEMENS
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Device registration in MindSphere loT Extension

¥

#o

REGISTER DEVICES

DEVICE INFO REGISTRATION
3 . DEVICE INFO REGISTRATION
Select one of the available options )
Device ID

Find your device type in the Device Guides to get more information.

& EDWCC755P1-158 Device registerad.
Fo General device @lstratlon > Turn on the registered device(s) and wait for connection(s)
S ) ) ) Add o group to be established. Once a device is connected, its status will
B Bulk device registration > WinCC Stationen o change to "Pending acceptance”. You will need to approve it

by clicking on the "accept” button.
® E=DwCC7ssPi-158
Cancel Add another device
Complete
Back Next
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How to connect WinCC V7.5 SP1 to Mindsphere?

Configuration in WinCC V7.5 SP1

Enter connection information

ARG C Cloud Connector Settings *
Cloud Providers MindSphere {MindConnect [oT Extension) ~

Broker Address: || magtt.mciokextension, eul,mindsphere.io ||
Broker Port: | see3 |

Device settings

1
Skation Name: || EDW/CC755P1-158 I
[ send Changed Yalues Crly
MindSphere E!:
Register WinCC as device For MindConnect 10T Extension to establish the Register
connection.
The station name corresponds to the device 1D when registering the
MindConnect device.
‘fou can no longer change the configuration after the registration. Uriregister

User name: | |

Password: | |

Tesk connection O Cancel

Unrestricted © Siemens AG 2018

Register device

Clowd Providers MindSphere (MindConnect IoT Extension) w
Broker Address: [ migtt. moiokextension, eul.mindsphere.io |
Broker Port: 8883 |
Device sattings

Station Name: EDWCC7S5P1-158 |
[Jsend Changed Yalues Only

MindSphere

Register WinCiC as device For MindConnect IoT Extension to establish the
connection.

The station name corresponds to the device ID when registering the
MindC ik

You cd gncc Cloud Connector Configuration

’
Usern The configuration is saved prior to registering WinCG{ |
Confirm the device registration in MindConnect I?t Extension with
Passwi "Accept”. # |

¥

Cancel

SIEMENS

’h&%mi\‘y for (ife.

"5 WInCC Cloud Connector Settings

Cloud Providers MindSphers (MndConnect ToT Extension)
Broker Address: ‘ matt.meiotextension.eul mindsphere,io

Broker Port: ‘ 8883

Device settings

Station Name: {EDWCCTSSPl-lSS

[(]3end Changed Values Crily

Mindsphers
Register WinCC as device For MindConnect loT Extension ko establish the

: Reqgister
connection.
The station name corresponds to the device 1D when registering the
MindConnect device,
You can no langer change the configuration after the registration, Unregister
User name: ‘ device_EDWCCTFSSPI-158

L

Password: | wee

Test connection OF Cancel Help




Use Cases for Cloud Connection

- Dashboards with KPIs based on WinCC values

* Openness towards Cloud Communication

- Cloud based applications already exist at the user's site

- Comparability across several stations worldwide / nationwide

2325.00  1550.00 @
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Thank you very much for your attention! SIEMENS
’h&%ni\‘y-{or(n‘fe_

Mark Karalapillai
HMI Product Manager
DF FA HMI

mark.karalapillai@siemens.com
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Subject to changes and errors. The information given in this document only contains general descriptions and/or performance features which may
not always specifically reflect those described, or which may undergo modification in the course of further development of the products. The requested
performance features are binding only when they are expressly agreed upon in the concluded contract.

All product designations, product names, etc. may contain trademarks or other rights of Siemens AG, its affiliated companies or third parties.
Their unauthorized use may infringe the rights of the respective owner.
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