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Industry requirements for
Distributed Control Systems

In the context of diqitalization

Process Indugiries
‘ Global Life Cycle

Collaboratlon/ \compatlblllt)’/ |
@ Intuitive Modular
\user guidance / \ Automation
Scalability Lifecycle
from small units
integration
to large plants
Combining
‘ the real and . ‘

the virtual
world
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- How to find the perfect way between -
mnovatlon and continuation ety for e
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The journey begins with SIMATIC PCS 7 SIEMENS

Il«\gf»\uf\ly for Ufe

SIMATIC PCS 7 Version 9 opens up new opportunities
with its new hardware platform based on PROFINET
standard:

With SIMATIC PCS 7 Version 9 Siemens has recently
Introduced such an innovative hardware ...

... that we can build the most innovative system software on it.
The Process Control Innovation in 2019/20: SIMATIC PCS
neo.

With PCS 7 Version 9 users are very well prepared for a
Digital Future.

The Process Control Innovation that saves your Know-
How and protects your invest!
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* your HW
e invest!



Motivation for a new Software Architecture

~ ... using the same
application
architecture as
. SIMATIC PCS 7...




Siemens DCS portfolio with PCS 7 and PCS neo
covers all customer requirements ... and allows

SIEMENS
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sall easy switch Integrated Safety @
Batch ©
- 0 Integrated Simulation () (ggﬁtdogflienres

® Controller .
the time to

® F-Periphery switeh.
. Ex-Periphery

) Versioning ()

‘ O —

\ Multi-usero
Engineering =<

. SIMATIC PAA . Compact Field Unit

SIMATIC PCS neo

* Engineering efficiency Maximum

Investment and know-how
protection through common
HW and application

ONE HARDWARE PLATFORM architecture!

SIMATIC PCS 7



Industry focus for starting phase of V3

(]
&B

» Possible: all applications without « Conti processes (e.g. sugar)

e
Water

desalination LL
« Limitations: tele control
L] g* » Possible: auxiliary plants (water A < °* Possible: non critical conti plants
a =S| treatment, HVAC), energy data = (e.qg. bio fuels), auxiliary plants (e.g.
fe management, pilot plants / test GE) water treatment), pilot plants / test
- plant c plant
» Limitations: Main process, GMP, o Limitations: batch, integrated
Audit-trail, Batch failsafe

SIMATIC PCS neo addresses the broad market as it is later aiming at all industries!
Any concrete opportunity needs individual evaluation!
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Take a closer look ...
From Engineering to Monitoring & Control
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[ SIMATIC PCS neo b4 +
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! siIMATICPCSneo  INMTestPlant

Project Edit Session ©Online Tools Views

Equipment
Q
—~ m JNMTestPlant
7 m MyFirstFolder
&, MyFirstFolder_PDH
O MyFirstDisplay
[ @ MyFirstMotorCFC
[F MyFirstSFC
& MyFirstValveCFC
— m Utilities
—~ m Fresh Water
[ mm F-101
[ mm T-201
— m W-001
[> # LSL-001
[ = P-001
= T V-001
O Fresh Water
[> m Waste Water

Equipment

e .
] & Utilities_PDH

= O Urilities

T & OverviewDisplayHierarchy
=

[n)

=

B

(=]

o

o

@

s

[a]

0 (0] (0] HFeedback

e |m B o

Help

R |

: ValveCFC

[n]

k. Dataflow

ontrol flow

o
1)

rch

V-001

VivL

Valve - Large

M5_Release —
CrpEr —

RdyToStart —

0 — OpenAut
0 — ClossAut
0 — ModLiCp
0 — AutModLi
0 — ManModLi
0 — LocalLi

0 — Oosl

0 — Openlocal
0 — CloselLocal

FbkCpen
FbkClose

ZS0-001
ZSC-000

1 — Monitor
— MonTistatic

1 — MonSafePos
0 — RstLi

1 — Permit

1 — Intlock

1 — EnAcquire
Fa

— MonTiCynamic

o % O

Engineering neocadmin ..“"

X

@ MyTestsesssion

X Libraries
Q @[100% v Project library v Q
~mlypes
> mDrives

Interick

> @intlkO4
> mlLogicDi
> mMonitor
masterCopy
[ mTemplates

ManAct —
CosAct —
FbkOpenOut —
FbkCloseOut —

AlarmsD_Co.. —

Read-only mode

101d ?:]

sale



cqQuipment Process displays
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neo Usability SIEMENS
The new Workbench Concept

 Highly intuitive

1 | Header User Interface

2 | Navigation * One workbench for all
3 | content applications and tasks
4 | Sidebar « Reduced workflows,

steps and complexity

5 | Feedback bar

» Guides new users

* Maximum efficient
engineering

One easy to use workbench for all tasks and users!



neo Usabllity

Message
P&ID
Diagnosis
Process Flexible
Mainte diagnostics number
-nance of 10s
@% Operating manual J |— Online Help

! : SIEMENS
One object-oriented system platform e

« Consistent data
management
thanks to object-
oriented data
model

* Achange in the
process object
IS Immediately
updated in all its
other facets

Easy handling and change of objects — with a few clicks to any information!



Imagine the situation...

The answer

The benefits




Imagine the situation...

The answer

The benefits







neo System Access SIEMENS
Zero Installation Client

@Web Client E @
Optional

( )----% [Iin———i

License Dongle Terminal Server

o A AL — A @ _ |
GO < o TGN DU Hq i e oy

RDP
Remote

aCCess
l

Web Client

Administration
Console DMZ

The possibilites of system access allows new ways of cooperations and business models between all partners
in plant engineering and operation like Solution Partners, End Users, EPCs and Siemens. An important ability
also in the future of modular plants.



Imagine the situation...

The answer

The benefits

,,l@nl%gi,aie;sy'stem

~access at any time, from
any,location and any
end device!”




Imagine the situation...

The answer

The benefits

bétter cross site
ollaboration.and improved

plant performance!”

,O;he/zre/ntml control room
‘ Al —y
_with access to all plants for




Process Automation — THINK neo.




neo Scalability

1l SIEMENS
Highly flexible plant architecture — one example of many possible lngenuity for Ufe

ES [ M&C
hCIlent Station = ‘

i ESM&C

PC/ Server .
cton - I |‘ - (I

contoter staton [ MRS

SIMATIC PCS neo architecture adaptable to all requirements -
from smallest lean systems with one single station up to huge redundant systems.

The user selects client
function in the web browser.

Available Software

Modules

Administration Console
Engineering

Monitoring & Control
Process Device Manager
Process Historian
Information Server



neo Scalability

1l SIEMENS
Highly flexible plant architecture — one example of many possible lngenuity for Ufe

‘ES M&C
e

PC/ Server
Stations

i ESM&C

;Cllent Statio

contoter staton [ MRS

SIMATIC PCS neo architecture adaptable to all requirements -
from smallest lean systems with one single station up to huge redundant systems.

The user selects client
function in the web browser.

Available Software
Modules

« Administration Console

Engineering

Monitoring & Control

Process Device Manager

Process Historian

Information Server



neo Scalability

Global standardization from single Process Object to Unit

Process Object and Equipment Module
Control Module Template : Template

Partial automation solution
based on templates

SIEMENS

Il«\gbv\ui\ly {br Ufe,

» Scalable engineering
templates, from devices to
equipment to process units

« Seamless system expansion

» Time and cost savings by re-
using pre-tested engineering
templates in different
projects

* Risk minimizing during
engineering, commissioning
and operation

Re-usage of pre-tested templates increases efficiency in engineering, maintenance and scale-up.



neo Scalability: Modular Automation*
A major lever to boost engineering efficiency

From modularization of a plant ...

| B
= .

UnitA UnitB UnitC UnitD

... to modular production

.'0 .' %

UnitA UnitB UnitC UnitD

SIEMENS

Ih?ehuffy for ufa

» Modules/ Package units with an own

automation interoperate with an
orchestration DCS System via the
open Industry Standard MTP
defined in working groups at ZVEl,
NAMUR and ProcessNet.

Better interoperability with easy and
flexible integration of manufacturer
independent process modules.

Plug-and-Produce on the
technological level.

SIMATIC PCS neo realizes the modular plant approach and MTP in it’'s complete engineering philosophy!

*Limited MTP scope with SIMATIC PCS neo V3.0



neo Scalability: Modular Automation SIEMENS
Integration based on open standards: Module Type Packages Ingremuity for Life

—

1
Module Automation Engineering Visualization & Orchestration
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Imagine the situation...

The answer

The benefits

,,Easy ada ion to changing
plmﬂrﬁffmduct:on
requirements, with a

2an Iessly scalable system!

’Il




Imagine the situation...

The answer

The benefits

| ex an ,lon' through easy
pa age unit integration

)o"l i of
>







SIMATIC PCS neo

Multi-user Engineering builts on 3 major pillars*

Easily give
access to the
experts who
need it.

Using any device at
any time

For modern working
structures in the
process industries
(Future of Work)

SIEMENS

Ihg,wui\'y {or (Xft

Real co-working in one
file

Lock parts for you
(transparently shown to
all project members)
Afterwards publish
changes to the team




- neo Collaboration
Flexible multi-user projects on one central data basis

SIEMENS

Ib\g,ehuify {or U{Q.

Multi users can work on the
same project at the same time
from any location

Flexible engineering (split by
process area or engineering
task)

Always consistent information
ensure high engineering quality

Supports highly efficient
commissioning

Reduced time to market due to
parallelization of workflows

New cooperation models and working structures for international teams -
Highly attractive for the best employees! Increasing engineering quality and efficiency!



- neo Collaboration SIEMENS
Flexible, late hardware binding lngenuity for Life

» Possibility of parallel
Hardware and Technological
Engineering

* Change hardware at any
time

» Flexible project engineering

« Complete projects faster
and more flexible

« Ensure highest project

Realizing tasks in the order that fits best to the project —independent from any system restrictions!



Imagine the situation...

The answer

| = ]
i —— —
== .3 —

,,Proje&t tasks can be

ecmﬁagobally in parallel

/"wcﬁ’m eans a faster time-
__to-market!”

_ 1 L

The benefits




Imagine the situation...

The answer

n’ﬂ”ﬁ!t/aﬁfous and The benefits
ependent work enables

t management of

global loop-checks!”
K J L
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- SIMATIC PCS neo Security -
_ as atop priority today and tomorrow gensity forGe




. Defense-in-Depth
Security Architecture

— . I
\ Plant security
| * Physical access protection

il

x ‘T.:‘:'E_. \
E&T:’& e 2 * Process and guidelines
o ., * Holistic security monitoring
. L .
. B -y e-n B i ‘ b IIIIIIIIIIII.I.'
' \o——— Ve,

Network security
* Cell protection

* Firewalls and VPN

N
IIIIII\IIIIIII..

I
.-/__‘.,‘,S.ecurit'y threats
-3 ”%:d'e;mand action
0
*

IIIIIIII>

—
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v « System hardening
=% » Process and guidelines
Patch Management

o o :
' Detection of attacks
Authentication and access protection



System integrity SIEMENS

Patch Management ey forbite

@Web Client E @Web Client ReRrEOPte
acc:ess

( - Py -

‘ | T Dongle Administration Console: Terminal Server
“iﬂmr « SW Administration Windows Domain
— Mﬂﬁm ] « Security Administration Server
* Inventory DMZ
Administration . | jcense Management
Console » User Management

« SIMATIC PCS neo integrated central patch management with Administration Console allows to fix security
vulnerabilities ,quickly and without effort"
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Bonusinfo

\ -~ SIMATIC PCS neo hjemmeside: siemens.com/simatic-pcs-neo

* Delivery Release SIMATIC PCS neo V3.0: SIOS ID: 109772289

y -

i “,qm'”



siemens.com/simatic-pcs-neo
https://support.industry.siemens.com/cs/document/109772289/delivery-release-simatic-pcs-neo-v3-0-?dti=0&lc=en-US

Kontakt 0S

Jens Norling Mathiassen

\(ens norling-mathiassen@siemens.com

Geﬁse Weblnar og download

#e’l%vant materiale pa
www.siemens.dk/di-webinarer
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