SIEMENS DATA PRIVACY TERMS

Customers control
their personal data
Siemens may need to process your personal data to provide the services agreed
upon. In this context, Siemens is contractually bound by the provision of the
“Data Privacy Terms” (DPT) as published at www.siemens.com/dpt (“DPT”).
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The DPT, inter alia, contain the following elements:

Protection of personal data by adequate technical and organizational
measures
Siemens wants to enhance your trust with contractual commitments to the security measures we implement to protect
personal data. Therefore, the DPT contain a description of the technical and organizational measures Siemens
implements, including measures to establish the ongoing confidentiality, integrity, availability and resilience of
processing systems and services.

Transparency and control over subcontractors with access to your personal
data (so-called subprocessors)
All subprocessors are bound by additional agreements with Siemens that are as stringent as Siemens’ DPT. Additionally,
Siemens provides its customers with full transparency about all subprorcessors Siemens commissions. A list of
subprocessors used by Siemens is available at www.siemens.com/dpt. Here you may sign-up for proactive information of
any changes to our list of subprocessors, giving you the opportunity to object to new subprocessors (subject to the
conditions of the DPT).

Access to your personal data
Neither Siemens nor our subprocessors access your personal data unless access is required to provide you with the
contractual services. Siemens ensures that any personnel who are involved with the processing are subject to stringent
confidentiality obligations.

Audits
To show that we and our subprocessors comply with our data protection obligations, we grant audit rights to customers.
This allows you to request reports and information documenting our and our subprocessors’ compliance with data privacy
laws and the DPT.

International data transfers
When services provided to customers located within the European Union, the European Economic Area or Switzerland
require the transfer of your personal data across international borders, we offer adequate transfer safeguards as required
by applicable data protection laws. These safeguards include the Standard Contractual Clauses (EU) 2021/914 as of 4 June
2021 and Binding Corporate Rules. Within the list of subprocessors published at www.siemens.com/dpt we clearly identify
the respective transfer safeguards implemented per subprocessor. To learn more about our approach on international
data transfers in light of the Schrems II ruling” (case C-311/18) of the European Court of Justice, click here.

Personal data breaches
Siemens knows and understands that customers may be subject to personal data breach notification obligations under
applicable law. Therefore, Siemens (together with its subprocessors) has processes in place to promptly inform and
support the customer (subject to the provisions of our DPT) in case Siemens has knowledge of a personal data breach
incurred at Siemens or any of its subprocessors.
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