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Additional Data Privacy Terms Annex for Grid Edge Suite 

Annex I to DPT (and, where applicable, the Standard Contractual Clauses) 

Description of the Processing Operations  

This Annex contains a specific description of the processing operations (including, but not limited to, the subject-matter of the processing, the 
nature and purpose of the processing, the type of personal data and categories of data subjects) for the Offering Grid Edge Suite. It replaces Annex 

I of the Data Privacy Terms document available at www.siemens.com/dpt.   

A. LIST OF PARTIES 

Customer (and, where the Standard Contractual Clauses apply, data exporter):  
Name, address and contact person’s name, position and contact details: Name and address of the Customer as well as contact details of a contact 

person are contained in the Agreement and/or collected as part of the Customer onboarding process. 
Role (Controller/Processor): Customer acts as Controller for the processing activities provided by Siemens vis-à-vis Customer and, as the case may 

be, as Processor under the instructions of its Further Processors for Processing activities provided by Siemens vis-à-such Further Controllers. 
 
Provider (and, where the Standard Contractual Clauses apply, data importer):  

Name, address and contact person’s name, position and contact details: The provider / data importer proving the Processing services hereunder 
is the Siemens company specified in the Agreement. Point of contact for data privacy inquiries is the Office of the Siemens Data Protection Officer, 

Werner-von-Siemens-Straße 1, 80333 Munich, Germany, E-Mail: dataprotection@siemens.com.  
Role (Controller/Processor): Siemens acts as Processor Processing Personal Data on behalf of Customer and, as the case may be, Customer’s 

Further Controllers.  
 
B. DESCRIPTION OF TRANSFER / PROCESSING OPERATIONS 

Categories of data subjects whose Personal Data is transferred/Processed 

 employees,  
 contractors, 
 suppliers, 
 business partners, 
 customers of the customer; 
 business partners; and 
 other individuals whose Personal Data is stored on the Offerings and/or is Processed in the context of providing the Offerings. 

Categories of personal data transferred 
The Personal Data transferred/Processed concern the following categories of Personal Data: 

 contact and user information, including name, address data, phone number, email address, and time zone;  
 system access, usage, authorization data, operating data and any system log-files containing Personal Data or any other application-

specific data which users enter into the Offerings; and 
 where applicable further Personal Data as determined by Customer and its Further Controllers by uploading or connecting it to the 

Offerings or otherwise granting access to it via the Offerings. 

Sensitive data transferred (if applicable)  

The Offerings are not intended for the processing of Sensitive Personal Data and Customer and its Further Controllers shall not transfer, directly or 
indirectly, any such Sensitive Personal Data to Siemens. 

 
The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis) 
Siemens hosts Personal Data on behalf of Customer and, as the case may be, Further Controllers. 

 
Nature of the processing and purpose(s) of the data transfer and further processing 
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Siemens and its Subprocessors will process Personal Data to provide the Offerings to Customer and the individual users. 
 

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period 
The Personal Data will be retained for the period of the Agreement. Customer has the ability to rectify, erase or restrict the Processing of Personal 

Data via the functionalities of the services, or (ii) Siemens rectifies, erases or restricts the Processing of Personal Data as instructed by Customer. 
 

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing 
The subject matter, nature and duration of the processing are specified per Subprocessor in Annex III.  
 

COMPETENT SUPERVISORY AUTHORITY 
For Customers located in the European Union, the supervisory authority responsible for the Customer shall act as competent supervisory authority. 

A list of the supervisory authorities in the EU is available here: https://ec.europa.eu/justice/article-29/structure/data-protection-
authorities/index_en.htm  

 
 

Annex II to DPT (and, where applicable, the Standard Contractual Clauses) 

Technical and organisational measures 

The description of the technical and organizational measures (TOMs) for the Offering “Grid Edge Suite” implemented by Siemens and its 

Subprocessors to protect Siemens’ and Subprocessors’ IT-systems and applications is contained in Annex II of the Data Privacy Terms document 
available at www.siemens.com/dpt. 

 

Annex III to DPT (and, where applicable, the Standard Contractual Clauses) 

List of approved Subprocessors  

Entities engaged in the storage/hosting of content 

Entity Name, registered address 
and contact 

Data Center Location Transfer Safeguards in case of 
Restricted Transfers 

Entity name: 
Amazon Web Services Inc. 

Registered Address: 
410 Terry Avenue North Seattle,  
WA 98109 United States 

Germany ☒ No Restricted Transfer 

☒ Standard Contractual Clauses 

☐ Processor BCR 

☐ Other: _____ 

Entity name: 
Zuora Inc 

Registered Address: 
3050 South Delaware Street,  

Suite 301   
CA 94403 San Mateo, USA 

United States ☐ No Restricted Transfer 

☒ Standard Contractual Clauses 

☐ Processor BCR 

☐ Other: _____ 

Entity name: 
Keylight GmbH 

Registered Address: 
Kantstrasse 24  
10623 Berlin, Germany 

Germany ☒ No Restricted Transfer 

☐ Standard Contractual Clauses 

☐ Processor BCR 

☐ Other: _____ 
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Entity Name, registered address 
and contact 

Data Center Location Transfer Safeguards in case of 
Restricted Transfers 

Entity name: 

Freshworks, Inc. 
Registered Address: 
1250 Bayhill Drive, Suite 315, San 

Bruno, CA 94066 

European Economic Area ☒ No Restricted Transfer 

☒ Standard Contractual Clauses 

☐ Processor BCR 

☐ Other: _____ 

Entity name: 

MongoDB, Inc. 
Registered Address: 

1633 Broadway, 38th Floor, New 
York, New York 10019 

Germany ☒ No Restricted Transfer 

☒ Standard Contractual Clauses 

☐ Processor BCR 

☐ Other: _____ 

 

Entities engaged in the Processing of Personal Data for non-storage/hosting purposes 

Entity Name, registered address 
and contact  

Country/Region where 

Processing is performed 

Description of processing 
operation 

Transfer Safeguards in case of 
Restricted Transfers 

Entity name: 
Siemens S.p.A. 

Registered Address: 
Via Vipiteno 4, 20128 Milano, 

Italy  

Italy Access to Personal Data for 
maintenance and customer 

support cases 

☒ No Restricted Transfer 

☐ Standard Contractual Clauses 

☐ Processor BCR 

☐ Other: _____ 

Entity name: 

Siemens S.p.A. 
Registered Address: 

Ronda de Europa, 5, 
Tres Cantos 28760, Spain 

Spain Access to Personal Data for 

maintenance and customer 
support cases 

☒ No Restricted Transfer 

☐ Standard Contractual Clauses 

☐ Processor BCR 

☐ Other: _____ 

Entity name: 
Siemens plc 

Registered Address: 
Faraday House, Sir William 

Siemens Square, Frimley, 
Camberley, Surrey, GU16 8QD, 

United Kingdom, Registered in 
England and Wales no: 727817 

England Access to Personal Data for 
maintenance and customer 

support cases 

☒ No Restricted Transfer 

☐ Standard Contractual Clauses 

☐ Processor BCR 

☐ Other: _____ 

Entity name: 
Siemens Technology and 

Services Private Limited 
Registered Address: 
Kandanchavady, Perungudi, 40  

M G R Salai, 600096 Chennai,  
India 

India Access to Personal Data for 
maintenance and customer 

support cases 

☐ No Restricted Transfer 

☒ Standard Contractual Clauses 

☐ Processor BCR 

☐ Other: _____ 

 


