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* U306peTaTenbHOCTb AN XKU3HU



golar park

nd ystria

crime
consuf

SIPROTEC 5

MHHOBaALMOHHbIA, MOOYNbHbIA, KAUECTBEHHDbIN

Bonee 100 neT onbiTa M 3HAaHUMH
KomMmnaHun CuMMeHc B obnactu
penenHoMn 3aLnTbl NexkaT B OCHOBE
co3paHua SIPROTEC 5: mogynbHOro
N HEBEpPOSITHO rMOKOro nokoneHus
BbICOKOUHTEIeKTyanbHbIX LUh-
poBbIX ycTporcTB P3A onsa 3aLuTbl
ceTeun cpegHero, BbICOKOro u
CBEpPXBbICOKOI0 HanpsXeHus, 0ob-
eQMHUBLLEro B 04HOM yCTPOMNCTBE

yHKLUM:
— 3aLMUThbl

— ABTOMAaTU3aLuUM

- yl'lpaBHeHMFI M MOHUTOPUHIa
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maBHble 0COBEHHOCTHU:

UckntounTenbHas MHAUBUAYANbHOCTb
CB0DOOAHO KOHHUTYpHUPYyEMbBIE TEPMUHANDI
no3sonAtoT pa3paboTaTtb ahheKkTUBHOE U
3KOHOMMWUHOE pelleHue, KoTopoe byaeT
MOMHOCTbIO NOKPbIBaTb NOTPEOHOCTU B TeueHUe
BCEro CpoKa aKcnnyaTauuu.

KoMMyHHKaTUBHOCTb

bnaropapa HOBOW apXMTEKType CUCTEMDI
TexHonorua obmeHa MHOpPMaLMeit nepeLuna Ha
6onee BbICOKWI YPOBEHb.

MHorosagauHocTb
EnuHbIi pabounit npouecc

MHCprMeHTbI nocnenoBaTesibHOro UHXXUHUPKUHTa OT

NPOEKTUPOBAHWUA CUCTEMbI IO €e IKCNnyaTauuu
obneruatoT paboTy nonb3oBaTens U NOMoratoT
YCOBEPLUEHCTBOBATb CUCTEMY.

be3onacHocTb

MHoroypoBHeBas CTpyKTypa 6e30nacHoCTu
npefocTaBiseT Nofib30BaTeNto MakKCUManbHYHO
CTeneHb 3aLMLLEHHOCTU U HAOEXHOCTU YCTPOMCTB.

Mpenmyuiecrtea
° AnnapatHas 1 nporpaMmHasa MOAynbHOCTb

° EpunHaa nnatdopma ycTponcts obecneunBaer
OLHOTUMHOCTb BCEW CUCTEMDI

* be3onacHoCTb nepcoHana o6opy,qosaHm|

° OnTMMMK3aumA 3aTpaT Npu nepBoHauvanbHbIX
MHBECTUUHUAX, O6CJ'Iy)KVIBaHVIM M pacllnpeHnmn
CUCTEeMbI

° YpobHana akcnnyaTauma 1 HacTpokka bnarogaps
MHTerpupoBaHHbIM B DIGSI 5 nHcTpymMeHTam
KOMMJIEKCHOTO MHXXWHUPUHTA

° HapexHble n 3(hHEKTUBHbIE PELLUEHWA B UACTH
KOMMYHUWKaL 1K

e CoOTBeTCTBUE CTPOrUM TpeboBaHUAM
knbepbesonacHocTH



SIPROTEC 5

HapeXHbl, NpoOBEpPEHHbIN U COBMECTUMbIN

rapaHTMpOBaHHOE KauecTBO U COOTBETCTBUE CTaHAApPTaM — noaATBepXAeHO He3aBUCUMbIMU MeXAYHapPpO4HbIMHU

UcnbiTaTesIbHbIMU I'Ia60paTOpMFIMM
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JNnHevika yctpovicte SIPROTEC 5 - pewieHune ntoboi 3apaum

Twun 3aWwuThl Tun ycTpoicTBa

Tun 3awWwuThi Tun ycTpoicTBa

TokoBas 3awWwuTa
MHOroyHKLMOHanbHOe YCTPOMUCTBO

TOKOBOW 3aLLM1Tbl U yNpaBneHus 7S)81, 75J82, 75J85

3aluMTa NMHUI 3neKTponepenaum

,D'MCTaHLlMOHHaH 3alinTa NTUHUK C

dyHKLMEeN ynpaBneHns 7SA82, 7SA86, 7SA87

[uddepeHuranbHas 3almuTa TMHUK C

dyHKUMeN ynpaBneHus 75D82, 7SD86, 7SD87

KombuH1poBaHHan

o depeHymanbHan v AUCTaHLUOHHasA
3alUMTa NUHUK C PYHKUMEN
ynpaBneHus

7S5L82, 75186, 7SL87

YcTpoicTBO ynpaBneHus

BbIK/tOUaTenem 7VK87
TokoBadA 3aLuTa NUHWUH

anekTponepegauy ¢ hyHKLMen 7586
ynpaBneHus

MHOroyHKLUOHaNbHOE YCTPOWCTBO
CUHXPOHM3aLKUK 7VE85

TepMuHanbl MOTyT BbITb AONONHUTENBHO OCHALLEHbI TAKUMU PYHKLUAMU, Kak
CUHXPOHHOE U3MepeHue BekTopoB (PMU) 1 3aLMTOi OT AYroBbIX 3aMblKaHUI
Bce ycTpoitctBa 7XX85, 86 1 87 MOryT ObITb AOMONHEHbI MOAYNAMMU
paclimpeHun

3awmTa TpaHcopmaTtopa

OudbdepeHunanbHana 3aLinTa

o 7UT82, 7UT85,
TpaHcdopmaTopa ¢ hyHKLMEN ynpaBneHuns

7UT86, 7UT87

3awmTa gBuratens

3awuTa aBuratens ¢ pyHKuUnen

ynpasneHua 75K82, 75K85

3awuTa reHepaTopa

3aluTa reHepatopa ¢ hyHKLMEN ynpaBneHus

7UM85
3awumTa WuH
LleHTpanu3oBaHHaa anddepeHunanbHan
3aLUMTA WKUH 75585

YnpaBneHue npucoejuHeHUEeM

YcTpoiicTBa ynpaBneHns NpucoeAnHeHnem ¢
PYHKLUMAMU BNOKMPOBKM, MOHUTOPUHTA W

3aWNUTHBIMKU PYHKLUAMM (ONLKA) 6MD85. 6MD86

Perucrpatop aBapuitHbix COBbITUI U
KauecTBa 3NeKTPO3HEpPrum

Peruncrpatop cobbITnit ¢ hyHKLMAMHU

CHHXPOHHOTO U3MepeHus BekTopos (PMU) 7KESS




[IlpyMeHeHue

f'mbKocTb, MHOro3agayHocCcTtb U YHUBepPCaJibHOCTb

Camoe pa3Hoe NpuMeHeHUe CTAaHOBUTCA BO3MOXHbIM 33 CUET UHTErpaLMU LMPOKOTO CNeKTpa (PyHKUUK U3
6ubnuoTteku DIGSI 5

3awmTa reHepaTopoB U TpaHchopMaTopoB
AnA cucTeM Bo36byxAaeHus

3awuTa reHepaTopa, NOAKNOUYEHHOro ' 3aumMTa Ha aneKTpocTaHuuu (bnoka

K LUMHAM reHepaTtop-TpaHcopmMaTop)

OuddepeHumanbHana 3aWmra ' OuddepeHumanbHaa U AUCTAaHUUMOHHAA

¢hasonoBopoTHOro TpaHchopmaTopa 3awuMTa TpaHcopmaTopa

3aluTa ceTei c Bo30b6HOBNAEMbIMHU
OuddepeHumnanbHan 3awmTa gBuraTens
MCTOUHUKAMU SHEeprum

3awmTa KoHaeHcaTopHoi 6aTapewm ¢ ' 3awuTa dougepa ot nepemMeskatoLuxca

duUnbTpaMu BbICLLIUX rAPMOHUK 3aMbIKaHUI Ha 3eMto

[yrosas 3awuTa TexHonorusa WuHbl npouecca u PRP/HSR

o 3awuTa pacnpefenuTenbHbIX YCTPOUCTB
Peructpatop cobbituit c PMU = P Vp A 5 yerp
C NONYTOPHOW CXEMOM

3awmTta u ynpaBneHune HeCKOJIibKUMH

3awmTta TpaHcchopmartopa c PMH e

JducTaHUMOHHAaA 3almMTa ABYX NapanienbHbIX
JIMHUH

52 52 75A87

3awumTa aBTOoTpaHchopmMaTopa

7UT86/87

FG circuit breaker QA2

ODED

Line 1 Line 2




KoMniiekcHoe pelleHune

LlenoctHoe, cornacoBaHHOe U MHOUBUAYANbHO-KOHUTypUpyemoe

UpeanbHoe cooTBeTCTBUE TpeﬁOBaHMHM

Bnarogapsa annapaTtHOM M NpOrpaMMHON MOAYNIbHOCTH
MO>XHO nofobpaTb KOHMUIypaLUnto yCTPOWCTBA Noj
KOHKpeTHble TexHUuYeckne TpeboBaHA

MHTerpaums LWMPOKOro cnekTpa yHKLUUM TaKKUX, Kak
3aliMTa, ynpaBneHue, MU3MepeHue, KOHTPOSb KauecTBa
3MeKTPOIHEPTUU UK PEFUCTPALIMU MOBPEXAEHUN.

OLHOTHMHbIE MOAYNU PAaCLUMPEHHWA U CBA3M 1A BCEX
YCTPOMICTB Cepuu

MHHOBALMOHHAA TEXHONIOTUA KIEMMHbIX 3aXKMUMOB,
obecneunBatoLLan IerkoCcTb COOPKU U
B3aMMO3aMeHAEMOCTb C MaKCMManbHOM CTEMNEeHbO
6e3onacHoCcTH

MOEHTUUHOCTb DYHKLUWUIA U COBMECTUMOCTD
MHTepdenCcoB Ans BCEN CEpUU YCTPOMCTB obneruaet v
yCKopsieT npouecc obyueHus nepcoHana

EnvHbIA pabouunit npouecc

MHTerpuMpoBaHHbIA MHXUHUPUHT CUCTEMbI M YCTPOMCTBA
— OT pa3paboTKK OAHONMHENHOM CXeMbl MPUCOEAUHEHNS
A0 NapamMeTpu3aLnm yCTPONCTBA

MpocToe UHTYUTUBHOE rpachrueckoe oTobpaxkeHue
MOAKITHOUEHHWsI MEPBUMUHOIO U BTOPUUHOrO 06opyAoBaHKsA

'Mbkas bubnuoTteka WabnoHOB TMMNOBOro NPUMEHEHMUSI
Anst Haubonee UacTo UCMOMb3YEMbIX PeLLEHUH

MHCTPYMEHTbI A5 Nerkoro NpoeKTMPOBaHUA CUCTEMDI
BHE 3aBUCMMOCTH OT MPOU3BOAUTENEN BXOASLLENO B Hee
obopynoBaHusa

Brnbnuotekn cobcTBEHHbIX KOHUIYpaLWii 1 uacTen
CUCTEMBI

Mopaeprkka OTKPbITbIX MHTEPdENCOB TakmMX, kKak XML

Hanuune MHCTPYMeHTOB AnA TeCTMPOBaHWA BO BPEMSA
NPOEKTUPOBaHHWA, BBOAA B 3KCNyaTaLMio 1 Ans
MOZEeNMpoBaHUA pabounx cuTyaLui, Hanpumep,
NOBPEXAEHWUI CETU UMK ONEpPaLMi NO MEPEKITHOUEHUIO.

'bkoe MopenupoBaHue obbekToB: cBoboAa afpecaLmm
0OBEKTOB 1 BCNOMOTaTeSiIbHble CPEACTBA CBSA3M
obecneunBatoT MaKCUManbHYH CTEMEHb
PyHKLMOHaNbHOM COBMECTUMOCTHU U 3H(DEKTUBHOCTD
KOHLenuui obMeHa gaHHbIMU.

OpuH koHdmrypaTop cetn M3K 61850 anAa Bcex
YCTPOMCTB CUCTEMbI, Moadepxusatrownx MIK 61850

OueBugHoe npeuvmyLiecTBo:

OnTUMM3aLmMA 3aTpaT Ha CO34aHUe CUCTEMBI,
COOTBETCTBYHOLEN HECTAHAAPTHLIM TEXHUUYECKUM
TpeboBaHUAM.

OueBupgHoe npenmyLwiecrtBo:

JKOHOMMA BPEMEHMU Ha Pa3fiMUHbIX 3Tanax peanusaluu
NpoeKTa, rapaHTMA NOMHOW COXPAHHOCTU M BO3MOXHOCTH
nepemMeLleHnA/BOCCTaHOBIIEHNA AaHHbIX B TEUEHME BCErO
LMKIIa 3KcnnyaTaumMm npu mcnonb3oBaHuum DIGSI 5.



ObmMeH oaHHbIMU

CoBMeCcTUMOCTb, YHUBEPCAJIbHOCTb U 6e3onacHoOCTb

Pa3paboTaH gnsa cBA3M

MpocTan MHTerpauus B CyLECTBYOLLYHO
KOMMYHWKaLUOHHYIO CTPYKTYpY

BO3MOXHOCTb MHOFOKPATHOIO annapaTHoOro u
NpPOrpaMMHOro pe3epBUpOBaHUs

Mopnep>xka NpoOTOKONOB pe3epBupoBaHua - PRP, HSR 1
RSTP

Heckonbko napannenbHbIX KaHaNloB CBA3U

Mogkntouaemble MoAynu CBA3U C BO3MOKHOCTbHO
3aMeHbl

MO,EI,yJ'IVI annapaTtHoro obecneueHus, He CBA3aHHbIE C
NPOTOKOJSIaMKN CBA3MU,;

2 He3aBUCUMbIX MOCNeA0BaTeNbHbIX MPOTOKONA B
OHOM Mogayne

NHTepdelchl WKHbI NpoLecca - NoIHOe COOTBETCTBUE
cTaHgapTam M3K 61850-9-2 u IEEE 1588

BcnomoratenbHble MHCTPYMEHTbI ANA TECTUPOBaHUA U
NpOBEPKMK NOAKITFOUEHUH

be3onacHOCTb U 3aLLULLEHHOCTb

MHoroypOBHeBaﬂ 3alunTa O60py,CI,OBaHMF| M OAaHHbIX

bnarogapa NPOYHOCTM U 3aLLMLLIEHHOCTU annapaTHoOro
obecneueHUa U NPaBUIbHON KOMMOHOBKM
3M1EeKTPOHHbIX 3NEeMEHTOB W NnaT obecneunBaeTcs
HaunyuLwana yCTOMUMBOCTb K MOMEXaM B Lensx
Hanps>keHua, IM-nomexaM, KMMMaTUUECKUM U
MeXaHWUeCKMM BO3AeNCTBUAM

MepenoBble anropuTMbl CAMOAMATHOCTUKM, KOTOPbIE
HAAEXHO M BbICTPO BbIABNAOT HEUCMPABHOCTH
YCTPOMCTBA U NepefatoT MH(OPMALHUIO O HUX

CooTBeTCTBME CTPOrMM TpeboBaHUAM
Knbepbe3onacHOCTH COrNacHO pyKOBOAALLUM
yKasaHuAM W cTaHgaptam BDEW Whitepaper u NERC CIP

LndpoBaHMe Ha BCEM yuacTKe KOMMYHUKaLMOHHOWM
cetn mexpay DIGSI n ycTpoitctBOM

ABTOMATHUeCKasi permcTpaLms NonbITOK JocCTyna K
YCTPOMCTBY U onepaLuit, UMerLMX 3HaueHe ans
6e30mnacHoOCTH

OueBupgHOE NPEUMYLLLECTBO:

Mcnonb3oBaHWe MHHOBALMOHHOW KOMMYHUKaLMK B
KauecTBe CBA3YHLLEro KOMMNOHEHTA CUCTEMHOM
apXMUTEKTYpbl obecneurBaeT CyLeCTBEHHYH FTMOKOCTb U
HaZeXXHOCTb BCEN CUCTEMbI, UTO ABNSAETCA HEOTbEMIIEMbIM
TpeboBaHWEM COBPEMEHHbIX CUCTEM CBS3M.

OueBHuagHOE NPEUMYLLECTBO:

MHoroypoBHeBas 3aLunTa yCTPOMCTB rapaHTMpyeT
MCKHOUMTENBHO BbICOKWUI ypoBEHb 6e30MacHOCTH U
HaZle>XHOCTU BCEM CUCTEMBI B LIENOM.



AnnapaTHasa yacTb

Mop,yanaﬂ, 3aljMuieéHHaA " TeXxHNYeCcKu coeepLueHHan

°* MaKCMManbHO TOUHOE COOTBETCTBUE Tpe6yEMbIM e Jlerko 3ameHsieMble plug-in Moaynu

napameTpam v NPUMeHEHUID
e TexHonorus npofgymaHa ana ynobcrea B byayuiem:

* BblCcoKas CTeneHb HaEXXHOCTU 3@ CUET NPOUHOCTH Hanuuue 3anacHOro KOMMNeKkTa Moaynew,
Kopryca, ero repMeTMUHOCTH U Mblne3allnLeHHOCTH MAOEHTUUHBIX AN1A BCEX TEPMUHANOB, 0bnerumnt ux
3aMeHy WK 4OYCTaHOBKY B MpoLEecce 3KCnnyaTaumm

° npOCTOVI MOHTa>XX U B3aMMO3aMeHAeMOCTb 3/IeMEHTOB
6naro,u,ap;| MHHOBALMOHHOM TEXHONOMUH annapaTHth
yacTu

JNuueBble naHenu NuueBble naHenu Moavnu
ans 6a3oBbIx Ana mopynem basoBblie moaynu aCIJJVpIWEHMﬂ Plug-in mopynu
Mopynewu pacwupeHus & b




000 «CnumeHc»
YnpaBneHue «MHTENNEKTyanbHaa MHPACTPYKTypa»
[loppaspeneHne «ABTOMaTU3aLMA B SHEPreTUKe»

115093, r. MockBa
yn. OybuHuHCKan, 96
Ten.: +7(495) 737 14 95

E-Mail: smart-grid.ru@siemens.com

Appec ana KoppecnoHAeHUUU:

115184, r. MockBa,
yn. b. Tatapckas, 9

© Siemens, 2019

Bce npaBa 3aluiieHbl.

ToBapHble 3HAKU, YNOMUHAeMble B HACTOSALLEM JOKYMEHTE,
ABNAKTCA COOCTBEHHOCTLIO KOMMaHWK Siemens AG, ee
ahPUNMPOBaAHHbIX KOMMNAHWI M COOTBETCTBYHOLLMUX
BrnafenbLeB.

MHhopMaLmrs NOANTEXKUT U3MEHEHUIO He3
npenBapuUTeNnbHOro YyBeAoOMAeHUs. B HacTosLleM
LOKYMEHTE NMPUBOAATCS 0DOLLME ONMMUCAHUA BO3MOXKHbIX
TEXHUUECKUX XapaKTePUCTUK, KOTOPbIE MOTYT ObITb
HenprvMeHUMbl B HEKOTOPbIX cllyyasx. Takum obpasom,
TpebyeMble TEXHUUECKUE XapaKTEPUCTUKK cneayeTt
YKa3bIBaTb B KOHTPAKTE.

[ina BCcex uspenui co cpeacTBamu 3awutbl OpenSSL
CnpaBeanvBoO CneaytoLlee.

[laHHOe u3genve copepXXmMT NporpaMmHoe obecneueHue,
pa3paboTaHHOe B pamkax npoekta OpenSSL ana
MCMNoNb30BaHMA B Habope MHCTPYMeHTanbHbIX CPeACTB
OpenSSL. (www.openssl.org)

[laHHOe U3aenue cogepKUT KpunTorpaguueckoe
nporpaMmHoe obecneuveHue, HanMCaHHOEe IPUKOM AHrom.
(eay@cryptsoft.com)



