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Supplier Entitlement
Reasoning, scope and major approach

Information Security requirements to protect against cyber security attacks from external users bring up
necessity of secured login mechanism.

Supplier Entitlement is an access system for supplier users to get access to Siemens applications via a
unique 2-factor authentication:

* Factor 1: Entittement email address + password
« Factor 2: An additional factor provided to the respective user

Based on selected second authentication method, supplier users receive
« Option 1: a push notification on the mobile phone (Guardian app)

« Option 2: a One-Time Password (OTP) via text message (SMS) on the mobile phone
« Option 3: a code generated via authenticator app after scanning the QR code
Upon successful confirmation, application access is granted.
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Initial Multi-Factor-Authentication Activation

SIEMENS
October 11, 2023

Please click here to initiate your activities.

Supplier Master Data Request

Are you logging in for the first time?
Learn how to log in in just a few steps by watching this video or reading this

. You must have created a secured single sign-on account to complete this
application. This is a one-time process to create a secured user connection in the
Siemens Authentication Service. If you do not already have an active user account,
you will be redirected to the Siemens authentication pages. After you have activated

your user account, you will be redirected to the supplier master data application.

Questions?
« Email: s2¢c_support.scm@siemens.com
« Internet page for suppliers (includes user guides in the Download Center):

des in the Dt

siemens.com Global Website Restricied @ Siemens AG, 2023

You will receive a notification email from star.scm@siemens.com with an activation link — please click the link (A) to be forwarded to the Multi-Factor-Authentication

activation process. As a supporting material you can use a Video guidance or User Guide (B). In case of questions, please use the email address to contact the
Support Team. Related documents can be reviewed in the Download Center (C).
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Initial Multi-Factor-Authentication Activation

SI E M E N s At least 12 characters in length

October 11, 2023

Lower case letters (a-z)
Upper case letters (A-Z)

Supplier Master Data Request oo e 09

Special characters (e.g. I@#$%"&*)

Mo more than 2 identical characters in a row (e.g., "aaa” not allowed)

ed aufoma Enter a new password for

training1612de@yahoo.com
Dear Supplier,

With this
on its supp

afta egues

understanding and coop Reset Password

After using the link to initiate your activities you will be forwarded to the Siemens ID Login Service website. First, set up a strong password according to the
password guidelines. Once you enter your password hit “Reset Password”.
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Initial Multi-Factor-Authentication Activation

b

After resetting your password a confirmation message will be shown and you will be redirected to login using your newly set password.
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Initial Multi-Factor-Authentication Activation

| Siemens ID Login Service

training1612de@yahoo.com

Sesscsssscsssssssss 0

Don't remember your password?

To access the supplier master data application, enter your email address, the newly created password and hit the Log In button. In case you have forgotten your
new password please click “Don‘t remember your password?” and continue here.
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Initial Multi-Factor-Authentication Activation — Second Authentication Method
Choose your preferred second authentication method

Select a method to verify your
identity

Secure Your Account 1] Notification via Guardian app

Jump to:
Google Authenticator or similar

Guardian app for Android and
9 SMS Apple i0OS

Google Authenticator or similar
app

Continue

Try another method

Mobile phone number
authentication

After setting your password you will be redirected to select the second authentication method. You can choose between Guardian app, Google Authenticator or
similar app and mobile phone number authentication. Please choose your preferred second authentication method and continue using the following links for
Guardian app for Android and Apple i0S, Google Authenticator or similar app, mobile phone number authentication.
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Initial Multi-Factor-Authentication Activation — Second Authentication Method
Guardian app for Android and Apple iI0OS

15:35 2 = 8 R N Dl ull 64% @

Q

guardian auth 0

AuthO Guardian == Secure Your Account " AuthO Guardian

AuthO Inc.

In orde

100K+
L]
Downloads PEGI3 ®

Continue

Try another method

Guardian app should be selected in case you would like to use your Android or Apple iOS device for the second authentication method. To download the app you
can use the direct link to access the relevant app store (click the App Store or Google Play icon). Search for the “AuthO Guardian” on your mobile phone/tablet and
after successfully installing the app continue to the next step.
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Initial Multi-Factor-Authentication Activation — Second Authentication Method

Guardian app for Android and Apple iI0OS

Secure Your Account Secure Your Account

In order t ) via Scanthe Q Guardian app on

Continue

Try another method Try another method

Almost Therel

AMXAWIH7 8PHUSSEUCPNFPZMW

|:| I have safely recorded this code

Continue

Once the Guardian app is successfully installed on your Andorid or Apple iOS device click “Continue”. A unique QR code will be generated. Open the Guardian app
on your mobile phone/tablet and scan the QR code. Once the QR code is scanned you will be asked to either confirm or create a safe phrase in the Guardian app.

In Siemens ID Login Service you will be asked to store the recovery code.
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Initial Multi-Factor-Authentication Activation — Second Authentication Method
Guardian app for Android and Apple iI0OS

Almost Therel

AMXAWIHTBPHUSSEUCPMNFPZMW

| hava safely recorded this code

Continue

After you have saved the recovery code please confirm the action and click “Continue”. Once done you will be redirected to the GMDM Pega system. For any
future logins after entering your email address and your password (as in here) the Guardian app will be automatically set as a default second authentication
method.
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Initial Multi-Factor-Authentication Activation — Second Authentication Method
Mobile phone number authentication

Select a method to verify your
identity

o . Secure Your Account
Motification via Guardian app

Secure Your Account

Google Authenticator or similar

SMS

Cantinue
Continue
Try another method
Try another method

For mobile phone number authentication (SMS code) please select “Try another method” and select “SMS”. Choose your country code pre-fix, enter your phone
number and click “Continue”.
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Initial Multi-Factor-Authentication Activation — Second Authentication Method
Mobile phone number authentication

BN 51%8
SiemensID o o

Almost There!

Verify Your Identity

AMX4W9H78PHUBSEUCPNFPZMW

Continue

[ | 1have safely recorded this code

de? Resend

Continue
i Try another method

498913 is your

verification code for

Siemens ID. Please enter

this code to verify your

enrollment.

After providing your mobile phone number you will receive SMS with a 6-digit code. Enter the received code and click “Continue”. In case you have not received the
code, please click “Resend”. After successfully validating the 6-digit code you will be asked to save the recovery code.
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Initial Multi-Factor-Authentication Activation — Second Authentication Method
Mobile phone number authentication

Almost Therel

AMXAWIHTBPHUSSEUCPMNFPZMW

| hava safely recorded this code

Continue

After you have saved the recovery code please confirm the action and click “Continue”. Once done you will be redirected to the GMDM Pega system. For any
future logins after entering your email address and your password (as in here) the SMS authentication will be automatically set as a default second authentication
method.
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Initial Multi-Factor-Authentication Activation — Second Authentication Method
Google Authenticator or similar

Select a method to verify your '
identity Secure Your Account

Secure Your Account 1] Notification via Guardian app
Google Authenticator or similar

SMS

Trouble Scanning?

THEN

Cantinue

Try another method

Continue

Try another method

Google Authenticator or similar can be used if the user already has the Google Authenticator or similar authentication app installed on their device. After selecting
this option, scan the QR code to obtain the one-time code. Enter the code and click “Continue” to complete the login process.
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Add / Update Your Supplier Master Data
Code of Conduct (CoC) acceptance

Almost Therel

AMXAWIHT 8PHUSSEUCPNF PZMU

Continue

Siemens Code of Conduct Ciick

f Conduct defines the basic requirements placed on the suppliers and third-party intermediaries of Siemens

eir respon owards their stakeholders and the environment. The supplier and/or third-party

intermediary declares herewith to:

Please select your language version of the Code of Conduct

information about the Code of Conduct acceptance.

After a successful authentication, you will be requested to accept the Siemens Code of Conduct (if not yet available in the SCM database). Continue for further
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Add / Update Your Supplier Master Data
Code of Conduct (CoC) acceptance

Siemens Code of SIEMENS B
cO n d u ct fo r S u pp I i ers Siemens Code of CONAUG for Suppliers and Third.Party Intermedisries

This Gode of Gonduct defines the b quirements placed on the suppliers and third-party intermediaries
of Siemens concerning their respo ies towards their stakeholders and the environment. The supplier
andlor third-party intermediary declares herewith to:

Kiemens Code of Conduct The Siemens “Code of Conduct for Siemens Suppliers and o systoms.
Third- Party Intermediaries” is based on company-wide,
his Code of Conduct defines the basic requirements placed on the suppliers and third-party mandatﬂry [equ]remen‘tg and processes to ensure the
intermediaries of Siemens concerning their respensibilities towards their stakehoelders and the . . N .
environment. The supplier and/or third-party intermediary declares herewith to: effective establishment of the SPEEIﬁﬂd EI"WIT'DI'II'I"IET‘ItBL
compliance and labor standards across all countries of
operations. . e bject o he developing county ex

Please select your language version of the Cade of Conduct

14,
to harm the health, safety, and morals.

ethnicity, social
or religious

ssment o
reatening,

Siemens Code of Conduct for
Suppliers and Third-Party

to form or join c age in collective
o bargaining; neither disa prefer members of em; : & unions
Intermediaries Working Hours.
ions.
ere 1o all applicable wage and compe: law
personnel deployment adhere to all applicable legal requirements, especially

with regard to minimum

f Conduct?

After a successful authentication, you will be requested to accept the Siemens Code of Conduct (if not yet available in the SCM database).
(A) Use the link for more information about Siemens Code of Conduct.
(B) You can review other CoC language variations if necessary.
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Add / Update Your Supplier Master Data
Code of Conduct (CoC) acceptance

I am authorized to accept the CoC on

npany

his Code of Conduct defines the basic requirements placed on the suppliers and third-party
intermediaries of Siemens concerning their responsibilities towards their stakeholders and the
environment. The supplier and/or third-party intermediary declares herewith to:

Please select your language version of the Code of Conduct

accept the Sieme Conduct? Please add a comment:

Please add a comment:

(A): By agreeing to the Siemens Code of Conduct you confirm that you are authorized to accept the terms of CoC on behalf of the company. After submitting you
will be redirected to your current Supplier Master Data Overview.
(B): In case you require clarification please fill the comment with your concerns and submit. You will be contacted by Siemens.
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Add / Update Your Supplier Master Data
Data to be verified / updated / added — General Data tab

SIEMENS MDM (sCMm) T®

@ Prov ration Expand / Collapse Al

General Data Questionnaire Supplier Qualification

Vendor - Testing_Supplier_Login

Request ID

Procurement Data

abun -;,“10
iles & documents (0) endor Data
SCM Contact Data

Contact First Name 5 an ast Name

I Comment for supplier —+

ormation

After accepting the Code of Conduct you can verify the Supplier Master Data in the General Data tab. Expand each section to review/edit the content. Mandatory
sections/fields are marked with an asterisk (*).
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Add / Update Your Supplier Master Data
Data to be verified / updated / added — Questionnaire tab

o

General Data Questionnaire Supplier Qualification

-} Quality System Certificates

rovide your management system certificate if available:

509001

s the Certifier/Auditor? Please upload your certificate

Applicable for which affiliate / location? Please enter the expiration date

Other Certificates

In the Questionnaire tab you can find sections related to the available/mandatory cerfiticates. In case it is required to upload a certificate, the dedicated field will be
marked with an asterisk (*).
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Add / Update Your Supplier Master Data
Data to be verified / updated / added — Supplier Qualification tab

Vendor - Testing_Supplier_Login

Request ID MDW-1075365

@ Provide Collaboration Expand / Collapse A

ul. "Babuna” 3
General Data Questionnaire Supplier Qualification

) Code Of Conduct

In the Supplier Qualification tab you will find an indication about the required Supplier Qualification modules. Once Code of Conduct is accepted the module will be
shown as “ ” (all necessary information was provided). The necessity to complete a Supplier Qualification module is reflected by the coloured
indication. “To be Qualified” means the completion of the module is required to achieve the “Ready for Business” status. Last option is “Not Relevant” — the

qualification module is not applicable.

SIEMENS
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Corporate Responsibility Self-Assessment (CRSA) Acceptance
1/6

Q

General Data Questionnaire Supplier Qualification

Supply Chain

Corporate Responsibility Self-Assessment (CRSA) qualification module is divided into 7 specific sections. Expand the CRSA module as well as each section and fill
all the questions (in case the module is not completely filled, the provided answers will be removed). You can also use the “Expand / Collapse All” feature.
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Corporate Responsibility Self-Assessment (CRSA) Acceptance
216

General Data Questionnaire Supplier Qualification

General Information

Who is the contact persen within your company for the topic of sustainability / corporate responsibility / corperate social responsibility?

Mame of responsi Telephone Mumber
+12

Name of

E-mail a Position

tainability requirements? How many peop your campany empl Only the number of pe orking at this specific
¥ ¥ ¥ P B

na facility required).

Has your company undergone a sustainability audit which includes all of the following aspects (social, ethical, health & safety and environmental aspects) during recent years?

sment completion date

In the section General Information fill the contact details and basic information about the company. If applicable, check the info icon next to the question to get

further information about the field, e.g. “How many people does your company employ?“ — If you are considered a single-person company and have no employees,
then fill in 0. The CRSA questionnaire is not applicable for you. Once 0 is filled all other CRSA sections will be disabled.
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Corporate Responsibility Self-Assessment (CRSA) Acceptance
3/6

Questionnaire Supplier Qualification

Legal Compliance

pany understand anc

the ILO (Inter | Labor

re that the minimum r ify minimum a, g wi ur company
nents of the ILO (Inter

then ILO (International La

nor F'I'EfEI' mem

num nurmber of worki

Expand all other sections and fill the answer to each question. Do not forget to fill the question 2.2a (minimum age for employment with your company).
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Corporate Responsibility Self-Assessment (CRSA) Acceptance
4/6

Are you sur ant to proceed with the request?

Supply Chain

After all questions in all sections are filled click “Submit” and confirm the action.
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Corporate Responsibility Self-Assessment (CRSA) Acceptance

5/6

Please provide additional information related to the Corrective Action Plan before submitting the request.

General Data Questionnaire Supplier Qualification Corrective Action Plan

jualification p

Action Plan

2.2a Child Labor (minimum Age) V5.0

I Labor {minimum Ag

to fulfill ma

¥ minimum requiremen

Once submitting the Supplier Qualification Request, system verifies the provided answers; in case Corrective Actions based on given answers are required, a new tab
“Corrective Action Plan” appears — the original answers in the Supplier Qualification tab remain read-only. Expand the section “Action Plan” to review the Action items.
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Corporate Responsibility Self-Assessment (CRSA) Acceptance
6/6

rovide additional information related to the Corrective Action Plan before submitting the request.

General Data Questionnaire Supplier Qualification Corrective Action Plan

Oy minimunm '-El:l dirgme

) IMprove

) Action Plan

2.2a Child Labor (minimum Age) V5.0

Supplier Response

ill implement / have implemented the required measures.

Provide a relevant answer to each Action item:
(A) If the required measures will be or have been already implemented mark the question accordingly. (B) In case further clarification is required — mark the question

accordingly. For each question marked as (B) you will be contacted by the GBS Team for further clarification.
After providing all answers click “Submit” to complete the registration requirements.

SIEMENS
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Initial Multi-Factor-Authentication Activation — Forgotten Password

| Siemens ID Login Service | Siemens ID Login Service

Please enter your email address. We will send you an
email to reset your password. training1612de@yahoo.com

training1612de@yahoo.com your password ©

Don't remember your password?
" -

Enter your email address (the same address to which you received the notification email from scm.star@siemens.com) and click “Send email”. You will receive an
email to reset your password.
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Initial Multi-Factor-Authentication Activation — Forgotten Password

SIEMENS

2023-10-11

Hi Supplier,

hange y

our

nd followi

Reset my password

“ou must reset your pa rd before Cctober 1

Contact
Please do not reply to this e-mail, as we are unable to respond from this email address.

siemens.com Global Website © Siemens 1996 - 2023

Open the email and click “Reset my password”. You will be redirected to the initial Siemens ID Login Service page, where you can reset your newly set password.
Then continue here.
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How to Change the Login Data / Authentication Method
Login to Siemens ID Self Service

SIEMENS | Siemens |

Log In

D Login Service

Sign Up

Welcome to Siemens ID Self Service!

training1312en@yahoo.com

©

Don't remember your password?

Please go to https://uss.login.siemens.com and click “Login“; on the next page enter your email and password and click “Log In”.
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How to Change the Login Data / Authentication Method
Change of the Account information

Change Name Change Email Change Password

Firstname

Lastname

After submitting, you will receive an email with a link to change your password.

training1312en@

Changing your email will disable the Application Resetting your password will not affect the second
Changing your Firstname and Lastname will not access until the new email address is confirmed. authentication method. After resetting the
affect the Authentication logic. Afterwards, the new email address can be used password the current second authentication setup
for the existing authentication method. will be pre-set.

After providing the second authentication method you will be redirected to the above-mentioned profile settings.

SIEMENS
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How to Change the Login Data / Authentication Method
Multi-Factor-Authentication method change

Multi-Factor-Authentication

Verify Your Identity

This is your current Multi-Facter-Authentication met

Delete Multi-Factor-Authentication method

vant to delete this Multi-Factor-Authentication method?

Continue

Try another method

To change your Multi-Factor-Authentication method click “Multi-Factor-Authentication” — you will be asked to provide the currently set authentication method. After
the login select the delete icon and confirm the action. In case you are trying to change the second authentication method due to the reason that the second
authentication method is not available to you (e.g. lost phone, lost access to Guardian app or other second authentication apps) click here for further steps.
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How to Change the Login Data / Authentication Method
Multi-Factor-Authentication method change

Here you can add a new Multi-Factor-Authentication method.

Add authentication method

An email with a link to specify your new Multi-Factor-Authentication method has been sent to training1312en@yahoo.com.

SIEMENS

Here you can add a new |

Authentication method.

Add authentication method

SIEMENS

2023-10-12

Protect Your Siemens Account

This process will help you set up your account with this added layer of security.

Contact

Please do not reply to this e-mail, as we are unable to respond from this email address.

siemens.com Global Website

Start setup

Ir account

© Siemens 1996 - 2023

After deleting the current authentication method you need to set a new Multi-Factor-Authentication method. Click “Add authentication method” to receive an email
with further instructions. It is important to Log out from your account before you proceed with setting up a new second authentication method. Once

done, open the notification you received to your mailbox and click “Start setup” and continue as described here.
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How to Change the Login Data / Authentication Method
Login via recovery code

Verify Your Identity
Verify Your |dentity

We've sent a text mess

Enter the ided during

Continue Continue

Didn't receive a code? Resend Try another method

Try another method

If you need to change the second authentication method or you are not able to provide the second authentication at the moment you can log in using the recovery
code you have been provided with upon your first login. In this case when asked for the second authentication select “Try another method” and select the
“‘Recovery code” option. Enter your recovery code and click “Continue”.
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How to Change the Login Data / Authentication Method
Login via recovery code

Almost There!

57CYYZCTHIAFVM24DVE28ULD

| have safely recorded this code

Continue

You will be provided with a new recovery code. Please make sure you copy the new recovery code and keep it somewhere safe. The old recovery code can be
dismissed as it is disabled as soon as you are provided with a new one. After saving your new recovery code click “Continue”.
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Further Communication Material and Wrap-up
Multimedia touch points

SCM STrategy And Realization -

SCM STAR
| = General information on SCM STAR

> > = News and information to keep you up to date
= Access to training material (Download Center)

|

User Help Desk _ _ _ _ _
The User Help Desk is available from Monday to Friday, 07.00 a.m. — 08.00 p.m. u Ra|se a t|Cket via ema]l —_ C||Ck here

CET. Supported Languages: English and German.
GBS Portal: Open a ticket here
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