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Siemens cyber security solution to protect CLP 
India’s power plant automation system 
 

 The solution detects, analyzes and raises alarms of the threats that move 

laterally from Information Technology (IT) to Operational Technology (OT) 

networks.  

 A part of its digitalization portfolio, Siemens has comprehensive cyber security 

solutions for critical infrastructure, power and industrial control systems 

 

With the growing complexity of modern energy and power infrastructure, an increasing 

number of power plant systems are connected through ‘Internet of Things’. This creates the 

probability of new security vulnerabilities due to the sheer number of connected systems 

and the low levels of security currently available in simple devices.  

 

As an established global leader in the advancement of digitalization across a wide variety of 

industries, Siemens has developed comprehensive cyber security solutions for critical 

infrastructure, power and industrial control systems. These solutions conform to the latest 

international standards such as NERC-CIP (North American Electric Reliability Corporation 

critical infrastructure protection) and VGB, the European technical association for power 

and heat generation. 

 

Already a leader in power plant automation systems in India, Siemens Limited has further 

strengthened its position as a leading provider of cyber security solutions. It will be 

implementing a cyber security solution for power plant automation at the Paguthan (Gujarat) 

plant of CLP India Private Limited, the Mumbai-based wholly-owned subsidiary of CLP 

Holdings Limited, which is one of the largest investor-owned power businesses in Asia.  

 

The cyber security solution being implemented by Siemens Limited will support CLP India’s 

efforts to bolster cyber security at its power plant by detecting threats and minimizing the 

risk of advanced cyber attacks. The solution detects, analyzes and raises alarms of the 
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threats that move laterally from Information Technology (IT) to Operational Technology (OT) 

networks. The solution also includes dedicated endpoint protection to prohibit execution of 

malicious applications. 

 

Prashant Jain, Head, Power Generation Services, Siemens Limited, said, “In today’s 

digitalized world, power plant automation systems require robust and resilient delivery 

systems. Given the increasing frequency of cyber attacks, it is very important to obtain a 

precise picture of the cyber security level of the plant and its associated Instrumentation 

and Control systems. Protective measures can then be implemented to remedy any 

deficiencies detected.”  

 

“Digitalization, of which cyber security is a key component, will have a huge role to play in 

India’s demand for reliable, efficient and clean power growing by increasing amount of 

urbanization and industrialization. We look forward to collaborating with our customers in 

their digitalization endeavors,” added Mr. Jain. 

 

Siemens provides comprehensive security solutions combining physical security, network 

security, and system and software integrity. Over the past years, Siemens AG remote 

diagnostic engineers have gained data from thousands of machines across the globe. 

The Remote Diagnostic Centers (RDCs), in the last year, generated a large amount of 

Proactive Notifications; 40% of which avoided forced outages and 20% transformed 

forced outages into planned activities 

 

Contact for journalists:  

Siemens Ltd., Media Relations 

Bijesh Kamath, phone: +91 22 3967 7537, 3967 7000 

E-mail: bijesh.kamath@siemens.com 

Follow Siemens India on Twitter: www.twitter.com/siemensindia  

 

Siemens Limited focuses on the areas of electrification, automation and digitalization. It is one of the leading producers of 

technologies for combined cycle turbines for power generation; power transmission and distribution solutions; infrastructure 

solutions for Smart Cities and transportation; automation and software solutions for industry, and also supplier of healthcare 

equipments. Siemens Limited, in which Siemens AG holds 75% of the capital, is the flagship listed company of Siemens AG in 

India. As of September 30, 2016, Siemens Limited had Revenue of INR 108,089 million and 9,580 employees. Further 

information is available on the Internet at www.siemens.co.in.  
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Forward-looking statements: “This document contains forward-looking statements based on beliefs of Siemens' 

management. The words 'anticipate', ‘believe’, ‘estimate’, ‘forecast’, ‘expect’, ‘intend’, ‘plan’, ‘should’, and ‘project’ are used to 

identify forward looking statements. Such statements reflect the company's current views with respect to the future events and 

are subject to risks and uncertainties. Many factors could cause the actual result to be materially different, including, amongst 

others, changes in the general economic and business conditions, changes in currency exchange rates and interest rates, 

introduction of competing products, lack of acceptance of new products or services, and changes in business strategy. Actual 

results may vary materially from those projected here. Siemens does not intend to assume any obligation to update these 

forward-looking statements.” 


