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Cac giai phap giam sat va diéu khién

Nganh dugc pham thé gi¢i dang hoat dong hét t6c luc nham dap (tng nhu ciu vé
vaccine va cac ch& pham diéu tri COVID-19. Siemens v&i th€ manh la mot trong nhitng
nha cung tng cdng nghé hang dau, da xay dung mot giai phap téng thé nham ting
cudng hiéu qua san xuat, rit ngan thdi gian dua ra thi truong va déng thoi dap tng
cac qui chudn khat khe mang tinh d3c thu cla nganh nay.

SIEMENS



Pham Ngoc Minh | Ban Cong Nghiép S6 Siemens Viét Nam | 2021-12

Noi dung

Cac giai doan chinh trong nganh dugc pham 3
Nghién cttu & phat trién 3
San xudt thanh phan hoat chat 4
San xudt thanh phadm 6
Cac tiéu chuan va quy dinh 7
Thuc hanh san xudt t6t GMP 7
21 CFRPart 11 & EU GMP Annex 11 8
Cac giai phap giam sat diéu khién 9
Piéu khién qua trinh 10
Tich hop day chuyén 16
Dép ng tiéu chudn va quy dinh 21
Thong tin lién hé 22

Unrestricted | © Siemens 2021 2



Pham Ngoc Minh | Ban Céng Nghiép S& Siemens Viét Nam | 2021-12

DINH HUGNG SAN XUAT

Cac giai doan chinh trong
nganh dugc pham
DE di tir phong thi nghiém dén tay ngudi sir dung, cac san pham dugc phdm thudng

phai tradi qua nhiéu cdng doan san xudt, kiém dinh va danh gia khac nhau. Vé téng
thé cac cong doan nay dugc chia lam ba giai doan chinh.

Hinh 1 Ba giai dogn chinh gém: nghién ctu phdt tri€n, di€u ch& hogt chdt va sén xudt thanh phdm.

cla doanh nghiép. Céng tac nay bao gébm cac cdng doan
18 5 ~ dién hinh nhu: thu thap théng tin, phan tich di liéu va
N .gnl;l Ie n Cuu & p hat th&r nghiém danh gia. San phdm dau ra cta cda giai doan
trl e n nay la cac cong thiric bao ché va quy trinh san xudt tuong
(tng. Cac hoat ddng chinh trong khau nay thudng dién ra
trong phong thi nghiém va dugc thuc hién & quy mé nhdé.

Nhu & cac nganh céng nghiép khac, cong viéc nghién

cttu va phat trién déng vai trd mau chét cho sy phat trién

Unrestricted | © Siemens 2021 3



Pham Ngoc Minh | Ban Céng Nghiép S& Siemens Viét Nam | 2021-12

San xuat thanh phan hoat chat

Hinh 2 Tinh da dang cao trong sdn xudt API

Trong cac san pham thudc, thanh phan cét Ii 1a cac

hoat chdt (Active Pharmaceutical Ingredients - API).
Viéc san xudt hoat chit dugc phdm 1a viéc thuc hién cac
cdng thirc bao ché& & quy mé cdng nghiép. Cac cong doan
san xuat & giai doan nay bénh canh tinh phirc tap cao con
phai dap Ung cac yéu cau rdt cao vé bao dam chét lugng.

Viéc san xuat thanh phan hoat chét ciing la giai doan thé
hién tinh da dang cao nhat vé cong nghé. Quy mé san
xudt c6 thé tir quy mé nhé cho céc sdn phdm thudc c6
tinh ca nhdn héa (personalized drugs), dén quy mé I6n
cho céc san phdm tng dung rdng rai. Hinh thai sdn xust
6 thé€ |13 san xu4t lién tuc (continuous manufacturing)
hodc san xudt theo mé (batch manufacturing).

J giai doan nay hé thdng san sudt duoc thiét k&, xay
dung va 18p dit dé trién khai thuc t& cac quy trinh bao
ch& san phdm (manufacturing processes) dugc dinh
hinh truéc d6 & khau nghién ctru va phat trién. Cac quy

trinh nay dugc diéu khién bdi mot hé théng tu déng héa
qua trinh (Process Control System - PCS).

Hé théng san xudt dugc st dung cho giai doan nay ciing
th& hién su da dang vé hinh thai va ciu tric. Viéc san xudt
cac thanh phan hoat chat thuong dugc thuc hién trén cac
hé théng gom nhiéu cum thiét bi (vd. Bén chua, 10 hai,
bdn phan (tng v.v) ndm trong mét cdu tric c8 dinh va
thuong dugc lién két béi hé théng duong 6ng (pipeline).

Ngay nay tinh mé dun héa rat duoc chi trong trong thiét
k& hé théng. Cac thiét bi dugc thiét ké theo dang mo dun,
c6 thé di chuyén, thao I3p linh hoat. Biéu nay dap tng
yéu cdu vé tinh da dung (multi-purpose API plant) clia
hé théng san xudt.
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Module Type Package (MTP) means...

via standardized equipment data

o models and description language

Goals of MTP are

* Time reduction of automation
engineering and commissioning
L * Manufacturer-independent
connectivity of equipment modules

Benefits of MTP are
= Separation of automation
engineering of plant and modules

* Easy integration via standardized,
pre-tested an -qualified interfaces

o

* Interface and capability description :
of intelligent equipment modules I! I
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Hinh 3 kiéu mé dun thiét bi MTP (sources: Namur)

D& phu hop véi xu hudng thiét k& hé théng theo dang mo
dun (modular design), cac hé théng diéu khién qua trinh
PCS ciing dugc diéu chinh tuong tng. Mot s& diém da tré
thanh tiéu chudn cho thiét k& chuong trinh diéu khién
nhu: 1ap trinh huéng déi tugng (master-instance
concept, object oriented).

Dién hinh nhat la viéc “hiép hoi do ludng va diéu khién
trong cong nghiép ché bién” — NAMUR dua ra khai niém
“ki€u m6 dun thiét bi” (Module Type Package — MTP).
Khai niém nay duoc dua ra nhdm dinh huéng va chudn
hda viéc thiét ké va xdy dyng cac day chuyén san xudt,
tao co's& cho viéc tich hgp linh hoat cac thiét bj (Package
Unit Integration) tir cAc nha cung cdp khac nhau vao hé
théng diéu khién trung tam.

Unrestricted | © Siemens 2021 5



Pham Ngoc Minh | Ban Céng Nghiép S& Siemens Viét Nam | 2021-12

San xudt thanh pham

rd
0 giai doan nay cac thanh phan hoat chat (API) dugc x{r

ly va duoc dua vé dang thudc thanh phdm. Céc cong
doan dién hinh & giai doan nay c6 thé ké dén nhu: chuan
bi (preparation), phdi tron (blending), sang loc
(sieving), tao hat (granulation), sdy (drying) v.v. D&i vdi
ting loai hinh thudc thanh phdm, quy trinh san xujt sé
ap dung cac cong doan dong goi khac nhau, vi du déng
vién ddp vi cho thudc vién, chiét rét dong chai cho céac

loai thudc tiém hodc udng.

DP3c diém chung cla cac day chuyén san xudt thudc
thanh ph&m d6 1a tinh rdi rac clia hé théng. Day chuyén
san xudt thuong dugc cdu thanh bdi mot s6 lugng cac
may chuyén dung. Cac may chuyén dung nay dugc ché
tao d€ thuc hién mot cdng doan cu thé trong quy trinh
san xudt t8ng thé. Trong nhiéu trudng hop cac may duoc
b6 tri ndm tai cac phong tach biét va khéng c6 lién két dir
liéu véi nhau.

Viéc thiéu lién két gilta cac thanh phan trong hé théng
dua dén viéc quy trinh san xudt phai dua nhiéu vao cac
thao tac thd cong va can dugc thuc hién tryc ti€p tai tirng
khu vuc, vi du nhu: nhap s6 16 san xudt truc tiép tai tirng
may, thu thap théng tin sdn xudt va bdo cao san xudt
riéng ré tai ting may, nhiéu truong hop viéc thu thap
théng tin dugc thuc hién thdng qua ghi chép. Bao cao
san xuat téng thé cho tirng 16 sdn phdm sau dé phai duoc
téng hop dua vao cac dit liéu riéng 1@ tir timg phan doan.

Mat khac cac hé thédng may déi khi dugc cung cdp badi cac
nha san xudt khac nhau véi cédc khac biét vé dir liéu,
chudn truyén théng v.v. Diéu nay cé thé dit ra mot s
thach thirc cho khau van hanh san xudt. Cac thach thic
nay c6 thé 1a viéc téng hop va chudn héa di liéu, xay
dung phuong an san xuét téng thé va bao tri bao dudng
hé théng.

D& kh3c phuc céc thach thic néu trén, day chuyén san
xudt thanh phdm thudng dugc tich hgp vao mot hé
th&ng thu thap dir liéu va diéu khién trung tdm. Khéc véi
khdu san xudt hoat chdt dugc néu & phan trudc, hé théng
diéu khién cho giai doan nay tap trung vao nhiém vu thu
thap dir liéu, cac tac vu diéu khién néu cé thuong duoc
xay dung & pham vi gidi han. Cac chuaong trinh diéu khién

chinh phan Ién ndm & cdc mdy riéng biét.

Gidi phap thudng dugc ap dung & giai doan nay la cac giai
phap vé “tich hop day chuyén” (line integration). Giai
phap nay cho phép két nGi cac may riéng biét vao mot hé
th&ng chung. Hé théng nay sé t8ng hop cac théng tin san
xudt nhu: théng s&, dit liéu hoat dong cta may, lich st
van hanh & tirng may (Audit Trail), théng bao san xudt
(Alarm) tai trng khu vuc vv. Cac thong tin nay sau dé sé
dugc dua vao mét bao cdo téng thé cho toan bd chu trinh
hoat déng. Viéc nay gidm thiéu hodc loai hoan toan cac
thao tac ghi nhan sé liéu thd cong, gitp cho déi ngdi van
hanh cé dugc sy ki€m soat sau rdng, chinh xac hon déi
vGi quy trinh san xudt.

Weighing Granulating
and Drying
disee nsing

Tablettizing
Inspection

e

=i

Hinh 4. Tinh r&i rac trong ddy chuyén sdn xudt thanh phdm

Unrestricted | © Siemens 2021 6



Pham Ngoc Minh | Ban Céng Nghiép S& Siemens Viét Nam | 2021-12

TIEU CHUAN CHAT LUONG XUYEN SUGT

Cac tiéu chuan va quy dinh

Thuc hanh san xuat tot GMP

Ngénh san xudt cac san pham

dugc la mét trong nhitng nganh
duoc dat dudi su ki€ém soat chat
lvong gdt gao nhat. Tung khau
trong chudi cung tng (vi du: sén
xudt, bdo quan, phan phdi,...) déu
phai dap (ng cac yéu cau duoc quy
dinh cu th€ nhdm dam bao chéat
lugng san phdm. Viéc thuc hién
tung khau dé€ dap (rng cac yéu cau
ch&t luong nay duogc téng hop
trong cac bdé huéng dan “thuc
hanh t6t”. Cho mbi khau sé cé mot
bé quy tdc thuc hanh t6t khac
nhau, vi du nhu: thuc hanh bao
quan t6t (Good Storage Practices-
GSP), thuc hanh phan phgi t6t
(Good Distribution Practices-
GDP).

Déi véi khau xay dung va van hanh
hé théng san xudt thi bé hudng
didn “thuc hanh san xudt tét”
(Good Manufacturing Practices -
GMP) doéng vai tro chl dao. GMP
dé ra cac huéng dan va quy dinh
bao trum toan bd cac mang trong
hoat dong san xudt cla mot nha
may nhu:

e  Héthdng quan ly chat
lwong (Quality
Management System -
QMSs)

e Nhan sy

e  Thiét bi, co s& san xudt

e Kiém tra chit lugng
(Quality Control - QC)
e Thanhtra ndi bd

e Quanly tailiéu

Mb&i quéc gia lai ¢6 cac hudng dan
GMP riéng. Cac quy chudn GMP tir
céc qudc gia va ving l1anh thé co6
nganh céng nghiép duoc phdm
phat trién thudng duoc cac quéc
gia khac &y lam tiéu chudn cho
viéc thyc hién “thuc hanh san xuét
t6t” tai nwdc minh. Tiéu biéu nhat
trong s6 nay 13 hai chudn: GMP -
EU dugc dua ra bdi co quan quan
ly dugc phdm Chau Au EMA va
cGMP tlr cuc quan ly thuc phdm va
dugc phdm Hoa Ky - FDA.

Bén canh GMP - EU va cGMP ciing
tén tai cadc quy chudn GMP mang
tinh toan cau nhu WHO - GMP clia
t8 chirc stiic khde thé gigi WHO.
Quy chu&n nay dugc ap dung réng

Life cycle of production plant

Development of computer system

rai tai cac qudc gia c6 nén coéng
nghiép dugc phdm con khiém tén,
vi du nhu Viét Nam va mét s6 nudc

Péng Nam A.

DGi véi hé thdng diéu khién va tu
déng hoéa trong san xudt dugc
ph&m, viéc dap Ung cac yéu cau
GMP duoc lén k€& hoach va thuc
hién xuyén suGt tir khau thiét k€,
soan thao cac yéu cau ky thuat
(specifications), thuc hién du an,
dén khau chay th(r va ban giao.

Tinh than xuyén sudt d€ dam béo
dap Ung GMP |3 “hé thdng can
hoat dong va cho ra san pham
ding véi thiét ké&". Tinh than nay
duoc trién khai trén thuc t& theo
“mo hinh chit V* (V Model). M6
hinh nay dam bao moi yéu cau ky
thuat déu dugc kiém nghiém, xéac
minh, xac nhan va dugc van ban

hoa.

Master Test
Report

’/
Coding Standard / Coding Bulk
e Dol Modules onfiguration

A

Hinh 5 Mé hinh thuc hién V Model
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21 CFRPart 11 & EU GMP Annex 11

Viéc thu thap di liéu va va thong tin “lich sir thao tac

van hanh” (Audit Trail) 1d mot phan khéng thé thiéu
trong khau ddm bao chat lugng trong san xudt dugc
ph&m. Toan bo di liéu trong qua trinh san xuét va cac
thao tdc van hanh déu phai dugc luu trit va phai ddm bao
kha nang truy soét vé sau. Viéc luu trir va truy soat can
duoc thuc hién dudi dang s6 héa (electronic records).

Bén canh d6 trong qua trinh san xudt, don vi van hanh
can c6 kha nang xac nhédn cac thao tac van hanh quan
trong béng chit ky dién tir (electronic signatures). Cac
thao tac do c6 thé 1a: viéc thay d6i thdng s8 hé théng,
thay d8i cong thirc bao ch& hodc xac nhan cac théng bao

san xuat,... Cac thao tac dugc coi la quan trong trong san
xudt nganh dugc phdm 1a céc thao tac cé thé tac déng
dén chat lugng san pham.

Hai vdn ban quy dinh cu thé vé luu trir dién tdr va chit ky
dién t&r thuong dugce dé cap dén 1a “phan 11, muc 21 bd
ludt quy dinh lién bang Hoa Ky” (FDA - 21 CFR part 11)
va “phu luc 11 cla bd quy dinh GMP EU” (Annex11 EU
GMP). Pai dién cho 2 trong s6 cac nén dugc phdm tién
ti€n nhat thé& gidi 1a Hoa Ky va Chau Au nén hai van ban
néu trén c¢6 tdm anh hudng Ién trén toan cau va thudng
dugc 18y 1am tiéu chudn tai cac quéc gia va khu vuc khéc
khi dé cap dén khai niém luu trir dién tir va chir ky dién
tlr trong san xudt dugc pham.

Unrestricted | © Siemens 2021 8
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DINH HUGNG GIAI PHAP

Hinh 6. Hé théng gidm sdt diéu khién trong nganh dugc phdm

‘D6i véi mbi giai doan trong cédng nghiép duoc pham,
céc bién phap gidam sat va diéu khién tu déng
(automated control and mornitor) luén déng vai tro
trung tdm. Cac hé théng nay dugc (ng dung véi nhiéu
hinh thai va tinh ndng da dang cho tirng yéu cau cy thé
trong chudi sdn xudt. Quy mé hé théng cé thé tly bién
tlr quy mdé nhd nhu hé théng diéu khién phong thi
nghiém hodc cac hé théng san xudt thir nghiém (pilot
system), cho d&n quy mé I6n nhu hé diéu khién cho toan
b6 nha may.

Céc hé théng diéu khién d6i véi tirng giai doan cling duoc
ng dung céac tinh nang khac nhau. Cac hé théng san
xudt thanh phan hoat chét (primary processing) thuong
ttng dung cac giai phap diéu khién qud trinh. Cac hé
théng nay duoc trang bi cdc cong cu 13p trinh, cdc b thu
vién dugc thiét k& t6i uu cho viéc thiét 13p cac trinh diéu
khién qua trinh (process control). Con céc hé thng san
xudt thanh phdm (secondary manufacturing) do c6 dic
thu la gém nhiéu may san xudt riéng biét, lai chd trong
str dung céc giai phap tich hop ddy chuyén va thu thap
dir liéu.

Unrestricted | © Siemens 2021 9
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Hinh 7. SIMATIC PCS 7 Ia hé th6ng “tv ddng héa qud trinh” chi luc cda Siemens

Khéi niém “qua trinh” (process) - Trong pham vi cac

nganh cong nghiép ché bién ndi chung va céng nghiép
duoc phdm néi riéng, mdt qua trinh thudng duoc hiéu 13
mdt céng doan trong san xuét c6 tac dung bién déi cac
nguyén vat liéu dau vao thanh mét san phdm hodc ban
thanh phadm dau ra. Cac sdn phdm hodc ban thanh pham
nay dugc bién d8i hoan toan vé tinh chit so véi cac
nguyén liéu dau vao. Cac qua trinh bién d&i duoc tién
hanh dudi cac tdc dong héa hoc, vat ly, sinh hoc vv, va
dugc thyc hién trong mét khodng thoi gian nhat dinh.

Nhu vay déi véi cdc nha méy hay cac co sé san xuat thi
viéc diéu khién va giam sat hoat déng cla cac qua trinh
san xudt déng vai tro tién quyét trong céng tac dam bao
chat lugng sdn pham, tinh kinh t& trong san xu4t va tinh
hiéu qua vé mat thai gian. Hé théng SIMATIC PCS 7 dugc
xay dung nhdm dap ¢ng cac muc tidu nay. Cac tinh ndng
clia SIMATIC PCS 7 dugc thé hién & cac tiéu chi nhu — s&
hitu cdc cong cu xay dung hé théng phong phu, dap
(*ng toan bd cac yéu cau vé giam sat diéu khién — tinh
linh hoat va tly bién cao, d@m bdo dap &rng moi quy méd
tlr nhé dén I16n va dap ing moi yéu cau ddc thu vé san
xudt — hé théng duoc thiét ké mé cho phép tich hop va
trao d&i théng tin véi cac hé théng khac.
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Cong cu xay dung hé théng phong phu va t6i uu

Import/export
assistant

Typical libraries:

Example solutions
and process object
types (e.g. control,

motor, valve)

Process

object plans

3 [T

ﬁ%ﬁ % OS display hierarchy

Technological
hierarchy .

|

OS displays

G_PCS7_XX_00115

Hinh 8 Gidi phdp hudéng déi tugng vdi cdc cbng cu cta PCS 7

V& lap trinh, SIMATIC PCS 7 s& hitu
toan bd cac cdng cu lap trinh tiéu
chuén theo IEC 61131 -3, bao gém
LD, FBD, ST, ILva SFC. Tuy nhién dé&
t6i wu cho viéc xay dung cac trinh
diéu khién quéa trinh, thi & PCS 7
cac cong cu lap trinh dugc t6i wu
héa va b8 sung cac tinh ning
nhdm nang cao hiéu suit 1ap trinh.

CFC (Continuous Function Chart)
Viéc 1ap trinh so d6 khéi véi CFC
dugc str dung dé tao cac logic diéu
khién cho cac thiét bi trong hé
théng (vi du: van, déng co, diéu

khién PID, cac loai cadm bién,...).
Céc logic diéu khién nay sé& dugc
khdi tao dudi dang cac déi tugng
chudn (Typicals) cho tirng chung
loai thiét bj trong hé théng. DGi véi
mai loai thiét bi, ngudi lap trinh sé&
chi phditao 1 d&i tugng chudn. Sau
dé tuy vao s6 lugng cu thé cho
tng loai thiét bi, cdc d&i tuong
chuén tuong ng sé duoc “nhan
ban” dling s6 lugng can thiét.

IEA (Import Export Assistant)

Céng cu dugce st dung dé€ “nhan
ban” cac déi tugng chudn la IEA.

Day 1a mot cong cu cd dang bang

biéu, va cé kha ning trao dé&i dir
liéu véi cac cong cu chuyén xt ly
bang bi€u nhu Microsoft Excel.
Toan b6 thong tin vé tirng thiét bj
cu thé& (tén thiét bj, s& hiéu, dia chi
tin hiéu vao ra, cac ghi cha w) sé
dugc dua vao IEA. Dua trén déi
tuong chudn, IEA sé tao cac dai
tuong diéu khién cho tirng thiét bi
dugc khai bdo véi cac théng tin
twong (ng, doéng thoi cac dai
tuong diéu khién cu thé nay
(process object plans) ciing dugc
ddu nGi vai cac dia chi vao ra tuong
ung.

Viéc ttng dung hai cdng cu vira néu
ndm trong gidi phap mang tinh
huéng déi  tugng  (object-
oriented-, master-instance
concept) cla PCS 7. Phuong an
nay ddc biét cé y nghia quan trong
trong viéc xay dung hé théng san
xudt cho nganh dugc phdm. Khi
tng dung giai phap nay toan bd
chuong trinh diéu khién vé co ban
chi dya trén mot s6 lugng nhat
dinh cac d&i tugng chudn-Typicals.
Do d6 viéc danh gia xac nhan cac
yéu cau ky thudt (software
validation) cho chuong trinh diéu
khién s& chi phai thuc hién déi véi
cac d&i twong chudn dugc st dung.
Diéu nay tiét kiém thoi gian cho
khau xac nhan mét cach dang ké,
déng thoi van dam bao chat lugng
cling nhu tinh déng nhéat trong hé
théng.
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SFC (Sequential Function Chart)

3 PCS 7 cong cu SFC khdng chi don thuén 1a mot cdng cu
thiét 1ap céc trinh diéu khién tudn ty (sequential
control). V&i PCS 7 céng cu nay dugc trang bi “logic diéu
khi€n trang thai hoat déng” (operating state logic). Bén
canh d6 cac trinh diéu khién dugc thiét 1ap bdi SFC tu
déng duoc trang bi cac ché& do diéu khién can c6 cho cong
tac van hanh nhu: ché& d6 chay ty dong, diéu khién bang
tay, ch€ do bén ty dong.

A SFC [
| - RE 5
T E ] B E o
> R > e
MANUAL HEE
KANMUAL | P Start ] Halel I Resume Command Qutput

AUTO | K Abort + Complete | M Stop [ Cyclic Operation
@ |¥y Restat  |€d  Reset [ITime Manitoring

[1Synchranize | Sequence properties ” Start condition | i‘
\/ I 3 UpEmTvouT

QOpen VOO2

Start Stirrer & ...

[« *[*]\STARTING }, RUN {HELD }, ABORTED

Hinh 10. Cdc ch€ dé vdn hanh caa SFC

T ANSI/ISA-88.01-1995 Batch Control Part 1: Models and Terminology

2

= 1
Starting | 1

1
Hold Error Restart

Reset

1

(Error)

e

(U N ol S

From all states
(except Idle, Aborting,

From all states
(except Idle, Aborted, Stopping,
Aborting, Aborted) Stopped)

Resuming
(Error)

| 1
Cancel Stop

15
Stopping

Aborting ‘

Hinh 9 logic diéu khié€n trang thdi hoat déng ctia SFC

Cac tinh ndng néu trén clia SFC 1a nhdm dap (ng cac yéu
cdu vé diéu khién trong sadn xudt theo mé (batch
manufacturing) theo chuén ISA 88'. Khi st dung SFC,
cac trinh diéu khién tuan tu trong hé thdng cé thé dap
Ung cung ldc cac yéu cdu vé san xudt lién tuc
(continuous manufacturing) cling nhu san xudt theo

mé.

Tich hop chirc nang Audit Trail va chr ky dién t&

Lich st thao tac van hanh (Audit Trail) va chit ky dién tlr
(electronic signature) 1a hai thanh phan khéng thé
thi€u xét theo cac yéu cau vé GMP. Céng cu thiét ké giao
dién van hanh cda SIMATIC PCS 7 la chuong trinh WinCC
duoc trang bi ddy dd céc chitc ndng dé tao 1ap co ché thu
thap lich st thao tac van hanh. BGi véi cac thao tac quan
trong chitc ndng chir ky dién t&r c6 th€ duoc kich hoat.
Khi dé doi ngli van hanh phai xac nhan viéc thyc hién
cac thao tac nay bang chit ki dién tlr ca nhan.

Unrestricted | © Siemens 2021 12



Linh hoat va tuy bién cao

Laboratory/Test center

Preduction plant

Pham Ngoc Minh | Ban Céng Nghiép S& Siemens Viét Nam | 2021-12

SIMATIC PCS 7: 100 to 300 000 1/Os

Connected facilities at one production site

G_PCS7_XX_00202

Hinh 11. PCS 7 ¢6 ddi tng dung réng, qui mé tir rét nhé dén quy mé I6n

Ngoai viéc 1a mot hé théng diéu
khién quéa trinh (Process Control
System) SIMATIC PCS 7 con la mét
hé théng diéu khi€n phan tan DCS
(Distributed Control System), véi
day du cac ddc tinh nhu: cdu trdc
phan tan, phan tang, kha ndng I3p
dat dy phong (redundancy) va
(tng dung an toan (Fail-safe) wv.

Dugc nhin nhan [a mot hé théng
DCS dién hinh, déi khi PCS 7 dugc
nhan dinh 1a chi pht hgp cho céac
hé théng phurc tap, quy mo Ién, vi
du nhu: nha may loc dau, nha may
thép, xi mang,... Chi phi I3p dit
thuc hién cac hé théng nhu vay khi
st dung PCS 7 cling dugc nhén
dinh la cao; ddi ngli thuc hién cling
can phai & quy m6 tuong ing. Cac
nhan dinh nay chua hoan toan
ddng va day du.

“Bén canh cdc hé th6ng quy mé
I6n néu trén, SIMATIC PCS 7 ciing
hoan toan phu hop dé€ xdy dung
cdc hé théng quy mé vira va nhé
nhd vao tinh tuy bién rdt cao
trong itng dung cta sén phdm
nay”.

biéu nay dugc minh chiing ro nét
& cac hé théng gidm st diéu khién
nganh dugc phdm. Vong ddi mot
san phdm thudc ludn di tr phong
thi nghiém, qua cac khau san xuat
quy m6 nhd phuc vu thir nghiém
[dm sang, va trong trudng hop
dugc cdp phép Iuu hanh sé duoc
trién khai sadn xudt quy mo Ion.
SIMATIC PCS 7 da va dang duoc
(*ng dung & tat ca cac khau nay. D&
danh gid mét cach tuong d6i vé
mat s6 liéu, SIMATIC PCS 7 c6 thé
duoc (tng dung cho céc hé théng
véi quy mo tir 100 dén 300.000 tin
hiéu vao ra (l/0).

Tinh linh hoat va tuy bién cao cla
PCS 7 ndm & cac yéu t8 chinh nhu:
e  Thiét bi phan cing dugc
thiét k€ mang tinh mé
dun héa cao, cho phép
m& rong va thu gon hé
théng dé dang vdi cac
thao tac thdo 1&p don

gian.

e Tung thiét bi phan cing
va phan mém cha PCS 7
cling cho phép tly chinh
“gigi han s dung” theo
nhu cdu thuc t&€ cha hé
théng, vi du theo s&
lwgng thiét bi truong thuc
té.

e Gidi han s dung dugc
xac dinh qua co ché
“quyén st dung”
(licenses) linh hoat theo
nguyén tic “quy mé hé
th6ng dén ddu, dp dung
pham vi “quyén sir dung”
dén dé".

Unrestricted | © Siemens 2021 13



Price

Pham Ngoc Minh | Ban Céng Nghiép S& Siemens Viét Nam | 2021-12

S& lwong ddi twong diéu khién tham khao cho cac PLC $7-400

Cacdong PLCS7 -400 AS412H AS414-3 AS414-3IE AS414H AS416-2 AS-416-3 AS416-3IE AS 416H AS417-4 AS417H

khi &*ng dung véi thw
e ASATO W CPU 410 3]

I< AS 410E: |

Analog value 10 150 150 100 300 500 500 400 800 600
Digital value 20 300 300 250 600 1000 1000 800 1400 1000
PID controls 5 50 50 50 100 200 200 150 250 200
Motors 7 75 75 75 150 250 250 200 450 400
Valves 7 75 75 75 150 250 250 200 450 400
Dosing 0 5 5 3 20 25 25 25 50 50
Digital inputs DI 30 450 450 300 900 1500 1500 1200 2200 1800
Digital outputs DO 10 150 150 110 300 500 500 400 750 650
Analog inputs Al 15 225 225 150 450 750 750 600 1100 900
Analog outputs AO 5 75 75 50 150 250 250 200 350 350
SFC 0 15 15 15 60 100 100 100 200 200
Steps 0 150 150 150 700 1000 1000 1000 2000 2000
Process Objects (PO) 30 450 450 350 900 1500 1500 1200 2200 2000

Trén day la s6 liéu tham khao vé s luong

13 céc d6i tuong diéu khién c6 thé dugc xir ly
12 béi cac PLC S7-400 khéc nhau. Bay 1a dong
8:8 PLC duoc t8i vu hda d€ sir dung vdi SIMATIC
0.8 PCS 7. Bén canh S7-400 ngudi s dung
gjé 410mi 416 hoan toan cé thé &ng dung cac dong PLC
031 o g 414 khac ctia Siemens v6i PCS 7. S6 ligu nay thé
g:g ..4105 hién so sanh vé tinh nang, dung Iu’c}rjg gitta
011412 cac PLC clia dong S7-400. Diéu dé nhan
*%0 o4 02 03 04 05 06 07 08 08 10 11 12 13 thdyddaydolatinh ty bién cia dong CPU
Performance th&€ hé méi S7-410. Trén cing mot nén tang

Hinh 12 Thanh phén phén cting c6 tinh tay bién phédn cing, tdy vao quy mé du kién cla

cao chuong trinh diéu khién ngudi st dung cé

thé tly bi€n pham vi quyén st dung cho
CPU 410, qua dé t&i uu vé mdt chi phi dong
th&i vAn ddm bdo khad ning mé roéng sau
nay (xem hinh 12).

2 g5 liéu dugc tinh toén dua trén thu vién tiéu chudn APL clia PCS 7 c6 tinh tham khao.
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Kha néng tich hop va trao déi dit liéu

PCS 7 + S7-410 Tia Portal + S7-1500

T

57 Verbindung? (Bsend, BRcv)

tnet, Profibus, MPI

57 Verbindung1 (Bsend, BRcv)

trial Ethernet, Profitius, MPI

Hinh 13. Két néi gitta SIMATIC PCS 7 va TIA Portal

Kha nang tuong tac va trao ddi dit liéu véi cac hé théng
khac la mét trong nhitng th€ manh cla SIMATIC PCS 7.
Thé& manh nay duoc thé hién & cac khia canh chinh nhu:

e Tich hop véi cac hé thGng cing cap (vertical
integration) vd. nhu cac khu vuc trong hé
th&ng san xudt dugc két ndi véi nhau dé viéc
trao d8i dir liéu dugc lién mach. Trong nganh
duoc phdm mot vi du dién hinh thudng ddy doé
la: viéc két ndi hé thEng quan ly méi trudng san
xudt (Environment Monitoring System -
EMS) véi hé thdng quan ly sdn xudt chinh; két
néi hé théng phu trg (ultilities) véi hé théng
san xudt chinh,... & phan cdp nay cac két ndi c6
thé& 13 truc ti€p gilta cc PLC v6i nhau, hodc gitra
cac hé thdng may tinh van hanh.

e Tich hop véi cac hé thdng quan ly san xudt
(MES) va quan ly tai nguyén doanh nghiép
(ERP). & cdp dd nay viéc két ndi thudng duoc
thiét 1ap dua trén cadc chudn truyén théng
mang tinh dai ching nhu chudn OPC.

Kha nang tich hgp va trao d8i dit liéu phong pha ctia PCS
7 ddm bao cho tinh tuong thich cao clia sdn phdm nay
trong van hanh khi cé sy tham gia cta cac hé théng
khac. Tinh ndng nay ctia PCS 7 khéng chi ap dung dé két
ndi véi cac san phdm clia Siemens ma con cé thé duoc

ap dung véi cac sdn phdm clia cac nha cung cdp khac.
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Tich hop day chuyén

Trong nganh dugc phdm, gidi phap “tich hop

{ A) { O [¢ ) g ‘Delay £
@f‘iﬂ (elayd (Reay ) @ day chuyén” (line integration) duoc ap dung

Oral Solid Dosage today: islands of automation | chd yé’u trong khau san xust thanh phé’m pidu

Bndng Granatons Sending e Coaing
o e I_q nay 13 do dic thu vé hé théng tai khau nay 13
{—j r_! = tinh roi rac. Nhu da dé cap & phan dau, dac
m w0 I di€ém nay dua dén mot s8 thach thirc cd thé lam

chdm va gidn doan quy trinh san xuat.

~a

= —— — Thanh phan chinh clia giai phap “tich hgp day
Hinh 14 Céc khu vuc sdn xudt thiéu két néi dua dén cac gidn doan trong van hanh chuyén” 1a mét hé théng gidm sat va thu thap

dit liéu trung tam. Hé théng dugc Siemens xady
dung va t6i uvu cho muc dich nay la hé théng
SIMATIC WinCC. WinCC khi duoc tich hop, sé
két néi vai tdt cd cdc mdy, cdc cum san xudt

trong ddy chuyén. Qua dé dua dén khad ndng

Trong gidi phép dang dugc dé cap dén &

qudn ly dir liéu tap trung.
g line visualization and i E"‘:"z =
Indesta Ethernet - Torminal bus

TIA Portal WinCC RT Prof. Vix = | SIPAT
or SCADA WinCC V7.x H
trung tdm nhdm thu thap va luu trit di liéu. e

Blending Granulation& . Blending :«:::::;nlngl
Drying 1ox

day, WinCC sé doéng vai tro la nén tang

Bénh canh d6 WinCC dugc hd tro bdi cac
chuong trinh ma réng (Add-On) d€ t&i uu

stasan 4

héa viéc quan ly dir liéu tap trung va t8 chirc
san xuat. Cu thé& dé la:
e Thu thap di liéu hoat ddng tur cac

may trong day chuyén (data

logging); thu thap lich sir thao tac Hinh 15. Hé théng thu thdp di liéu trung tdm cho phép s6 héa phdn I6n quy trinh

van hanh (Audit Trail); thu thap s tGE
danh sach théng bdo trong qua
trinh hoat dong tir day chuyén
(alarm logging)

e Quan ly théng s& san xudt
(parameter management); quan
ly mé san phdm (batch
management)

e H6 trg viéc phan tich va danh gia
dix liéu
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Quan ly théng s6 va cdng thirc san xuat

Chuong trinh PM - Control 1d mdt chuong | 4 weccsumime-

trinh mé& rong dugc ng dung trén nén tang

WinCC. Trong d6 WinCC déng vai tro la nén

$+XBAX|QCH- 2R E 8-

tdng giao dién van hanh va nén tang thu thap

Header Production units Recipe settings Fecipe Steps  Parameter assignment  Parameter values Sequences Msc  Valdation
~ 1A ~. ~e s P N . v Recipes
dir liéu, tao két néi véi I6p diéu khién. PM § Eody Loton 7 Vi Descrptin Extemai 1D
. N . v ‘B“TEST A Dose Water Dose water 0
Control dua dén cac tinh nang quan ly théng s6 Dowe OF Dose b 0
v Dose Emuigator Dose emulgator to let water and oil combine 0
dau vao (parameters, setpoints). Thong qua v = el ;
. 2 . L ~ ~ R Dose Perfume Dose the wonderful fragrance 0
WinCC PM Control chuyén tiép cac théng s6 &l = Cool down and et el 0
Drain Drain for filing 0
dau vao xudng day chuyén san xudt. Viéc
chuyén tiép cac bd théng s6 nay xudng 16p diéu 2

khi€n c6 th& dugc thuc hién theo cac budc tudn ) o o

L o, ) Hinh 16. Giao dién thé hién cdc budc cua mét cbng thirc tai PM Control
ty, duoc xac lap trudc dé & PM Control. Thir tu
cac budc chuyén ti€p théng s6 nay hinh thanh

nén cac céng thurc (recipes) khac nhau.

A WinCC-Runtime -

Bén canh dé, PM - Control con cho

o amr e A L2 N
s 8 e x| B phép déi ngidi van hanh c6 thé tao va
Fomaton! _ Fomuobon?  Fomstin quan ly cadc yéu cdu san xudt
Processed jobs ., A ~ N
N.. Status Jobname Batch name Recipe name Recipe number Set quantity No. of steps Step number Step name (Ordersl BatChs)' Cac yeu Cau san
El v a7 |arFoi-D-20200491725 [T fvo e Je Jeers | ] ~ 2 A P
T v A% A26-FO1-CMN-202004011344  Cinnamon Touch CMN 500 8 Bof8 xuat dugc khai tao véi day du cac
-6 A29 A29-FO1-LVD-202005091350 vender Dream D 400 8 8of8 ~ ~ 2 a N ~ < n
= — === = < théng s6 co ban nhu: tén va s6 hiéu
Current jobs
PG 16 san phdm, s8 lugng san phdm,
tén cong thuc ap dung,... Cac yéu
N.. Status Jobname Batch name Recipe name Recipe number Set quantity No. of steps Step number Step name cﬁu sén XUé’t sau khl dU'O’C tao Sé
Planned iobs duoc chuyén dén cac may trong day
N.. Status Jobname Batch name Recipe name Recipe number Set quantity No. of steps Step number Step name ~ . . o
T @ s Mandarin Orange Motion  MDO 850 8 0of8 chuyén théng qua WinCC dé thuc
2 . A32 Strawberry Love STB 750 8 0of8 n 5 o
hién san xuat.

Hinh 17. Giao dién qudn ly 16 sdn xudt (batch) cia PM Control
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Thiét 1ap ho so 16 (batch report)

Toan bo cac thong tin thu thap dugc trong qud trinh
van hanh sé dugc thu thap tir cdc may vé WinCC. Viéc
nay dugc thyc hién bdi mot chuong trinh ma rong
clia WinCC, dé la PM Quality.

Chuong trinh ndy thu thap, déng thoi tu dong sip
x&p dit liéu vao cac 16 san xudt twong ¢ng. Tir d6 bén
van hanh hé théng c6 thé tao h6 so' 16 truc tiép tir hé
théng. H6 so c6 thé€ duoc luu trlr dai han trén hé
théng, dugc gl truc ti€p dén may in hoac cling c6
thé& dugc luu dudi dang PDF.

Ngoai ra v&i PM Quality ngudi van hanh cé thé thiét
k& cac giao dién hé so 16 d&€ phi hgp véi yéu ciu va
qui dinh ctia don vi san xudt. Nhitng thong tin can
thiét cho cac cdng doan ki€ém dinh danh gia chat
lugng 16 san phdm déu dugc hién thi, vi du nhu: tén
va s6 hiéu 16 san xuat, ngay gir bat dau va két thic,
cac théng sé hién truong & cdc may va quan trong la
lich st thao tac van hanh (Audit Trail) va lich th
théng bao (alarms).

Alarm summary:

Timestamp
8/12/2020 11:16:26 AM.120

Formulation1

+

Pump:

8/12/2020 11:16:29 AM. 121 Formulation1 Stirrer Pump: Formulation1
8/12/2020 11:17:13 AM. 119 * Formulation1 Stirrer Pump:

8/12/2020 11:17:13 AM. 120 + Formulation1 Stirrer Pump: Formulation1
8/12/2020 11:17:17 AM278 - Formulation1 Stirrer Pump: Formulation1

8/12/2020 11:17:38 AM.249 + Formulation1 Perfume Valve Valve
8/12/2020 11:17:45 AM 250 Formulation1 Perfume Valve Valve
8/12/2020 11:1922 AM 339 * Formulation1 Stirrer Pump: Formulation1
8/12/2020 11:19:22 AM 340 + Formulation1 Stirrer Pump: Formulation1
8/12/2020 11:19:25 AM.341 Formulation1 Stirrer Pump: Formulation1
8/12/2020 11:20:42 AM 312 * Formulation1 Stirrer Pump:
8/12/2020 11:20:42 AM 313 + Formulation1 Stirrer Pump: Formulation1
8/12/2020 11:20:45 AM 313 - Formulation1 Stirrer Pump:
8/12/2020 11:21:30 AM 458 * Formulation1 Stirrer Pump: Formulation1
8/12/2020 11:21:30 AM 459 + Formulation1 Stirrer Pump:
8/12/2020 11:21:33 AM 459 - Formulation1 Stirrer Pump:

Audit trail:

8/12/2020 11:15:49 AM.055 Tankfarm_1_Temp_7.SetpoinfTemp: siemens new=23 old=21 siemens

Pham Ngoc Minh | Ban Céng Nghiép S& Siemens Viét Nam | 2021-12

|_sowes | Messsget ]
Stirr Formulation1 Stirrer circuit breaker
Stirrer circuit breaker
Formulation1 Stirrer circuit breaker
Stirrer circuit breaker
Stirrer circuit breaker
Formulation1 Perfume Valve opening timeout
Formulation1 Perfume Valve opening timeout
Stirrer circuit breaker
Stirrer circuit breaker
Stirrer circuit breaker
Formulation1 Stirrer circuit breaker
Stirrer circuit breaker
Formulation1 Stirrer circuit breaker
Stirrer circuit breaker
Formulation1 Stirrer circuit breaker
Formulation1 Stirrer circuit breaker

21 23

Batch report

"
oom O
[EE—
ot U
Dune Purbson—

-

E ®

14000

\0

@
"

1 eaao M

Hinh 18. Giao dién hé so 16 dugc tao bdi PM Quality

Hinh 19. Cdc théng bdo va lich sir thao tdc vén hanh Ia khéng thé€ thiéu trong hé so 16
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Tinh ndng téng hop va phan tich

Ngoai viéc thu thap thong tin dé xay dung hé so 16 véi
chuong trinh PM Quality, ngudi st dung con c6 thé hién
thi cac théng tin da dugc thu thap va luu trit, nham phuc
vu cho viéc kiém tra va danh gia tryc tiép. Chitc ndng nay
dugc thyc hién bdi chuong trinh PM Analyze. Ngoai chiic
nang hién thi véi PM Analyze ngudi s dung c6 thé& thuc
hién cac phan tich dit liéu bang cac céng cu san cé cla
chuong trinh, vi du nhu:

e Hién thi dit liéu dudi dang bang biéu hodc biéu
dé

e  Thuc hién tinh todn cac chi tiéu san xuat (KPI)
tryc ti€p trén hé théng van hanh

e Hién thi cac k&t qua phan tich cac tinh toan dé6

Khi so sanh 2 chuong trinh m& rong cla WinCC la PM
Analyze va PM Quality ta nhan thay su khac biét ndm &

= l B Top Avchives

(G Last 1 Years

.Ivm va; I © Refresh

1204

Formulation_1_Avallability

92.974B007632731

o=y T T T
32020 402000 50/2000 612020 71/2020 81/200 9/1/2020 10/1/2020 117172020 12/1/2020
00 0200 0200 0200 0200 0200 0200 0290 o190 0100

i ¥
111720 s
Pt 27512021 12.00:00 000

Resdy Retrieved 1038 items in DA seconds

Hinh 20. Tinh todn KPI truc tiép trén HMI

cach thic xr ly va hién thij di¥ liéu. Trong khi PM Quality
dugc dinh hudng x& ly dit liéu san xudt dya trén co sd cac
16 san ph&m, vi du nhu: t8ng hgp dir liéu vé 16 san xudt,
thiét k& ho so 16 vv. PM Analyze lai dugc dinh hudng vé
phan tich dit liéu, vd. nhu: cdc céng cu tinh toan chi tiéu,
chirc ndng dé thi va biéu dé.

.Iij vIL; -I(;.n;mh

() Lost 1 Years

Resdy

456
Formulation_1_NumErrors

&4
Formulation_3_Nu

103
Farmulation_2_NumErrars

Retrieved 1098 items in 04 seconds

Hinh 21. Hién thij dit liéu dudi dang biéu d6, dé thi phuc vu céng téc phén tich, ddnh gid
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Téng thé vé tich hgp day chuyén

Churc ning chi dao clia giai phap tich hop day chuyén
trén nén tang WinCC 13 tap hop va luu trir dir liéu tap
trung. Day 1a giadi phap dugc t6i uu hda cho cac day
chuyén san xudt thuSc thanh phdm. Giai phap nay giai
quyét dugc cac van dé lién quan dén tinh roi rac va thiéu

két ndi clia cac hé théng dang nay. Tuy theo nhu cadu cu
thé& clia tirng don vi, ngudi st dung cé thé b8 sung thém
trén nén tang WinCC cac chuong trinh m& réng véi cac
tinh ndng riéng nhu da trinh bay & phan trén.

PLM SIMATIC-IT eBR
General recipes —)‘Shop order)—b Master Batch Recipe

(shop order parameters)

e-Batch =
== <
| Report [~ Q%

Centrol Recipe Vaccine V3.2

Order 817523
Number 100000 ..
Temp SP:270° C
TempH : 300° C

Active site/plant
Recipe Repository

L 4

for Procedural and P
arn .

PM-CONTROL:. Short term archives

Long-term archives| & Batch data

trends eventlogger

&
alarms

Historical data

Parameter recipes
Dispatch ‘ = e—
Job control ; Alarm PM-QUALITY / Discrete data &
P> Scada client SCADA WinCC Process Historian LIMS
U? =
— SON |E|7523 8 (&)
Mode [PROD = 8 8
X =
| o x
3 - 2
Equipment o

Control START l—‘ STo_I—‘|P m A e

STOP

000000000 000000000

/ X

| Shop ordern® | Z
|_s17523_| 000000000

Hinh 22. Téng quan vé tuong tdc dif liéu trong ddy chuyén dugc tich hop (RFD = ready for download, RFU = ready for upload, UL = Upload)

Mot y€u t6 quan trong trong viéc thuc hién tich hop day
chuyén chinh 13 viéc xdy dung céac két nGi gitr cdc may
san xudt véi hé thdng trung tdm (vd. WinCC). Viéc nay
can sy thdng nhat vé gidi phap truyén théng va trao dé&i

dit liéu tur rat s6m gilta don vi ché tao may (OEM) va don
vi tich hgp hé théng (system integrator). D& viéc tich

hop dugc don gidn va hiéu qud, cac nha ché tao may

nganh dugc phdm cé thé tham khao tai liéu hudng dan
chi tiét3 cta Siemens vé chd dé nay.
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Pap rng tiéu chuan va quy dinh

Céc hé théng va san phim duoc dé cap GMP Engineering Manual SIMATIC WinCC (TIA Portal)

trong tai liéu nay déu ndm trong gidi phap
téng thé& clia Siemens cho nganh san xuit
dugc phdm. Véi tu cach 1a mdt trong nhitng
nha cung (rng cdng nghé hang dau thé& gidi,
va véi kinh nghiém cling nhu kién thic thu
thap dugc qua nhiéu dy an & nhiéu quy mé
va hinh thai khac nhau, Siemens da duc két
va phét trién cac san phdm giam sat diéu
khién clia minh tr& thanh lya chon hang e -SIM,\TIC
uellip S

dau cho céc t6 chiic, don vi san xuét thudc.

GMP Engineering Manual

Ung dung cac san phdm clia Siemens ngudi

Answers for industry.

st dung hoan toan cé thé xdy dung hé
th&ng giam sat diéu khién dd diéu kién déap
SIMATIC SIMATIC WinCC V7.5 GMP Engineering Manual

https://support.industry.siemens.com/cs/lvien/view/109775436

(g tat cd cac quy dinh khit khe nhat. Bén

canh dé Siemens ciing cung cap cac tai liéu
“huéng dan thuc thi GMP” nhdm hé trg
viéc xay dung hé théng dat cac tiéu chudn
nganh.

Céc tai liéu ndy mo ta cac yéu cau cu thé ma
cac chudn nhu ¢cGMP, CFR 21 part11 hay
GMP-EU d&t ra d&i vai hé théng diéu khién.
D6éng thoi cac tai liéu nay ciing huéng dan

chi tiét viéc dap Ung cac yéu cau nay trong
xdy dung hé théng nhu thé nao. Hién tai
céc tai liéu nay déu c6 thé dugc tim doc tai

nén tdng hé tro ky thuat truc tuyén cla

Siemens theo cac dudng dan dugc liét ké
trong phan nay.

Answers for Industry.
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Thong tin lién hé
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Thong tin phap ly
Sir dung cac ‘ng dung miu

Céc (ng dung ma3u minh hoa gidi phap cla céc tc vu tu ddng hda thédng qua su twong tac ciia mot s8 thanh phan dudi dang van
ban, d6 hoa va | hodc mé-dun phan mém. C4c ¢ng dung mau la mot dich vu mién phi clia Siemens AG va | hodc mdt cong ty con
cla Siemens AG ("Siemens"). Siemens khong bi rang budc va khéng dua ra tuyén bé vé tinh hoan chinh hodc chitc nang lién quan
dén c&u hinh va thiét bi cho tng dung mau. Cac tng dung mau chi nhdm trg gitip cac tac vu dién hinh; chiing khéng tao thanh
céc gidi phap danh riéng cho khach hang. Ngudi sir dung tu chiu trach nhiém van hanh san phdm ding cach va an toan theo céc
quy dinh hién hanh déng thdi phai kiém tra chitc ndng ctia (tng dung mau tuong ng va tay chinh né cho hé thdng cia minh.
Siemens cap cho ngudi s&t dung, thdng qua nhan vién dugc dao tao ky thudt cdia minh, quyén st dung khong doc quyén, khong
dugc c&p phép lai va khong thé chuyén giao cac ¢ing dung mau. Nguai st dung chiu trach nhiém véi moi thay d8i déi véi cac tng
dung mau. Ngudi str dung chi duoc phép chia sé cac ing dung mau véi cac bén thit ba hodc sao chép cac ting dung mau hodc
doan trich ctia chiing khi dugc k&t hop véi cac sdn pham cla riéng ngudi sit dung. Cac itng dung mau khong bat budc phai trai qua
cac thr nghiém thong thudng va kiém tra chat lugng nhu mot sdn phdm thuong mai thdng thudng; ching co thé c6 cac khiém
khuyét vé chitc ndng va hiéu suét cling nhu cac 16i. Ngudi st dung cé trach nhiém str dung *ng dung mau nham dam bao bat ky
truc trdc ndo co thé xay ra sé khdng gy thiét hai vé tai san hodc thuong tich cho con nguoi.

Mién trir trach nhiém

Siemens sé khong chiu bat ky trach nhiém, vi bdt ky ly do phap ly nao, bao gém, nhung khéng gidi han, trdch nhiém déi véi kha
nang s dung, tinh kha dung, tinh toan ven va khéng bij 16i clia cac (rng dung mau cling nhu d6i véi théng tin lién quan, di liéu
cdu hinh va hiéu sudt va bat ky thiét hai nao phat sinh tlir d6. Diéu nay sé khéng ap dung trong cac trudng hop trach nhiém phap
ly bat budc, vi du nhu theo Pao Luat Trach Nhiém San Phdm clia CHLB Ditc hodc theo phép luat clia nudc s& tai, hodc trong céc
truong hop c8 'y, so sudt nghiém trong hodc thiét hai nghiém trong vé tinh mang, thuong tat hodc tén hai sic khde, khéng tuan
th bdo dadm, gian lan hodc khdng tiét 16 vé khi€m khuyét hodc vi pham nghiém trong céc nghia vu co ban cla hgp déng. Tuy
nhién, trach nhiém cda Siemens khi vi pham co ban nghia vu hop déng sé duoc gidi han & cac thiét hai ¢6 thé€ udc tinh trude va
dién hinh cla loai thda thuan lién quan, trir khi thiét hai phat sinh do ¢8 y hodc so sudt nghiém trong hodc thiét hai vé tinh mang,
thuong tat hodc t8n hai siic khde. Ngudi st dung c6 trach nhiém chitng minh céc thiét hai ctia minh. Ngudi si dung sé ddm bao
Siemens khéng bi lién ddi véi cac khi€u nai hién c6 hodc trong tuong lai tir cac bén thit ba lién quan, ngoai trir truong hop Siemens
phai chju trach nhiém bét budc.

Bing cach st dung cac tng dung mau, ngudi st dung déng ¥ rang quy dinh néu trén sé diéu chinh toan bé trach nhiém phap ly
cla Siemens dGi vdi cac thiét hai.

Théng tin khac

Siemens c6 quyén thuc hién cac thay d6i déi véi cac ing dung mau bat ky Itc ndo ma khéng can théng bao. Trong trudng hop c6
su khac biét gitra cac goi y trong ttng dung mau va cac &n phadm khéc clia Siemens nhu danh muc san phdm, ndi dung cla tai liéu
khac sé duoc uu tién.

Cac diéu khoan str dung ctia Siemens (https://support.industry.siemens.com) cling sé dugc ap dung.

Théng tin an ninh

Siemens cung cp cac san phdm va gidi phap cé chirc ndng An Ninh Céng nghiép hd trg hoat déng an toan clia cac nha may, hé
théng, may mdc va mang.

D& bdo vé cac nha may, hé thdng, may méc va mang khéi cac nguy co an ninh mang, khach hang can thuc hién - va lién tuc duy
tri mét md hinh an ninh céng nghiép toan dién, tién tién. Cac sdn phdm va gidi phéap ctia Siemens 1a mdt nhan t6 clia mé hinh nay.
Khach hang cé trach nhiém ngdn chdn viéc truy cap trai phép vao nha mdy, hé thdng, may méc va mang ctia minh. Cac hé théng,
may moc va thanh phan lién quan chi nén duoc két ndi véi mang doanh nghiép hodc Internet néu va trong pham vi can thiét va
chi khi cac bién phap bao mat thich hop (vi du: tudng Ira valhodc phan doan mang) duoc ap dung.

DE biét thém théng tin v& cdc bién phadp an ninh cdng nghiép c6 thé dugc thuc hién, vui long truy cap
https://lwww.siemens.com/industrialsecurity.

Céc san phdm va giadi phap cla Siemens trai qua qué trinh phat trién lién tuc d€ dam bdo an toan hon. Siemens dac biét khuyén
nghi khach hang cap nhat san pham ngay khi cac ban cap nhat dugc phat hanh va st dung cac phién ban san phdm mdi nhat. Viéc
s dung cac phién ban san phdm khéng con duoc hd tro va viéc khéng &p dung cac ban cap nhat méi nhat cé thé 1am tdng kha
ndng khach hang gap phai cac nguy co an ninh mang.

D& dugc cap nhat thdng tin vé cac ban cap nhat san pham, hay ding ky Nguén D Liéu An Ninh Céng Nghiép Cla Siemens

(Siemens Industrial Security RSS Feed) tai: https://www.siemens.com/industrialsecurity.
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