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Bleeding Edge meets Legacy

Next Generation lloT

Systems

Industrial
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Information i
: Systems Physical rocesses
‘ “Industrial Edge Computing”
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with Industrial loT Controller
“The Industrial Internet of Things

and service is not an upgrade,
) it is a new world of technology.*
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Die Herausforderung

Digitale Transformation inklusive (Business Kontinuitdt und Cyber Resilienz)

Stillstande, Legacy Cyber Risk
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Motivatoren fur Industrielle Cyber Sicherheit

Business Kontinuitat und Cyber Resilienz

Bedrohung durch Digitalisierungs-

Compliance Cyberangriffe strategie
- oy " X V=M Transformation

Wer ist im
Unternehmen fur
Industrielle Cyber
Sicherheit
verantwortlich?
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Industrial Cyber Security Program / Journey

Asset discovery is one of the critical aspects of managing and securing OT/IoT

“Our common journey
get started with a proof of value (PoV)*
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Basic for risk
management

6 Awareness

Most driven by breach

Board of directors

60% of orgs are here
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Oh Wow
Moment

. Unmanaged devices

Firefighting

Network

@segmentation

30% of orgs are here

“We want to enable your
OT Security capabilities*

©

Optimization

Operational resilience

‘ Integration

OT Security data feed
to SIEM

10% of orgs are here
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. SIKARUS
OT/loT Asset Disovery and Inventory e

Asset Discovery Asset Inventory

. Gerite suchen und entdecken +  Uberblick tiber Komponenten und
) Systeme (aggregiert und immer

*  Ortliche Position — Location aktuell)

*  Meist ohne Feldbus-Gerate + I\/Ietadata . l;Iatrr(_zlvtcl)are, ?orfrfwsrr?r,l et

*  Ansprechpartner und Owner etriebssystem, Firmwarestande,

Seriennummern, User/shares

* Manuelle Erfassung Netzwerkkonfiguration etc.

* Import von Projektinformationen *  (Schwachstellen und Patches)

* Active Scanner und Agents (IT) *  Kopplung an ERP und CMDB

oder Passives Sniffing (OT)
Single Source of Truth

of reachable IP Addresses in OT
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Asset Metadata |

» Physical Location - Ortskennzeichen
« AM-H3la Amstetten, Halle 31, Produktionszelle
« ZS-H12a-S1 Zell am See, Halle 12, Zelle A, Schaltschrank 1

* Types
« PLC, HMI, IED, IFW (Industrie Firewall), ISW (managed Industrial Switch), CNC, ROB, etc.

« Unique Hostnamen (Labels)
* AM-H31A-IFW-1 Amstetten, Halle 31, Produktionszelle 1, Industriefirewall, Index 1
* AM-H31A-IPC -1 Amstetten, Halle 31, Produktionszelle 1, Industrie PC, Index 1
« AM-H3IA-HMI-2 Amstetten, Halle 31, Produktionszelle 1, Human Machine Interface, Index 2
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Asset Metadata Il

* Purdue Model fur Asset Typen! (Produktion)

* L5 Enterprise and Cloud Services

. L4 Site Business Operations (ERP)

« L35 DMZ IT/OT

¢ L3 Operations Control (Historian, MES) (hosted by IT in Datacenter)
« L25 Industrial DMZ

————— CELL -----

o L2 Control (HMI, SCADA)

o LI Process (PLC, RTU, IED, ...

« LO Physical (Sensor, Aktor)
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Asset Metadata lll

Kritikalitat
* None, Low, Medium, High

Security Level
« SLO..SL4 nach IEC 62443

Owner (Rollen)
« OP-AUT-ENG
* IT-SRVMGT

Beschreibung, Repositories, Inbetriebnahmedatum, ...
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OT Security Sensor — ,,automatisiertes” Asset Inventory
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o . . . 5
Wie Integriert man einen OT Security Sensor” 5o @

« Passive Erfassung
< SPAN/Mirror Port von Switchen
e  TAP Test Access Points

*  Network Packet Broker

1.  TAP Nord Siid (IT/OT)
2. SPAN Ost West (zw. OT Zellen)

3. SPAN Industrial Ethernet in OT Zelle
(Real Time Traffic etc)

Central Management

Vantage Console
System Emergency
Control Control
Center Center
Engineering :
Operator Stations Station Printer
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Was ist der Nutzen eines OT Security Sensors?

. . . o Advan Threat Detection
Automatisiertes Asset Inventory Visualisierung und Monitoring a Cﬁ?‘d Abev?/lehr
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Industrial Cyber Security Program / Journey

“Our common journey
get started with a proof of value*
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NETWORKS Dlscovery

Basic for risk
management

+ Visibility
+ Threat Detection

Awareness
Most driven by breach

Board of directors

60% of orgs are here
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Oh Wow
Momentun detection
OT E/IW

Unmanaged devices

.+ Cyber Hygiene

Firefighting

Network
@segmentation
Security Blueprints
"+ Shields Up

©)

30% of orgs are here

“We want to enable your

OT Security capabilities“

Optimization

Operational resilience

. Integration

OT Security data feed
to SIEM

10% of orgs are here
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Herbert Dirnberger
Industrial Cyber Security Expert
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You've heard from us.

We want to hear

from you.
+43 1 58995-500

@ sales@IKARUS.at

‘ https://www.IKARUSsecurity.com


http://https/www.IKARUS.at
http://https/www.ikarussecurity.com/ueber-ikarus/karriere/

