SITRANS SERVE 1Q

Giai phap do lwong tir xa. Moi luc, moi noi
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Tong hop cac giai phap so6 hoa cho nganh cong nghlep ché bién v&i dai cac san

pham tir cam bién, module truyén théng va cac phan mém rng dung
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Dich vu ki thuat

Thiét bj trwong &q
SITRANS

Stand 2020-12-01 ) in development
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SITRANS serve IQ
Giai phap do lwéng tir xa. Moi luc, moi novi

Hién trang thwc té Giai phap
« Cacdiémdocandonam & vitrixa + GUicac di lieu do dac cla cac
« C4c thiét bj trwéng can quan ly thiét bi dworc két ndi théng qua
nam cach xa nhau vé mét dia ly, vi mang di ddng
du nhw cac déng hd do Iwu lwong « Lwu trlr an toan trong co’ s& div
liéu cuc bd

« Giai phap SITRANS serve IQ dwoc
st dung dé giam sat cac gia trj do
lwdng
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Loiich

Giam sat tr xa qua trinh duyét web
moi luc, moi noii

Giam sat tdbng quan cac canh bao
Trwe quan hoa sé liéu bang cac
dang dé thi, bang biéu, loc sb
liéu,...

Tiét kiém cac chi phi di lai va dich
vu khéng can thiét
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Théng tin co’ ban vé SITRANS serve I1Q

La dang phan mém trién khai chay chuan héa trén nén tadng hé diéu hanh Windows 10
64bit Pro cai dat trén co s& ha tang tai ché ctia khach hang

Thu thap di liéu do vao trong hom thw dwoc givi tr md dun khéng day cta déng hd
lwu lwong MAGS8000 va céc thiét bj trwérng khac théng qua md dun truyén théng
khéng day SIMATIC RTU3030C/RTU3041C

Trwc quan héa di¥ liéu do dwéi dang dé thi, bang biéu va cac bang di kién canh

bao truc tiép trén thiét bj hoac cac diém ngwdng do khach hang ty cai dat, va lwu
trir gia tri do tai ché

Dé dang tich hop t&i hé giam sat div liéu SCADA véi giao dién chuan IEC 60870-5-104
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SITRANS serve IQ

Kién trac hé théng

E" .\ % SITRANS serve 1Q chay trén may tinh hé diéu hanh
Z N\ Windows, thu thap va Iwu trir gia tri do dac trén co s
di liéu cuc bé cia may tinh

A\ :
Mailbox to collect the

measurement emails

Remote access with web browser
SITRANS serve IQ

from internet |

s = e oo e Dé& dang tich hop vé&i cac hé théng
—{ ir m giam st d¥ liéu SCADA hién thoi dwa
y — trén giao dién chuén IEC 60870-5-104

4
| Nguwdi dung c6 thé tric quan héa dir liéu sau khi

SHTRS) i : .\ truy cap vao phan mém véi trinh duyét Chrome
~ tiéu chuan twr bat cr dau

Remote access with web browser
from infranet

=, = =p

Thiét bj do lwu lwong SITRANS EM MAG8000 c6 trang bi module truyén
théng khéng day hoac module két ndi khong day SIMATIC RTU30xxC sé

E - % >
AR e
gtri d¥ liéu do theo khung thoi gian twong (rng théng qua mang di dong

khéng day
SIEMENS

SITRANS F M MAG 8000 with
embedded wireless module
SIMATIC RTU30xxC connected to
SITRANS transmitter with 4-20mA
or Modbus RTU interface
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SITRANS serve IQ

Céc yéu cau co ban

Cau hinh phan cirng yéu cau Phan mém yéu cau

Phan mém Windows 10 Pro 64-bit or
Enterprise (version 1803, 1809,
1903, 1909);

Trinh duyét web Google Chrome
(version 67 or later)

Két néi mang Internet

Dia chi IP tinh cho may tinh cai dat

CAu hinh dé xuat la SIMATIC
IPC véi it nhat 8GB RAM va 6
clrng 250GB HDD. Vi du: IPC
427E Microbox PC, 6AG4141-

7BC38-0GA8 N N

phan mém SITRANS serve 1Q
1 tai khodn email hé tro giao thirc
IMAP

225 4N&n tang chay phan mém Lwu y . .

vN (Docker) Khuyén nghi cai dat phan mém SITRANS serve 1Q trén mét may SIMATIC IPC déc

- lap (Vi du: IPC 427E Microbox PC‘, 6AG4141-7BC38-0GA8) chi cai Microsoft Office dé
Hé diéu hanh may chu giam thiéu rdi ro xung d6t phan mém.

= — = SITRANS serve 1Q da dwoc kiém tra trén SIMATIC IPC véi cdu hinh,bén trén. Viéc )
hoat ddng chinh xac ciia SITRANS serve IQ khong dwoc bao dam néu cai dat trén bat
o d cr may tinh nao khac.
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		Cấu hình phần cứng yêu cầu		Phần mềm yêu cầu

		Cấu hình đề xuất là SIMATIC IPC với ít nhất 8GB RAM và ổ cứng 250GB HDD. Ví dụ: IPC 427E Microbox PC, 6AG4141-7BC38-0GA8		Phần mềm Windows 10 Pro 64-bit or Enterprise (version 1803, 1809, 1903, 1909);

				Trình duyệt web Google Chrome 
(version 67 or later)

				Kết nối mạng Internet

				Địa chỉ IP tĩnh cho máy tính cài đặt phần mềm SITRANS serve IQ

				1 tài khoản email hỗ trợ giao thức IMAP










SITRANS serve IQ

Két nbi tlr hién trudng
MAG8000 with mé dun truyén théng

khéng day 3G/UMTS

Thiét bi do lwong lwu lwong tr xa khéng
c6 nguodn dién

SNIWIS

M6 dun két ndi truyén théong khéng day
SIMATIC RTU30xxC va cac cam bién

Thu thap va truyén cac dir liéu do tr cac
cam bién do murc, do lwu lwgng, nhiét do,
ap suat ma khéng c6 ngudn dién
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M dun két ndi truyén théng khdng day
SIMATIC RTU30xxC qua cong MODBUS

Thu thap va truyén cac dir liéu sé, twong
tw clla cac cam bién hoac cac thiét bi
Modbus cao cap khac

SIEMENS



SITRANS serve IQ

Céc diém dac trung

Thé hién ré rang thong tin
tbng quan vé vj tri clia cac

2 Chtrc nang phan nhém
didm do gp

thiét bi va quan ly nguoi
dung

Quan ly cac di¥ kién canh
bao

\ Hién thj @6 thj chi tiét cta
Giao thtrc do lwdng tir xa A = &% cac bién qua trinh
(telemetry) IEC 60870-5-104
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SITRANS serve IQ

Céc diém dac trwng — Chire ndng ban dé
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SITRANS serve IQ

Céc diém dac trwng — Chire ndng do thj va bang biéu

& Table
A

s @ Details

[ Continuous update Last week t mor Last ye Lines L4
=2} 0% Configuratian =

Group

Configuaticn 5 . i

mih

b

Aug 0 Aug 21 Aug 23
2020

Flow rate

Tot1 —— Battery

No alarms
E Device SteveMag8 Tables

Device

Ll Chart SteveMag8
5 From date From lime
Template Table 2019-05-27 B 0000

T @ Details

=t . _ Timestamp Flow rate

& Configuration

Group

bg 2019-05-28 19:00:00 182.1213389830508

Configuration

2019-05-28 18:00:00 182.12100000000004
2019-05-28 17:00:00 182.1235666666667
2019-05-28 16:00:00 182.1231166666667
2019-05-28 15:00:00 182.1271166666666
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—
i)

ngzd

Aug2s

Tot 1

212332.72835593214

212339.00565000004

212348.92843333326

212333.2962166667

212329.5571166667

Items per page 5

Search Download |Z|

Tot 2

2110.6238644067794

2133.527766666667

2117.698883333333

2108.2897500000004

2123.326583333333

v 1-50f 11 < Y

Hién thij chi tiét cha cac
bién qua trinh dwdi dang
dé thi, bang biéu
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SITRANS serve IQ

Céc diém dac trwng — Chire ndng canh bao

& jank
MAG8000 PI HQ flow overload! RTN Unacknowledged Warning 2020-08-25 11:22:46

Chart MAGB8000 PI HQ

Table Start address.
0

i

(& Details

P I

4 Configuration Tocnesyebes
Process value 1 - Flow rate ~

Display name Unit index of colum

F\tjwr'ate - m3h 1 QUén |y CéC ch klén Cénh
bao

Regi Type* TpelD*
0 Not send v Float v 36 -

Alarm Definitions

Add alarm
Name Priority type Type Condition Limit value Time range
flow overload! Warning Threshold Above 5 00:00:00 - 23:59:59 C o
reverse flow! Warning Threshold Below [ 00:00:00 - 23:59:59 = o
Process value 2 - Tot 1 v
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SITRANS serve IQ

Céc diém dac trwng — Chire ndng quén ly ngudi ding

& adminig

MAG8000 P1 HQ Internal software error Unacknowledged Warning 2020-06-19 19:22:45

# Group

Search
Name Assigned users ChL']"C néng phén nhém
Eae thiét bi va quan ly nguoi
ﬁ main demouser, userl, user2 4 o d <
Configuration u n g
RC-DE No users in group 4 o
RC-SE demouser F 1

ltems per page 5 - 1-30f3
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SITRANS serve IQ
Loi ich cho khach hang

a.® B BTE WD

DPic diém/Chirc nang
Thu thap an toan cac dir liéu do

dac

D@ liéu do dwoc lwu trir tai co
s& dir liéu cuc bd

Trwe quan héa dir liéu trén nén
tang trinh duyét web

Giao thirc IEC60870-5-105
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Lo ich

D@ liéu do dwéi hién trwdng dwoc
gt qua email t&i mot hom thw ma IT
c6 thé dé dang cai dat va thiét 1ap

twdng Ira

Tat ca dir liéu sé duoc thu thap va
lwu trlr tai co s& ha tang ql]a khach
hang. Toan b6 théng tin déu duwoc

kiém soat

Dé dang quan sat dwoc dir liéu do &
bat ctr dau thbng qua nén tang trinh

duyét web

Dé dang tich hop vao hé thg‘Sng
SCADA theo giao thurc truyén thong
khéng day chuan céng nghiép

IEC60870-5-104
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SITRANS serve IQ
Loi ich cho khach hang

DPac diém/Chirc nang

Quan ly nguwoi dung

Trich xuat dir liéu

Hién thi tbng quan vi tri cla tirng
thiét bi

C6 thé thu thap di liéu do tir hau
hét tat ca cac loai thiét bj
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a.® B STE TV

Loi ich

Cap quyén, chia sé hoadc g&

quyén truy cap cua cac tai khoan
ngwoi dung v&i cac hang muc thiét bj
giam sat theo tvng nhom khac nhau

Lwa chon dir liéu do dac dé trich xuat

dwéi dang .csv files d& phuc

dich phan tich di¥ liéu hoac giri dén
nguwoi chiu trach nhiém khac.

Théng tin vé vi tri dia ly cda ting
thiét bj dwoc danh dau trén ban dé6
va dé dang xac dinh vi tri cia thiét bi

D‘CI’ liéu duio’c thu thap théng
dau vao s0, twong tw hoac q

tiép truyén thdng Modbus RTU bang

thiét bj két ndi RTU3000

bo

VU muc f

quacac =%

ua giao

SIEMENS



SITRANS serve IQ la giai phap giam sat hét sirc hiru ich cho quy mé vira va nhé

trong rat nhiéu cac nganh céng nghiép

Nganh céng nghiép xtr ly nwéc Giam sat, quan ly hang héa

« Giam sat mang lwdi cap nwéc va * Giai phap cho *ng dung quan ly
hé thdng thay loi quy mo nhé

« Boéng hd do lwu lwong nwédce tong « Cho phép nha cung cép vi du nhw
cho khach hang thwong mai va nha cung cép thirc &n chan nuédi cd
céng nghiép thé kiém soat cac bdn chira liéu dé

c6 thé tbi wu héa chubi cung rng
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Giai phap do muirc

* Dw bao It

« ng dung giam sat bon bé va

thung chwra liéu
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SITRANS serve 1Q
Giai phap va dich vu

Phia khach hang

Dich vu
+ Hb tro quan ly

(chuyén vién ho trg)
* Bdo tri phan mém
(Nang cap, bao mat)

Két nbi hét strc don gidn vao hé
théng c6 sén cla khach hang
(Can hé tro tr bd phan IT cta
khach hang cho mét sb céng

n viec nhu thiét Iap tuong Iiva)
Siemens
IPC —
L I
Phan mém Hé théng sén c6

SITRANS Q . R = ~
ORI Kiém tra chay thir SITRANS serve IQ trén

thong tin cung cap cua khach hang :
« Danh sach cac diém do/giam sat kém theo ma

tran lién két gitra cac diém
+ DPat hang serve IQ va IPC
« Cai d&t va kiém tra chay thir serve IQ
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Phia khach hang

Siemens

Dich vu
 Kiém tra dinh ki

* Thay pin
« Chuan doan 16i

Thi céng co khi boi
khach hang ho&c déi tac

Cép ngudn cho cac thiét b
MAG 8000 /RTU3030C

4 Email

Dich vu

+ Kiém tra chay thir cho
MAG 8000/ RTU 3030C

* (Kich hoat SIM Card&
dia chi email,...)
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SITRANS serve IQ
Quy trinh kiém tra chay thi

Kiém tra cac diéu kién ban dau Kh&i dong SITRANS serve 1Q

+ Kiém tra trang bj phan clrng/phan mém
+ Kiém tra yéu cau nguoi dung

+ Kiém tra yéu cau thiét bj

« Chuan bj hé diéu hanh dé chay phan mém, vi du nhw bat Tao tai khoan ngwoi dung in Keycloak 1AM
Hyper-V va Container

Cai dat SITRANS serve 1Q

+ M& phadn mém SITRANS serve IQ

» Truy cap vao Keycloak IAM qua dia chi URL
https://ms:84444/auth/admin
« Tao quyén nguwdi dung

: Truy cap vao SITRANS serve IQ bang quyén admin
Cac buwdce tién hanh sau khi cai dat

+ Truy cap vao SITRANS serve IQ bang url https://ms:8443
Chuén bj cai dat twong Itra (Firewall) cho giao dién IMAP va IEC + Thém thiét bi, cAu hinh ctia IMAP va IEC,...

Chuén bi Hosts file

Céu hinh Docker Container
Khé&i déng Docker Container

Truy cap SITRANS serve IQ bang tai khoan ngudi van hanh

+ Truy cap vao SITRANS serve IQ bang url https://ms:8443
* Trwc quan hoa dir liéu do dac, giam sat
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Quyén quan ly, Tai khoan van hanh va thiét bj giam sat quan ly phan viing
nhéom ngwei dung va thiét bi

Cac nhém phan quyén trong SITRANS serve IQ

Cap do quan ly

A .

Cai dat va cau hinh (rng dung

Cai dat ché do cho ngwoi van hanh

Cép phép hoac hay bd quyén truy cap cta nguwdi van
hanh

C6 thé giam sat toan bo thiét bj

Gan nhan cho thiét bj va phan chia ngu®i nhém cho
ngwoi van hanh

' Cap d6 van hanh

Theo ddi di¥ liéu hién thj cta thiét bi

C6 thé dwoc phan quyén truy cap trong 1 hay nhiéu
nhom

Khéng thé quan sat cac thiét bi ma khéng duwoc
phan quyén

Thiét bj

Thiét bj chi cé thé phan chia trong 1 nhém duy
nhat
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7

@

Danh sach nhdm dwa vao nhan st
dung trong phan mém SITRANS serve
1Q

Néu tai khodn ngwi van hanh dwoc
phan vao mét nhom dan nhan nao dé
thi tai khoan nay cé thé quan sat div
liéu clia toan bd thiét bi trong nhém dé
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SITRANS serve IQ
M6t vi du @& xuét gidi phap

1 thj trdn nhé c6 4 déng ho do lwu lwong loai
MAG8000 trong hé thdng cip nwéc cia ho

3 ddng hoé dé giam sat lwong nwdc cla cac quan
con 1 ddng hd dé giam sat lwong nwée cia 1 khach
hang cong nghiép I&n
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SITRANS serve IQ
M6t vi du dé xuat giai phap

Nh& cé6 mé dun truyén théng khéng day, di liéu do
ctia MAG8000 c6 thé dworc truy cap tir xa théng qua

\\ mang di dong
\\\
\\
AN MAGB8000 sé gtri tap tin di¥ liéu do dwéi dang file

‘\\ “y csv vai 1an mbi ngay

S

Dl
o SITRANS serve IQ nhan file csv, phan tach di liéu

- 7 va lwu trir vao co s& di liéu cuc bo.

i
tn
=
=

SIEMENS
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SITRANS serve IQ
M6t vi du dé xuat giai phap

Page 21
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D liéu do c6 thé truy cap théng qua mang Internet
bang trinh duyét web trén may tinh hoac thiét bj
théng minh cam tay

Viéc truy cap di¥ liéu dwoc quan ly béi cip quan ly
va duwgc bao mat bang cac ket ndi dwgc ma héa

Nha may la khac hang ca nhan nén viéc truy cap
vao gia tri do dac bi han ché b&i ngudi quan ly

Céc gia tri do ciing c6 thé dwoc day vao trong hé
théng SCADA hién hiru ciia khach hang
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SITRANS serve IQ
M6t vi du dé xuat giai phap

‘. )

Ngwei van
hanh A:

C6 thé nhin
thay dir liéu
cua thiét b
trong nhom
nhan xanh la

/

Ngwéi quan ly:
C6 thé giam sat tat ca thiét bj
Gan nhan cho thiét bj va phan
chia ngwoi nhdm cho nguwdi van

hanh

\

)

/ Web browser

j-

Nguwoi quan ly

S serve 1Q

-ty s

SCADA

IEC60870-5-104 server

|

Group 1

Internet

A,

Page 22

Ngwoi van
hanh A

4 Email

- P

Email

Web browsel\

(2

Ngwoi van
hanh B k
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IEC60870-5-104

o
Ngwei van
hanh B:
C6 thé nhin
thay di liéu
cla thiét bj
trong nhém
nhan xanh
da troi

~
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SITRANS serve 1Q
Thoéng tin dat hang (1/2)

Do lwong tir xa khdng can cap nguén Thu thap va truyén phat di¥ liéu do mdre, lwu lwong, chiéu cao dd, nhiét

do, ap suat ma khéng can cép nguén

MAG8000 v&i WCM TMEB8X0-XXXXX-XXSX
SIMATIC RTU3010C (Ethernet) 6NH3112-0BA00-0XX0

MAG8000 v&i WCM

va mach twong ty dau vao TMEB8X0-XXXXX-XXTX SIMATIC RTU3030C (3G) 6NH3112-3BA00-0XX0

cho dau vao ap suét
SIMATIC RTU3031C (3G + GPS) 6NH3112-3BB00-0XX0

Model m¢&i: SIMATIC RTU3041C

(LTE-M/NB-IoT + GPS) 6NH3112-4BB00-0XX0

SN3IWaIs

HART/RS485 Extension Board 6NH3112-3BA00-6XX1
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SITRANS serve 1Q
Thoéng tin dat hang (2/2)

Goi License co’ ban Ghi chu

Serve 1Q perpetual 10 dev - Dé co thdng tin dat hang, vui long tham khao trang PIA — Portal

https://www.pia-portal.automation.siemens.com/default.htm
Serve 1Q perpetual 10 dev with IEC 60870-5-104 bang Product Number: 6BG00000AA10 *

Phan mém va license sé& duwoc cung cap dudi dang key cirng

Gai Upgrade USB hodc key dién tcr.

Serve 1Q add 1 device

SIEMENS 3 PIA Life Cycle Portal

Serve 1Q add 10 devices

Automation technology » Language

Serve 1Q add 100 devices -

CIE Font size
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