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1.	 Introduction

In light of the technological progress, the digitalization of electric power distribution is more 

important than ever. By means of networked systems, operators gain transparency on energy 

flows and components, and networks can be closely monitored and proactively maintained. 

Wireless connections are increasingly in demand for data transmission. However, operators often 

hesitate to use them as they have concerns regarding Cybersecurity.

This white paper explains how damage from cyberattacks can be averted when using wireless 

communication. This includes highlighting security features of the communication standards 

Bluetooth Low Energy and Zigbee-PRO as well as complementary actions at the device level.  

Why use wireless communication in power 
distribution?
 

Low space requirement 
in the distribution board

No cables, therefore no 
copper and no wiring 
effort

Easy connection of 
different mobile 
devices High safety of people 

due to closed 
distribution board 
door during data 
transmissionNumerous standardized 

communication protocols 
available

Figure 1: Advantages of wireless communication in low-voltage power distribution

 

Wireless data transmission offers many advantages (see figure 1). In some applications, wire-

less connections are the only possibility of linking low-voltage components to one another. 

They do, however, harbor risks. Wireless signals can be disrupted by an interfering signal or, in 

case of a cyberattack, the wireless traffic can be recorded. But, if component manufacturers 

and operators are aware of these risks, they can take targeted measures against them.
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�2.	 Cybersecurity starts with the 		
	 communication standard: 			
	 Zigbee-PRO and Bluetooth Low 	
	 Energy

Communication standards comprise rules for data exchange between different devices. They 

define, at what point which data is exchanged and how it must be structured. The strict 

adherence of standards ensures a secure and efficient communication. Two standards for 

applications in the Industrial Internet of Things (IIoT) are looked at more closely in the follo-

wing: Zigbee-PRO and Bluetooth Low Energy.  

2.1	 Zigbee-PRO
Zigbee is a versatile communication protocol specifically designed for the transmission of 

small amounts of data at minimal power consumption. It is therefore one of the preferred 

standards for the development of wireless sensor networks. It is not just known in the 

industry, but also in the public realm of home automation. The set of features for Zigbee-PRO 

was developed with regard to its application in the industry and infrastructure. 

Zigbee-PRO offers the following security features [1] [2] [3]:

•	 Data transmission between all participants of a network is encrypted using the AES-CCM 

algorithm with 128 bits

•	 Authentication of network participants by means of secure processes during which network 

keys are never transmitted unencrypted over the air

•	 Use of two different session keys for communication: network key for messages to the 

entire network, link key for communication between two network participants

•	 Periodic update of the network key

•	 Protection against interfering signals and interferences: choice from 16 different channels 

within a 2.4 GHz frequency band possible

Zigbee-PRO: a practical standard for practical use

Zigbee is provided and maintained by the Connectivity Standards Alliance (CSA). The interna-

tional community consists of almost 600 companies that campaign for open standards in the 

Internet of Things. As a member of the CSA, Siemens also takes part in the advancement of 

such standards.
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2.2	 Bluetooth Low Energy 
Bluetooth Low Energy (BLE) is among the most common wireless transmission protocols. Its 

different security modes and levels intentionally give developers a high degree of freedom, 

making it universally applicable. In case an application requires it, it is possible to establish an 

encrypted, integrity-protected and authenticated connection. For this, it is especially 

important that the pairing process for the initial key exchange for establishing an encrypted 

channel is designed secure [6]. 

As of version 4.2, BLE offers among others the following security features [7]:

•	 Encrypted and authenticated data transmission by means of the AES-CCM algorithm with 

128 bits

•	 LE Secure Connections Pairing: the FIPS*-certified algorithm Elliptic Curve Diffie-Hellmann 

(ECDH) is used for creating the cryptographic key. This increases the security of the wireless 

connection during the initial pairing. 

Infobox: Secure encryption with AES-CCM (128 bits)

The Advanced Encryption Standard (AES) is a widespread procedure for the encryption of sensitive data. 

The algorithm splits the message to be transmitted into blocks with a predefined length. By means of a 

secret key, several repetitions of complex mathematical operations are performed for each block. The 

result is an encrypted text that cannot be deciphered without knowing the key. AES was standardized by 

the National Institute of Standards and Technology (NIST) in the USA and has undergone extensive 

testing by cryptographic experts from all around the world. To date there is no knowledge of practically 

relevant attacks [4]. The operating mode CCM (Counter with CBC-MAC) ensures that messages are addi-

tionally equipped with an authentication tag. This tag allows checking if the message was altered during 

transmission [5]. 

Infobox: Tap-proof pairing with Elliptic Curve Diffie-Hellmann (ECDH)

Elliptic Curve Diffie-Hellmann (ECDH) is an algorithm with which two parties can exchange data securely 

via an unsecure channel. Each party generates a public/private key pair, but only the public keys are 

transmitted. By means of the public and private keys, a joint secret key is calculated that can be used for 

communication. The cryptographic key is hence at no time transmitted unprotected.

*FIPS (Federal Information Processing Standards) is a series of American standards that are developed and 
maintained by the National Institute of Standards and Technology (NIST). They determine requirements for 
computer security and interoperability of computer systems of non-military American governmental institutions 
and contractors.
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In combination with LE Secure Connections Pairing, BLE offers various authentication 

methods:

•	 Just Works: no additional authentication (e.g., at the touch of a button)

•	 Out of Band: authentication via a Bluetooth-independent channel (e.g., NFC, QR code)

•	 Numeric Comparison: The user is shown a 6-digit code on both devices and he must 

confirm that the codes shown on both devices are identical.

•	 Passkey Entry: The user is either shown a 6-digit code (passkey) on both devices or alterna-

tively on one device and the code must then be entered on the other one. The passkey is 

not used as an input for the encryption algorithm. It is hence of no value for an attacker as 

it is not used to decrypt the data transmitted between the devices.

In earlier Bluetooth versions (Legacy Pairing), the authentication methods have identical designa-

tions. However, during Legacy Pairing the ECDH algorithm is not used for generating the key, and 

the initial pairing is not tap-proof. The authentication method is chosen based on the specifica-

tion during pairing depending on the device capabilities. But, manufacturers can configure 

components in a way that they only allow connections with devices that support Secure Connec-

tions Pairing. A specific procedure for authentication can also be enforced [6][7].

2.3	 Conclusion on communication standards
To ensure a secure wireless communication, manufacturers of communicating devices must 

take Cybersecurity into account already during the early phases of product development 

(security by design). Both Zigbee-PRO and Bluetooth allow establishing cybersecure solutions. 

However, each specification leaves room that can lead to weak points in the implementation. 

Specifications that are implemented incompletely or not at all can lead to security holes [8]. 

Furthermore, processing power and strategies for cyberattacks continuously evolve. When 

selecting a device for wireless communication, operators should hence look out for their 

adherence to protocol specifications and their application of secure methods. Future security 

gaps in the protocol should be eliminated by permanent updates.
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3.	 Secure wireless connections 		
	 through complementary actions 

Figures 2 and 3 highlight how the SENTRON product family enables secure wireless communi-

cation. The protocol specifications described above are consequently implemented and 

complemented by actions on the device level. Regardless of the application and the applied 

standard, the following security measures are implemented:

•	 Range limitation: the transmission path is limited, meaning a connection can only be 

established between devices in close proximity of one another.

•	 Updateable: identified weaknesses in the protocol can be remedied by firmware updates.

•	 Management of weak points: Siemens checks products for weak points. In case a gap is 

identified, Siemens offers support with countermeasures such as patches and security 

updates and proactively communicates these to the customer. This check also includes 

third-party components or open source software applications that are part of Siemens 

products.

3.1	 Wireless commissioning and service
Comfort and speed are arguments that speak for wireless communication for configuration 

purposes (fig. 2). Service engineers should be able to quickly establish a secure connection to 

the devices that need to be configured by means of mobile devices. BLE is suitable for these 

applications as it is supported by common mobile devices. 

The low-voltage components from the SIRIUS and SENTRON families only support the above 

mentioned tap-proof Secure Connections Pairing as of BLE version 4.2 with passkey entry 

authentication. The Bluetooth interface is only activated when it is needed.

Practical tip: Change the passkey for long-term security

For devices without a display (e.g., SENTRON 7KN Powercenter 1000), the passkey is imprinted as data 

matrix code ex works. This code can be changed using SENTRON powerconfig – a possibility operators 

should take advantage of. The Bluetooth specification recommends changing the passkey for every 

pairing to increase the security of the connection. Devices with a display (e.g., SENTRON 3WA air circuit 

breakers) automatically show an individual code for each pairing.  
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Encrypted data exchange
via the communication protocol Bluetooth 
Low Energy (as of version 4.2)

Secure pairing:
tap-proof key exchange with 
ECDH algorithm and authentication 
via Passkey Entry

Distinct and personal authentication:
pairing code must be read off directly at 
the device that is coupled (imprinted as 
data matrix code or on a display)

Range limitation:
for pairing, the mobile device must be 
within a range of 2-3 m of the device 

Minimize attack surface:
Bluetooth interfaces automatically 
switch off after a predefined time

Long-term security with updateable 
devices:
future security gaps in the Bluetooth 
protocol can be remedied with firmware 
updates

Security by default:
Bluetooth interface is deactivated ex 
works and must be turned on manually 
by pressing a button on the device

For what purpose?
Time-limited connection between engineering software and the 
device to be configured.

 
Figure 2: Quick and easy data exchange via Bluetooth Low Energy between the engineering software  
(SENTRON powerconfig) and the device to be configured (e.g., SENTRON 3WA air circuit breaker)
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3.2	 Permanent wireless connection 
Having little space available is driver for wireless communication when data is transmitted from distribu-

tion boards to higher-level systems (fig. 3). Ideally, components in these applications run maintenance-

free for a long time, which is why a low power consumption is of high value. The communication 

between rail-mounted devices and fuses by means of the data transceiver 7KN Powercenter 1000 hence 

takes place based on the specification Zigbee-PRO.  

For what purpose?
Permanent connection for transmission of low amounts of data

Secure encrypted communication
with AES-CCM 128 bit based on the 
Zigbee-PRO protocol.

Distinct and personal authentication:
installation code must be read off from 
the end device itself and communicated to 
the 7KN Powercenter 1000 via SENTRON 
powerconfig prior to network entry

Restriction of communication 
partners:
end devices only communicate 
with central data transceiver 
(7KN Powercenter 1000) and not 
among each other

Range limitation:
adjustable transmission power – data 
transceiver must be within a range of 
2-3 m of the device for communication 

Continuous monitoring of network 
activities:
optimized provision of time-stamped log 
entries with fragmentation (for events 
such as as trips, FW updates, functional 
tests of switches)

Long-term security with updateable 
devices:
future security gaps in the Zigbee protocol 
can be remedied with firmware updates

Prevention of interferences:
automatic channel selection from four 
or dedicated channel selection from 
16 channels optionally possible

 

Figure 3: Secure communication between the data transceiver 7KN Powercenter 1000 and measurement- and communication-
capable SENTRON protective devices on the basis of Zigbee-PRO.
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The data transceiver functions as central Trust Center. Components can only be added to the Zigbee 

network, if the installation code imprinted on the device as well as the MAC address of the device were 

entered in the 7KN Powercenter 1000 via SENTRON powerconfig beforehand. On the basis of the installa-

tion code, an initial connection code for the device is generated, which is then replaced with a new key 

by the 7KN Powercenter 1000.  

4. Conclusion and recommendations
Wireless communication is a secure way of transmitting data in low-voltage power distribution. This 

does, however, require holistic measures. Operators should take the following points into account, if 

they want to use wireless technology:

•	 Only use components that communicate via secure protocols

•	 Specification-based and secure implementation of protocols and complementary actions by manufac-

turers

•	 Updateability of components and security patches ensured by the manufacturer

•	 Deactivation of interfaces that are not required (ideally automatically after a defined time period)

•	 Several levels of Cybersecurity for networked components (e.g., firewalls, network segmentation, …)

•	 Best practices for Cybersecurity (e.g., patch management, task separation, …)

•	 Multi-level authentication and access control: physical access to devices only as necessary and regular 

checks of access rights

•	 Validity of hardware and software: observe updates and security patches
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Security information

Siemens provides products and solutions with 
industrial security functions that support the 
secure operation of plants, systems, machines 
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In order to protect plants, systems, machines 
and networks against cyber threats, it is 
necessary to implement – and continuously 
maintain – a holistic, state-of-the-art industrial 
security concept. Siemens’ products and 
solutions constitute one element of such a 
concept.
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unauthorized access to their plants, systems, 
machines and networks. Such systems, 
machines and components should only be 
connected to an enterprise network or the 
internet if and to the extent such a connection 
is necessary and only when appropriate security 
measures (e.g. firewalls and/or network 
segmentation) are in place.

Siemens’ products and solutions undergo 
continuous development to make them more 
secure. Siemens strongly recommends that 
product updates are applied as soon as they are 
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are used. Use of product versions that are no 
longer supported, and failure to apply the latest 
updates may increase customer’s exposure to 
cyber threats.
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subscribe to the Siemens Industrial Security  
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