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OPC UA protokol



Historie SIEMENS

e Zalozeni skupiny OPC Foundation

Open Platform Communications

* Nyni pres 450 ¢len( Unified Architecture
e OLE for Process Control * Neni postaveno na MS Windows COM/DCOM
* Postaveno na Microsoft Windows COM/DCOM * Lze pouzit na rGznych platformach
* Nebylo kompatibilni s jinymi systémy * RozSiruje OPC standard
 Standardizovany pristup k datlim, historickym * Klient/server ¢i pub/sub
datlm, alarmim a udalostem * Bezpecnost, rychlost, rizné zplsoby ¢teni

Ovsem neni kompatibilni s OPC standardem
Neustale vyvijen



OPC UA

e TCP komunikace

 Model server-klient
« Ci publisher-subscriber
* Nenireal-time
* Routing mozny
 Lze omezit firewallem
* NAT (pieklad IP adres) MOZNyY
* Port |ze meénit (standardné 4840 u Simatic PLC)

« Zabezpecéena komunikace

« X.509 certifikaty — podpis a Sifrovani zprav

« Data jsou €itelna pouze pro dvojici server-klient

* Zména dat pri prenosu je detekovatelna a generuje chybové hlasky
« Moznost pouziti i jména a hesla pro uzivatelsky pristup

» Data (read, write, subscribe), @alarms&conditions, metody (funkcev pLC)
 Snadna standardizace

« Definované modely Ize implementovat do raznych servert

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA

SIEMENS



OPC UA a Profinet

Cloud

MES, ERP

SCADA, DCS

06.05.2022

I [
PROFINET

I

Industrial Ethernet

SIEMENS

Manufacturing Execution System

®
$ia

A— —
SCADA % — Energy

system F_____ management
Engineering
framework

> i

wm L b

L

PROFINET

Controller HMI IPC Industrial Motion CNC
communication Control
’ ™ B
« 4 _. %)
Power supply Industrial Distributed Drive Industrial
and distribution identification 110 systems controls
6
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OPC UA a Profinet

SIEMENS

Snadna integrace do existujicich
systému

Application Application

Integrace do Profinet sité

Application

Application

Integrace do zarizeni tretich

stran
SIMATICIT
-
el
WinCC
HMI @

/Machlne /Machine ) /Machme

Il |
H
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OPC UA specifikace

Companion Specifications
AutolD Part 100: Device Information Model

Access types

Part 8 - Data Access Part 10 - Programs

Part 9 - Alarms and Conditions Part 11 - Historical Access

Utility

SIEMENS

https://reference.opcfoundation.org/
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https://reference.opcfoundation.org/

Server profile SIEMENS

« Kazdy OPC UA server i klient musi spliovat standardy - profily
« Profily zajist'uji kompatibilitu a konzistentnost
« Profil se sklada z tzv. “Conformance units”

« Kazda takova jednotka definuje funkci, model €i sluzbu

Server profil muze definovat schopnost poskytovat alarmy, historicka data

OPC UA Profiles

Following are the currently defined profiles, arranged according to their
application category.

(= Server Category
@ Facets
# FullFeatured
(= Client Category

Welcome to the OPC Foundation Unified Architecture Profile Reporting Visualization Tool. This is the master database and primary source for all profile information and is used to

generate the OPC UA Part 7 Profiles specification

@ Facets ) . . Lo
® FullFeatured Terminology used in this application:
Publisher Category . . . . X
Subscriber Gategory = Profile - a full-featured definition of functionality that must be supported; consumer of other Profiles, Facets, Conformance Groups, and Conformance Units.
m Facet - a definition of partial functionality; consumder
[= Transpert Category . .
& Facets = Conformance Group - a collection of Conformance Units
) = Conformance Unit - specific functionality, e.g. Read an Array type etc.
(= Security Category
Facets . . L
 Face Please refer to the OPC Unified Architecture Part 7 Specification.
[= Global Directory Service Category
® Facets

Instructions
# FullFeatured

(= OPC Companion Standard Category
@ Facets
# FullFeatured

= Use the TreeView (left) to select a Profile or Facet
= The list of Conformance Units will appear here
m In the Conformance Units page you can filter the list using options at the top of the page.
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OPC UA v §7-1500 SIEMENS

Vendor-specific information models
(e.g. Siemens Namespace)

OMAC

Built-In Information Model DI Model
Base DA AC UA for Devices
OPC UA Meta Model
Basic Rules for exposing information with OPC UA

Service Model

% Companion Specifications

Information Model Layer

P bS b https://support.industry.siemens.com/cs/start
u u — 109780503

Communication
Read Write
Subscribe
Method Call

Built-In Security

UA Binary

Protocol
Bindings

UA TCP

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA 10


https://support.industry.siemens.com/cs/document/109780503/libraries-for-communication-for-simatic-controllers?dti=0&lc=en-US

PLCSIM Advanced SIEMENS

« Simulator PLC rfady S7-1500 a ET200SP CPU
« Jednoduchainstalace a zprovoznéni
» Vice instanci PLC v jednom simulatoru

[i Online Access

* Rozsirené moznosti komunikace | s s B
* PLCSIM —=komunikace v ramci PC SNSEIEE 1
* Virtual Ethernet Adapter — komunikace i mimo PC pomoci vybraného o
SIt,oveho ad apteru : gtS::t:':TIT:;EJSOUPLC ’
« Podpora pokroé€ilych funkci Rl
« Web server, watch table e — -
« OPC UA, OUC (secure), HMI komunikace...
b4 7 s s w s wa - v I (B | MRES
« Skalovani éasu - zrychleni €i zpomaleni béhu CPU 1 Active PLC st
O [E OPC UAServer /192.168.0.1 ') "J X

« Automaticka validace programovych kédua — API
« Pokrocila simulace 10, pohonti apod. pomoci SIMIT

Runtime Manager Port | 50000 [
Virtual SIMATIC Memory Card
Show Notifications

Function Manual

* Neni podporovan profinet — hlavni rozdil oproti SW PLC
e Trial download
* Industry mall

D v~PR

Fuit

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA 11


https://new.siemens.com/cz/cs/products/automation/systems/industrial/plc/simatic-s7-plcsim.html
https://new.siemens.com/global/en/products/automation/industry-software/simit.html
https://support.industry.siemens.com/cs/document/109795016/simatic-s7-plcsim-advanced-v4-0-trial-download?lc=en
https://mall.industry.siemens.com/mall/cs/cz/Catalog/Products/10317038?tree=CatalogTree

Ja

Konfigurace PLC

« Otevrit TIA Portal
» Vytvorit projekt
* Vlozit do projektu PLC (S7-1500, FW 2.9)

PLC security settings X

Protection of confidential PLC data
selectwhether your confidential PLC configuration data is to be protected.

Protection of
L]

confidential PLC data Protection of confidential PLC configuration data activated:
- Confidential PLC confi data (.. OPC UA cenifit are protected in the TIA Fortal
project and during runtime.

- If the PLC must be replaced with a replacement PLC, the passwerd for the protection of
confidential PLC configuration data must also be assigned for the new PLC.

Protection of confidential PLC configuration data deactivated:
- Confidential PLC ion data (e.g. OPC UA i are not protected in the TIA
Fortal project and during runtime.

- o special password trestment when replacing the substitute FLC

[y Frotects the PLC configuration data from the TIA
Portal project and the PLC.

[Fr

TA project PLC Configuration
data

06.05.2022

Aktivovat licenci (STEP 7 Professional

C security settings %

Mode for PG/PC and HMI communication
Select how the PLC may communicate with PG/PCand HMIs.

d Only secure PG/IPC communication allowed:
- Communication to PGIPC and HMI with higher security standard

® Mode fOl. PG/PC and HMI
communication

- Communication to TIA Portal < V17 and HMI systems < V17 is not possible
- Communication performance might be reduced

Legacy and secure PG/PC communication permitted:
- Communication security to PGIFC and HMI according to the options of both communication
partners

- Communication to TIA Portal < V17 and HMI systemns < V17 is possible. Higher TIA Portal
versions require  separate activation of the Legacy communication.

- Communication performance might be higher when only legacy FG/FC communication is
used

[+ Onlyallow secure PGIPC and HMI communication

PLC

PGIFC and HII

Secure

Communication

Verejné © Siemens s.r.o. RC-CZ DI FA

PLC security settings

w this dials

SIEMENS

PLC access protection
Select how the FLC is to be accessed without password protection.

Full access (no protection):
Al users have full access to operations that madify standard project data. No password is
required.

Read access:
Users have read-only access to PLC configuration data (e.q. herdware configuration, blocks).
Users can alse change the FLC operating state (RUNISTOF) and system time.

HMI access:
Only HMI access and access to diagnastics data is possible. This includes read and write access
10 tags.

No access (complete protection):
TIA Fortal users and Hil applications will not have access to any functions.

Access level without psssword: | Full access (no protection) [-]

Password for fullaccess: | [-]

12



TIA

Zapnuti simulatoru PLC @ 2 minuty SIEMENS

Otevrit PLC SIM Advanced V4.0
Pi"epnout komunikaci na PLCSIM Virtual Eth. Adapter (ponechat Local Area Connection)
Start Virtual S7-1500 PLC

® Vypln |t 'Y S7-PLCSIM Advanced V4.0 =

»
SIM Control Panel

* Instance name (libovolné jméno PLC) ) | Onine ces
PLCSIM @ PLCSIM Virtual Eth. Adapter @

° I P ad r eS u (192 . 168 . O . 1) G TCP/IP communi ication with | Local Area Connectio “

+ Masku podsité (255.255.255.0) @ | Virwai Time Scing '
Start 0.01 Off 100

% Strict Motion Timing /|

- - - @ Start Virtual 57-1500 PLC
Aktlvovat |ICenCI (PLC SIM Advanced) Instance name | OPC UA server

IP address [X1] 192.1680.1
W Subnet mask 255.255.255.0

Default gateway

PLC family 57-1500 ~
Start
M B | MRes
1 Active PLC Instance(sh
OE @ OPCUAserver /192.168.0.1 O x

].‘ Runtime Manager Port | 50000 O
B Virtual SIMATIC Memary Card

i Show Notifications
? Function Manual

[ =T

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA 13



TIA
V17

Nahrani PLC do simulatoru

« Povolit simulaci v projektu
« Nahrat PLC do PLCSIM Advanced

* Vyhledat PLC

e Load

Extended download to device

[| Flash LED:

Configured access nodes of "PLC_1"

Device Device type slot

PLC_1 CPU 15111 PN 11

Type of the PG/PCinterdace.
PGIPCintetace:
Connection to interfacefsubnet:

15t gateway:

Select target device:

Device Device type

Priradit IP adresu k sitové karté
Prijmout “PLC_1” za duveryhodné
Spustit PLC (Start module — RUN)

X
Interface gype | Address Subnet
PI/IE 192.166.0.1
W Frne [+]

@ Siemens PLCSIM Virtual EthermetAdapter

RGIE)

[Direct at stot ™1 x1°

[-]®

[-]®©

Interface type

Shaw all compatible devices [+]

Address Target device

CFUcommon CFLH1500 Simula... FRAE

152.165.0.1 CFUcamman

- - PR/IE

Online status information:

£ Connection established to the device with address 192.168.0.1

€ scan complered. 1 comparible devices of 2 accessible devices found
9 Retrieving device information

Scan and information retrieval cormnpleted.

06.05.2022

Access address =

Start search

[ pisplay anly error ressages

< u] 5]

@ 2 minuty

~| 7 s7-1500 oPC UA |
B Add new device
b, Devices & netwo
~ [ PLC_1 [cPU 1511
[I1 Device config o cur c
% Online & diag '
|8 Software unit

[ Program blac

[ Technologyo

B¢ ~dd new device
Add new group
Open blockiPLC data type... F7

Fﬂm [

Crl+k
['3 Energy object
External sour
':i PLC tags

[ PLC data type| = Print...

r.;,l Watch and for é’w Print preview...
[& online backuj @, Properties...

[ Traces

&

curl+F

TIE

curl+P

Alt+Enter

y v v T v v ow woww

h connection to device

. . OPCUA server
"PLC_1" might not be a trustworthy device.

I Security note

The device uses an unknown, selfsigned certificate.

I this device is the one you want, it is trusted and you can connect. [f this
device is not the one you want, you should abort the connection.

Display certificates

IConswder as trusted and rnl | Abort connection |

Verejné © Siemens s.r.o. RC-CZ DI FA

SIEMENS

§7-1500 OPC UA [Project]
‘General || Protection |
Protection

Activating the OPC UA server reduces the protection against unauthorized
internal or external access to functions and dats of this CPU.

Every OPC UA client is allowed to access the server by default. Use the OFC
UA security settings to restrict the access.

Protection

Note that the know-how protection of blocks can be weakened by a simulation.

[#) suppert simulation during black compilation.

[2]

r 0K 1 ‘ Cancel |

I8 [F® | MRES
1 Active PLC Instance(s):

B @ OPCUAserver [ 192.168.0.1 VO
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OPC UA v portfoliu Siemens



Pfehled OPC UA v portfoliu Siemens SIEMENS

Produkt

Simatic S7-1200 1x basic Simatic PLC

Simatic S7-1500(S)* v v 1x SIM/L Simatic PLC (i software PLC)

Simatic CloudConnect v v - loT Gateway

Simatic CN 4100 v X - Komunikaéni brana (redundantni)
Simatic NET v X 8/64/512 Software pro Windows OS

Comfort panely v v - HMI panel

Unified comfort panely v X - HMI panel

WinCC RT Advanced v v - Vizualizace pro PC

WiInCC RT Professional v v - SCADA

WinCC V7.5 v v 1x ConnPack SCADA, ConnPack = connectivity pack option
WinCC OA v v ? SCADA, server i client jako option
Industrial Data Bridge v v 1x IDB Option pro WIinCC (funk&ni i bez WinCC)

* Pristup k serveru i pomoci CP1543-1
06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA 16



Simatic NET: Softnet / Hardnet

Software pro Windows OS

Vygitani dat ze Simatic PLC

S7 / S7 optimized

Publikovani vyétenych dat v
podobé OPC serveru

- OPC (COM/DCOM)

- OPC UA

Podpora OPC UA HA (history)

Podpora Profinet/Industrial
Ethernet i Profibus siti

Az 207 Simatic PLC

Konfigurace i v TIA Portalu

06.05.2022

SIEMENS

PC/Windows PC
Unifed Automation WinCC SIMATIC NET
UaExpert ® OPC-Client DATA Control. NET

OPC UA OPC UA OPC COM /
‘OPC COM/ DCOM DCOM

M Industrial Ethernet
$7-400

!

5 SRR

i

* Pristup k serveru i pomoci CP1543-1

Verejné © Siemens s.r.o. RC-CZ DI FA 17



Simatic CloudConnect 712/716
Komunikacni brana do cloudu

MQTT publisher / subscriber

Komunikace se Simatic PLC

S7-300/400/1200/1500
Data ¢tena z PLC mohou byt

odeslana do cloudu (MQTT)
i publikovana v OPC UA
serveru CC71x

Simatic CC716 podporuje i
Profibus a MPI spojeni

Pfipojeni az k 7 PLC

Konfigurace pres web server

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA
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Licencovani OPC UA SIEMENS

_ 1200 | 1510 ... 1513 CPU 1515 ... 1516 CPU 1517 ... 1518 CPU

Licence Basic Small Medium Large
Listovni cena 50€ 100€ 200€ 300€
PLC_3 [CPU 1515-2 PN] 6, Properties
- Licence plati pro server i client | General  |piogiaqeluiision conctaotm |l oy
. b Systern power supply
- Soucast HW konfigurace b Advanced configuration ore A
Connection resources Runtime licenses
Overview of addresses
* Runtime licenses Type of required license: | None
LSy Type of purchased license: | SIMATIC OPC UA 57-1500 medium
ProDiag
Energy Suite

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA 19



Limity OPC UA serveru SIEMENS

_ $7-1200 CPU 1510...13 |CPU 1515/16 | CPU 1517/18

No. of sessions, max.

No. of accessible variables, max. 1,000 50,000 100,000 200,000

No. of registerable nodes, max. - 10,000 20,000 50,000

No. of subscriptions per session, max. 50 20 20 20

Sampling interval, min. 100 ms 100 ms 100 ms 10 ms

Publishing interval, min. 200 ms 500 ms 200 ms 10 ms

No. of server methods, max. 20 20 50 100

No. of in/outputs per server method, max. ? 20 20 20

No. of monitored items, recommended. 1000 (max.) 1,000 2,000 10,000
for 1 s sampling interval and 1 s publishing interval

No. of server interfaces, max. 2 10 10 10

No. of nodes for server interfaces, max. 2,000 1,000 5,000 30,000

Number of program alarms - 100 200 400

Number of alarms for system disgnostics - 50 100 200

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA 20



Limity OPC UA klienta SIEMENS

S e CPU IS e CPy oL

Number of connection

Number of nodes of the client interfaces 1000 2000 5000

Number of elements for one call of

OPC_UA_NodeGetHandleList/OPC_UA_ReadList/OPC_UA WriteList 300 300 300
OPC_UA NameSpaceGetindexList 20 20 20

OPC_UA_ MethodGetHandleList 100 100 100

Number of registerable nodes 5000 5000 5000

Number of registerable method calls 100 100 100

Number of inputs/outputs for method calls 20 20 20

« Kompletniinfo v produktovéem listu technickych udaju gndustry mall, sios)
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TIA

Zapnuti OPC UA serveru @ 2 minuty SIEMENS

* V HW konfiguraci PLC povolit OPC UA server

J General || 10 tags || System constants || Texts |

Tirne of day

»  General

b Protection & Security

- OPC UA Accessibility of the server
General

w Server Eﬁ.ctiuate OPC UA server
Opticns Alarms and Conditions
- Security

« Akceptovat bezpecnostni rizika

OPC UA server %

Security note

Activating the OPC UA server reduces the protection against unauthorized
internal or external access to functions and data of this CPU.

Every OPC UA client is allowed to access the server by default. Use the OPC
UA security settings to restrict the access.

|£3, Properties ||EL Info "ﬁ Diagnostics |

- Vlozit do PLC pozadovanou licencj 1 Serer [0

" System constants " Texts |

Isachronous graphic
Connection resources

Overview of addresses

* Prehrat HW konfiguraci PLC - Runtime licenses

OPC UA

Runtime licenses

Type of required license: | SIMATIC OPC UA S7-1500 small |V|

Type of purchased license: | SIMATIC OPC UA S7-1500 small |v|

OPC UA .

PraDiag :

Energy Suite N
06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA
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PFipojeni k OPC UA serveru @ 5 minut SIEMENS

UA Expert — univerzalni OPC UA klient (éteni dat, alarmu, diagnostika, archivni data...)
Zapnout UA Experta — OK — vygenerovat certifikat pro UA Expert aplikaci

Staci vlozit libovolné jméno organizace, ostatni parametry jsou volitelné

v e Custorn Discove ry
4 < Double click to Add Server... »

Automaticky update — OK e —
Vyhledat server o —

« Custom discovery: opc.tcp://192.168.0.1:4840
« Oteviit zadanou adresu

hd @ Custom Discovery

> 7 9 :
° Vybrat moznost None 4k < Double click to Add Server... =
v O opctep/F192.168.0.1
PY OK v O SIMATIC,S7-1500.0PC-UA.Application:PLC_1 {ope.tep)

& Mone - None (uatcp-uasc-uahinany)
& Basic2565hal56 - Sign {uatcp-uasc-uabinary)
() Basic2565ha2s6 - Sign & Encrypt (uatcp-uasc-uabinanyd)

Pripojit k serveru ©

« UA Expert zobrazi certifikat serveru
° 111 Tru st Se rve r C e rtifi cate 9y [ accept the server certificate tempararity For this session Continue Cancel
« “Continue”

Address Space F X
4 | Mo Highlight:

— Klient pripojen k serveru — je vidét adresni prostor ?%;Ei;jmsﬁ
g
> I Types
> 5D iews
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Adresni prostor



Koncept adresniho prostoru

I

c](

‘ http://opcfoundation.org/UA/ ‘

\ 4
' N

opc.tcp://192.168.0.1:4840 | —<

-

‘ urn:SIMATIC.S7-1500.0PC-UA Application:PLC_1 ‘

‘ http:/lopcfoundation.org/UA/DI/ ‘

‘ http://www.siemens.com/simatic-s7-opcua ‘

—

- LN

‘ http:/iServer interface_1

Server mize mit vice adresnich prostoru
Kazdy adresni prostor ma adresu a index
Uvniti adresnich prostort jsou uzly (node)
Uzel miize reprezentovat rtizné prvky

06.05.2022 Verejné © Siemens s.r.0. RC-CZ DI FA
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ns=4;i=1 slozka

ns=4;i=2 proménna

ns=4;i=3 vlastnost

ns=4;i=4 strukturovana proménna

ns=4;i=5 objekt

ns=4;i=6 objekt

ns=4;i=7 metoda
ns=4;i=3259 datovy typ
ns=4;i=4500 datovy typ
ns=4;i=4501 typ udalosti
ns=4;i=4502 typ objektu
ns=4;i=5000 typ reference
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Koncept adresniho prostoru

ns=4;i=1
ns=4;i=2
ns=4;i=3
ns=4;i=4
ns=4;i=5
ns=4;i=6

ns=4;i=7

ns=4;i=3259
ns=4;i=4500
ns=4;i=4501
ns=4;i=4502
ns=4;i=5000

06.05.2022

slozka

proménna
vlastnost
strukturovana proménna
objekt
objekt

metoda

datovy typ
datovy typ
typ udalosti

typ objektu

typ reference

SIEMENS

« Uzly jsou mezi sebou provazaneé

[ hala A |
I > lisovaci stroj |

S N| produktivita I

Ponmennnas > vyrobce |

............ »  teploty ve stroji |
p S »  teplotacidio 13 |
| Folder Type [ SO > teplota cidlo 14 |

| Object Type E . > dopravnik |
| Property Type | N > stav |
| Variable Type | S > vyrobce |

\_ | Method Type | / ........... > zapni stroj |
Verejné © Siemens s.r.o. RC-CZ DI FA 26



Koncept adresniho prostoru SIEMENS

« Jednotlivé prvky jsou mezi sebou vazane referencemi
- Reference umoznuji strukturalizaci adresnich prostort
« Reference/vazba muze byt razného typu

HasComponent — dany prvek ma néjakou komponentu, ktera s nim souvisi

Organizes - dany prvek ma néjakou komponentu, kterou pouze zahrnuje a nesouvisi s nim
HasProperty — ma vlastnost

HasObject — ma jiny prvek

HasTypeDefinition — ma definici svého typu

(|
|
|
|

|

hala A |
. ns=4;i=5
------------ )| Iisovatl:i stroj | lisovaci stroj |
: — ' ns=4;i=4502
E ------------ )I T | PRRELELEELEEN -)l HasTypeDefinition } ------ »  typ lisovaci stroj XY
i\ ___________ -)l vyrobce | ns=4:j=2
i. ____________ )I teploty ve stroji | ------------ >| HasComponent I - >| produktivita |
DY : e teplota cidlo 13 | § ] L ns=4;i=3 |
: : e HasProperty  f-----3 vyrobce
Folder Type | ; vocweeeeo3] teplotacidlo 14 | :
Object Type | - ' ns=4;i=4 ns=4;i=3259
I VT "I d°pr.a"'"'k | Bomemoeoeen > HasComponent | teploty ve stroji f--<--»  HasTypeDefinition  |---> UDT teploty
Property Type H H H i
: P > stav | , ns=4:i=6 ; ns=4;i=426
Variable Type | ' N ) vyrobce | proseeeane >] HasComponent }----- > dopravnik [ o] HasComponent f--o> teplota cidlo 13 |
Method Type | ) [ _)I zapni stroj | i ns=4;i=7 i'l ns=4:i=427
Tremoieeeooo- >| HasComponent } ------ >| zapni stroj | >| teplota cidlo 14 |
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Koncept adresniho prostoru SIEMENS

NodelD
NodeClass

« Kazdy uzel ma sve atributy — vlastnosti

» Atributy se lisi dle typu uzlu

| teploty ve stroji f

BrowseName

DisplayName

Description

Value

teplota cidlo 13

teplota cidlo 14

SourceTimestamp

StatusCode

DataType

2/212022 9

Namespacelndex

; IdentifierType
. > teplota cidlo 13 | Identifier
( NodelD "> teplotacidio14 | AccessLevel
NodeClass Historizing
BrowseName
DisplayName
Description
WriteMask
EventNotifier
hala A |
N )l lisovaci stroj NodelD
T > produktivita | NodeClass
i__ “"""I “robce | BrowseName
H v DisplayName
frammmmneens > teploty ve stroji | Description
E : = Value
——— . ol _teplolaedlo s I T squrceTimestamp 1312023818005 065 Al
e e i “eeceeeeoo»|  teplotacidio 4 | StatusCode | Good (0x0000000)
j : DataTh Int16 ‘
| ObjectType | SN dopravnik | e S
[ Property Type | : : AccessLevel CurrentRead, CurrentWrite.
i Pemeennnens > stav | Historizing B false
| Variable Type | : SN wjrobos | I P ..
Method Ty :
l oc vpe l / .- -------)l zapni stroj |
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Koncept adresniho prostoru SIEMENS

Kazdy server mize mit vice adresnich prostort (namespaces)

« S7-1500 ma vzdy alespon tfi:
ns=0: adresni prostor obsahujici informace o serveru (stav, vlastnosti, dovednosti)
ns=1: diagnostické informace k jednotlivym spojenim s klienty
ns=2: popisuje diagnostické moznosti
ns=3: Standard SIMATIC interface (automaticky publikuje datové bloky a tagy)
ns=4: uzivatelsky adresni prostor (vlastni navrzeny adresni prostor)

Objektovy model

* Objekt (objecty miize mit proménné (variable), metody (method), Vlastnosti property) €i dalSi vnofené objekty
Objekt “lisovaci stroj” ma proménnou “produktivita”, metodu “zapni stroj”, vlastnost “vyrobce” a objekt “dopravnik”
Objekt “dopravnik” ma proménné “stav” a vlastnost “vyrobce”

Objekty a jejich komponenty v serveru reprezentuji uzly mode)

« Kazdy uzel ma svtij identifikator vdaném adresnim prostoru (integer éi string nejéastsji)

- Kazdy uzel ma svoje parametry (attributes), které ho popisuji
napr.: typ: objekt/proménna/metoda, datovy typ: bool/int/string,
Objekt “lisovaci stroj” je reprezentovan uzlem “5”, vlastnost “vyrobce” uzlem “3”, “produktivita” uzlem “2” a metoda “zapni stroj” uzlem “7”

Jednotlivé uzly se mezi sebou vazi pomoci referenci

» Reference jsou ruzného typu
Objekt “lisovaci stroj” ma referenci typu “HasComponent” na proménnou “produktivita”, dalSi referenci tohoto typu na metodu “zapni stroj”
Objekt “lisovaci stroj” ma referenci “HasProperty” na “vyrobce”
Objekt “Hala A” ma referenci “Organizes” na vnoreny objekt “lisovaci stroj”
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Koncept adresniho prostoru

Data change
Notifications

/ Object \

Notifications

\

A

« 4 Variables N
Read/\Write
>
\_ - References to
other Objects
>
|nvoke MethOdS

> 0

— 0

Event e —0

SIEMENS

Node

Attributes

References

Attributes describe a node

/
References define relationships
to other nodes

_

Node




Typy a instance SIEMENS

 Type je oznaceni pro prototyp (nihovna)

« Variable type — definuje typ proménné
BaseDataVariableType (bool, int, string...), IEC_TIMER, PD_STW1, TADDR_Param atd...

* Object type
NamespacesType — objekt obsahujici popis adresnich prostorti serveru
FolderType — organizacni slozka

ServerCapabilitiesType — objekt obsahujici popis schopnosti serveru
« Datatype — definuje datovy typ proménné (jeji atribut)
* Reference type
 Instance typu dédi jejich vlastnosti

* Napr. proménna typu SYS _SDT_521 (cilovaadresapro ouc) bude vzdy obsahovat pole ADDR se ¢tyrmi
byty adresy
* Objekt typu IEC_TIMER vzdy bude obsahovat proménné ET, IN, PT a Q

* Typy jsou Citelné ze serveru
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Priklad SIEMENS

* Objekt “Machine” reprezentuje stroj v [oR¢ Root
 Objekt “Motor” reprezentuje zafizeni ve stroji v lop¢ Objects
(2 . Server

 Metoda “StartMotor” dava pristup k funkci v PLC

v , . . ® Machine
« Proménna “Temperature” poskytuje dynamickou hodnotu . v ® Motor
« Vlastnost “Manufacturer” poskytuje statickou informaci » =@ StartMotor

@ Temperature (Double)
=] Manufacturer (String)

« Reference objektu “Motor” References

 HasProperty — Manufacturer B

Motor ma vlastnost popisujici vyrobce
Hierarchical References
- HasComponent — StartMotor OQ Hierarch

Motor ma metodu pro start motoru Forward ReferenceType MeodeClass MName TypeDefinition
true HasProperty Variable Manufacturer PropertyType
* Has CO mp Ovn ent - Tem pe rature true HasComponent Method Starthotor
Motor ma proménnou udavajici teplotu e FiasGomponent —— Mg BaseDataveriabieType
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Adresace uzli SIEMENS

« Kazdy uzel (objekt, proménna, vliastnost, metoda) ma vlastni unikatni identifikator
 |dentifitikator (ID) je slozen z adresniho prostoru, typu adresace a adresy

« Adresni prostor (amespace) |ze identifikovat stringem nebo €islem (index)

ns=http://siemens.com/simatic-s7-opc-ua

ns=3 Attribute Value
. v iwae - s , . , v Nedeld i=2259 [Server_ServerStatus_State]
 Typ adresace je vétSinou Ciselny (i) nebo textovy (s) demsreyon N
Identifier 2259 [Server_ServerStatus_State]

v [ Objects

ModeClass

Variable

. . . . ’ ) BrowseName 0, "State"
ns= http://siemens.com/simatic-s7-opc-ua;i=2384 > b Decese DisployName ", "Sate
' . i :LCJ Description BadAttributeldinvalid (0x80350000)
—_) ) — erver WriteMask 0
n S _Ol I _2259 ?OAUdltmg_ UserWriteMask 1]
6 ITIEL ITIEL ngm T} ’ O lf‘:MothEdltems RolePermissions BadAttributeldinvalid (0x20350000)
ns=3;s=“S210 _ Data”.”Data_struct”.”Position ¢ Namespacehrray el emisions - Bedhtibuteldneld 00050000
Ly . “ ran - - . AccessRestrictions adAttributeldinvalid (0x80350000)
(Position je proménna ve struktufe Data_struct v DB S210_data) ’ ?SNam;spaces Value
erverArray :
> n& ServerCapabilities :2:::;::':5::;:25 ;’FS’QOZZ §:34:43.836 AM
. , v an . i i :::::[R}l:dgunn:s::; ServerTirmestamp 1/5/2022 9:34:43.856 AM
« Pokud to klient dovoli, pouzijte textovou adresaci = comatuatn Serverpicoseconds 0
, v @ Buildinfo StatusCode Good (m)
adresniho prostoru & s e 9 Rumning
& Bui ataType erverState
| e D e e
« Namespace index se muze zménit po prehrani PLC > @ Producthame entfeType fomerc
p - entifier erverState
; - ::):u:acrt:‘u:lersion ValueRank -1 (Scalar)
S @ CurrentTime ArrayDimensions BadAttributeldinvalid (0x80350000)
» @ SecondsTillShutdown Accesslevel CurrentRead
S @ ShutdownReason UserAccessLevel CurrentRead
S @ StartTime AccessLevelEx BadAttributeldinvalid (0x80350000)
s @ State MinimumSamplinglnterval 30
@ :Ser\.riceLe\.reI Historizing false

06.05.2022
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UaExpert

Zobrazeni hodnot

SIEMENS

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™ — *
File View Server Document Settings Help
DeBPBEO + X 2y X
Project & X Data Access View o Attributes 5 X
v Project # Server MNode Id Display Name Value Datatype jourd 47 || B L]
v D Servers 1 SIMATIC.57... MNS0[Mumeric|2271  LocaleldArray {} String S0 | Attribute Value
PrIpOJene Servery Q} SIMATIC.57-1500.0PC-UA. Application:PLC_1 | |2 SIMATIC.57... NSO|Numeric[11702 MaxArrayLength 131072 Ulnt32 2:014 . .
v = = |3 SIMATIC.57.. NSO|Numeric|2735 MaxBrowseContinuationPoints 5 Uint16 201 [ Modeld i=2268 [Server_ServerCapabilities]
ocuments 4 SIMATIC.S7... NSO|Mumeric[12911 MaxByteStringLength 131072 Ulnt32 8:01; Mamespacelndex 0
{1 Data Access View 5 SIMATIC.57... NSO|Numeric|2737  MaxHistoryContinuationPoints 5 Ulnt16 8:014 |dentifierType  Numeric
6 SIMATIC.S7... NS2|[Mumeric|6387 MaxInactiveLockTime Mull &01; . ¥p - P‘r’.ehled VI astnostl’
7 SIMATIC.S7.. NSD[Numeric|2736 MaxQueryContinuationPoints 5 Ulnt16 201; Identifier 2268 [Server_ServerCapabilities]
3 SIMATIC.57... NSO|Mumeric[11703 MaxStringLength 16382 Ulnt32 2:01 ModeClass Object . o
9 SIMATIC.S7.. NSO|Numeric|2272 MinSupportedSampleRate 100 Double 2014 ErowseName 0, "ServerCapabilities" (atributid)
10 SIMATIC.S7... NSO|Numeric|2269 ServerProfilefrray {'http://opcf... String 8:01: B - [
11 SIMATIC.S7... NSO[Numeric|3704 SoftwareCertificates Null 201; DisplayName . "ServerCapabilities
Address Space B X 112 SIMATIC.S7.. NSO[Numeric|11714 MaxMonitoredltemsPerCall 1000 Ulnt32 8:01: Description BadAttributeldinvalid (0x20
= 13 SIMATIC.57... NSO|Mumeric|11710 MaxMNodesPerBrowse 1000 Ulnt32 8:014 3
s - WriteMask 0
s | No tighlight 11 SIMATICST.. NSOINumeric/11709 MaxNodesPerMethodCall 1 Ulnt32 sor] [ e e o
¥ MNamespacehrray ~| 15 SIMATIC.57... NSO|Numeric|11705 MaxMNodesPerRead 1000 Ulnt32 8:014 A UE S
H 16 SIMATIC.57... NSO|Mumeric|11711 MaxModesPerRegisterModes 1000 Ulnt32 2:01 RolePermissions BadAttributeldinvalid (0x
Vybrany Oblekt |\ > & Namespaces 17 SIMATIC.57... NSD[Numeric|11712 MaxNodesPerTranslateBrowsePathsToNodelds 1000 Ulnt32 2014 I T —
\e v ServerAray 18 SIMATIC.S7... NS0|Numeric|11707 MaxMNodesPerWrite Ulnt32 8014 ) ctrictions  BadAttributeldinvalid |
UL ServerCapabilities 19 SIMATIC.S7... NSO[Numeric|11509 NamingRule Null 2:014 ne stretiens - BadAtnbuteidinvati b
) - 20 SIMATIC.57... MSO|Mumeric[113  MNamingRule Mull 8014 EventMotifier MNone
DA teFunct
— Aggregaterunctions 21 SIMATIC.S7.. NSD|Numeric/11511 NamingRule Null 2:014
¥ LocaleldArray 22 SIMATIC.S7... MNSO|Murmeric/112 NamingRule Mull 8:01;
@ MaxAmraylength 23 SIMATIC.57... NSO|Mumeric|114  NamingRule Mull 2:01:) |References 8 X
¥ MaxBrowseContinuationPoints 3 o g2 4@ Forward v [+]
: max?':StnggL:ngt: Point Reference Target DisplayMame G
o , - axHistoryContinuationPoints .
Pru2kumn|k a.d resn |Ch @ MaxinactiveLockTime HasComponent  AggregateFunctions
r . . . HasProperty LocaleldArray
) ¥ MaxQueryContinuationPoints
prostoru HasPro MaxArrayLength :
¥ MaxStringLength perty axhraylengt
@ MinSuppgortengampleRate HasProperty MaxBrowseContinuationPoints Referen ceo bjektu
> [ ModellingRules HasProperty MaxByteStringLength
> [ OperationLimits HasProperty MaxHistoryContinuationPoints
¢ Serp\.rerprofileArray HasProperty MaxQueryContinuationPoints
@ SoftwareCertificates HasProperty MazxStringLength
> & s Di ot HasProperty MinSupportedSampleRate
Srvertiagnostics v HasComponent  ModellingRules
ra - > < » | |HasComponent  OperationLimits e
Log F X
80
Timestamp Source Server Message (N
I 1/5/2022 8:02:1... Reference Plugin SIMATIC.57-150... Browse succeeded.
Og 1/5/2022 8:02:1... Attribute Plugin ~ SIMATIC.S7-150... Read attributes of node 'NSO|Numeric[11715' succeeded [ret = Good].
1/3/2022 8:02:1... Reference Plugin  SIMATIC.57-150... Browse succeeded.
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TIA

Seznameni s adresnim prostorem @ 15 minut SIEMENS

Jaky je identifikator uzlu kmenové slozky “Root”?

Jake reference ma objekt “Objects”? (iyp reference a cilovy prvek)

Jakeé reference ma objekt “DeviceSet”? (iyp reference a cilovy prvek)

Jaky je rozdil mezi objektem “PLC_1” v Objects a v DeviceSet?

Jaky typ reference ma objekt “Server” na “NamespaceArray” a “ServerStatus”?
Jaké reference ma vlastnost “NamespaceArray”?

Jaky datovy typ ma vlastnost “NamespaceArray” a co vlastnost popisuje?
Kam odkazuje reference “HasTypeDefinition” u proménné “ServerStatus”?
. Jaky datovy typ ma proménna “ServerStatus”?

10.Jaké OPC UA profily podporuje server v S7-15007?

11.Jaky je operacni stav PLC? integer

© 0N Ok WDNPRE
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Pristup k datim



Server interface SIEMENS

Server interface je rozhrani, které poskytuje OPC UA data

Interface ma sviij adresni prostor (namespace)

Kazdy interface jinak vyuziva pamét’ PLC a je jinak rychly

V PLC lze zvolit, ktera data maji byt pristupna v OPC UA nékolika zpusoby

1) Standard Simatic interface

- Automaticky publikuje vSechna data (DB, tagy) v OPC UA serveru
- U jednotlivych DB a proménnych |ze OPC UA pfristup vypnout/omezit na €teni

2) User defined server interface

- Uzivatelsky definované rozhrani
- Pouze vybrana data jsou publikovana
- Lze vytvorit v TIA Portal

3) Companion Specification
- Standardni rozhrani, které lze importovat do TIA Portalu (OMAC, PackML...)
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Server interface

Vypnuti pristupu k DB pres OPC UA

_DB[DB5]

General
Informaticn
Time stamps
Compilation
Protection
Attributes

Download without reinitializati...

Attributes

. Optimized block access

|E Data block accessible from OPC UA

[ Data block accessible via Web server

il ProDiag

Il Assigned ProDiag FB:

Zapnuti Si

matic rozhrani

J General " 10 tags || System

constants ” Texts |

General
- Server
Options
¥ Security
Diagnostics
Export

b Client
} System power supply
~ Advanced configuration
Host and demain name
DNMS configuration
IP Forwarding

w Access to PLC via comm...

06.05.2022

Standard server interface (SIMATIC namespace)

The standard SIMATIC server interface provides all PLC tags, da
OPC UA communication in the project tree.

Mote:

| [ Enable standard SIMATIC server interface

SIEMENS

Vypnuti pristupu k promennym pres OPC UA

MName Data type
<@ ¥ Static
@| u Velocity [ Int
g = Position Int
- . Torque Int

0.0
20
4.0

Start value | Retain

=] =] =

Accessible from HMIIOFC UAWeb AFI

Writable frorm HMIIOPC UANeb AFI

Vytvoreni viastniho rozhrani OPC UA v TIA Portalu

OPC UA elements
Project data

OPC UA server interface

= = w @ e m kW =

Browse name
~ i s210

Node type
Interface

l-_v $ 5210 Dats ——

| object

= <@ Velocity

L} <@ Position

0 <@ Terque

L} <@ InOperation
= b <@ Data_struct
L <@ Record_error
L) <@ IDB_trigger

T
INT
INT

BOOL

*5210_Data” "Data_.

BOOL
INT

Access level

Local data

-0 "5210_Data"."Velocity"

<@ "5210_Data"."Position™

4 5210 Data”."Torque™

< "5210_Data” "InOperation”
<0 "5210_Data" "Data_struct”

< "5210_Data"."Record_error®

<0 "5210_Data"."IDB_trigger”

1 58 Software units

2 - [ Program blacks

3 = b [iz] Date and time

4 = b [i] LSHMP

5 = b g MQTT

6 = [E] NP

7 = » [z] OPC_UA_Client

8 = [fz] OUCk57-300

E] = b [a] OUCtesty

10 = » [&] Profi Energy

11 | = » [&] Profinet diagnostics
12 = » [E&] Runtime Info

13 |= ~[Es210

14 = } |§ 5210_AutoRun_DE [DB10]
15 =} |§ 5210_Control DB [DB3]
e ~ |§ 5210_Data [DB2]
17 = velocity

18 L} <@ Position

19 - <0 Torque

20 = <0 InOperation
21 = b 4] Data_struct
22 = 4 Record_error
23 L < IDB_trigger
24 = b <] ModuleState
25 = [H]SMS

26 = » [E]S0L

27 = » [ Vieb server

28 » [ Technology objects

25 | » g PLCrags

Data type

5210_AutoRun
5210_Control
5210_Data

Bool
Struct
Bool
Int

Struct
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OPC UA server interface SIEMENS

Standard Simatic Interface

» Publikuje vSechny vybrané DB a tagy v PLC
* Vykonové naro€éné pro CPU

« Stringova adresace proménnych (nelze ménit)

Used defined Server Interface

» Vlastni rozhrani pro data, do kterého se mapuji proménné z CPU
« Jednoduché, vykonové nenaro¢né a efektivni

- Ciselna adresace proménnych (nelze ménit)

Companion specification

« Vlastni rozhrani pro data
» Definice se provadi v programu SIOME V
» Vyzaduje pokrogilé znalosti OPC UA protokolu
» Libovolna konfigurace parametri proménnych

Namespace reference

« Referencni rozhrani (definice typl) pro data (nelze mapovat k proménnym CPU)
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Export OPC UA rozhrani - XML SIEMENS

e Standard Simatic Interface ~ OPCUA Export OPC UA XML file of the standard SIMATIC server interface

General

* Server Mote: |[The OPC UA server provides access toall PLC tags
General

Options

* Security
Secure channel
Certificates Q Export array elernents as separate nodes

User authentication

Diagnostics

Export

Export OFC UA XML file |

2 BN |
[ — |

e User Defined Interface

alte :

¢ = ! E @ Generate local data _%} Consistency check |;-|'D Export interf&r_el

OPCUA server interface

Browse name Mode type Access level Local data
1 [~ W s20 | Interface -
2 s~ § 5210_Data Object ---
3 = <0 Velocity INT RDIMWR <0 "5210_Data”"."Velocity”
4 = <40 Position INT ROMVIR <0 "5210_Data" “Position”®
] = < Torgue INT RDMWR <0 "5210_Data”."Torgque®
6 <@l InDperation BOOL RDIWWR <01 "5210_Data"."InOperation”
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TIA
V17
Vlastni OPC UA rozhrani @ 10 minut SIEMENS

 Vytvorte dva datové bloky i@ v sutic

2 |4q]| = INT_O
=Add newes

« DB1 bude obsahovat 500x integer (NT_0, INT_1, INT_2 .. INT_499)
« DB2 bude obsahovat 1x pole (array [0..499] of Inty@ 1X Strukturu (NT_o, INT_1, INT_2 .. INT_499)

v ’, . 1 <4l ™ Static
°
Vytvorte novy OPC UA server interface - 2 @ » Ay Arrsy10.499] o It
~ % OFC UA communication 53 <30 ® * Struct Struct
- E_| Server interfaces a4 |«ag ] Int_0 Int
______ i add new server interface T = Int_1 Int
I | = Int_2 Int
7 u

Type: i Interface B
* V pravem okné otevrete DB2

« Mysi pretahnéte pole a strukturu do fradku “Add new” v levém okné
« Mysi pretahnéte i celé DB1

OPC UA server interface OlPC UA elements

Browse name Mode type Access level Project data Data type

= b <l Struct
[i- Technology objects
v [ FLCtags

Struct

- Piehrajte PLC o

1 ~ 3] serverintedace 1 Intedace --- 1 5@ Software units

2 5 b gl Array ARRAY[0.499] of INT  RDAWER 2 * | Program blocks

3 = b -] Struct "DE_Struct”"Struct”  RDMWE 3 = b |g DE_INT[DB1] DE_INT

4 = » § DE_INT Object 4 = v |g DB_Struct [DE2] DE_Struct

5 5 B 0 Array Array(0..499] of Int
<]
7
]
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TIA

V17
Vlastni OPC UA rozhrani (Y 10 minut SIEMENS

v vy

* Chyba kompilace? CPU nizsi nez 1515 maji limit 1000 proménnych na server interface

- |s7-1200 CPU 1510...13 |CPU 1515/16 | CPU 1517/18

No. of nodes for server interfaces, max. 2,000 1,000 5,000 30,000

. Zméfite PLC na S7-1515 (FW2.9) nebo vy&si
« Zkompilujte a prehrajte PLC

i) Root

v D Ohjél"} Rebrowse |
> n& CewviceSet

« Otevrete UA Expert, znovu nactéte adresni prostor

1) Co vSe se v OPC UA serveru objevilo navic?

2) Jaky identifikator ma proménna pole?

3) Kolik ruznych identifikatorit ma proménna pole?
4) Jaky identifikator ma nové vytvorené rozhrani?
5) Jaky datovy typ ma struktura z DB2 v OPC UA?
6) Kde je tento datovy typ definovany?

7) Co vse lze definovat u proménnych a OPC UA rozhrani v TIA? adresaci, jméno...
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Komunikacni relace



Pripojeni k serveru

Server

r
I
I~

06.05.2022

< Hello message
Acknowledge message >

< Open Secure Channel Request
Open Secure Channel Response >

< Find Servers Request
Find Servers Response >

< Get Endpoints Request
Get Endpoints Response >

< Create Session Request
Create Session Response >

< Activate Session Request
Activate Session Response >

< Read Request

Read Response >

Yes, | am!

Server state = running

Verejné © Siemens s.r.o. RC-CZ DI FA
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Prochazeni serveru - browse SIEMENS

< Browse Request
Browse Response >

Klient

Server

r
I
I~

Yes!
Node ID, browse name, display name, node class, type def

& rc_t
n& Counters
% DataBlocksGlobal

= % GlobalDB £ & DatsBlocksInstance
: n& InstanceDB

n& Inputs
n& Memory
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Zpusoby ¢teni dat SIEMENS

 Read - jednorazoveé preéteni hodnoty

* Registered Read — opakované ¢teni hodnoty

» Server si vytvori novy Ciselny identifikator ¢tené proménné
* Rychlejsi metoda éteni
« Vzdy na zadost klienta

e Subscription — monitorovani zmén hodnoty

« Klient pozada o sledovani proménné

* Pfi zméné hodnoty si server zménu zapise a periodicky odesle klientovi
* Nejlepsi moznost pro kontinualni éteni dat

« Sampling interval — perioda kontroly zmén

* Publishing interval — perioda odeslani dat
* Pokud se hodnota zméni vicekrat, je mozné jich odeslat vic najednou s €éasovou znackou

« Analogie ke €teni dat: write / registered write

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA 46



Cteni dat - read SIEMENS

< Read Request
Read Response >

Klient

Server

r
I
I~

Value ="11110000", Timestamp = 10/29/2018 3:15pm, Status = Good
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Cteni dat — registered read

Server

06.05.2022

< Register Node Request
Register Node Response >

« Read Request
Read Response >

The value of myArray is:

Value = "11110000", Timestamp = 10/29/2018 3:15pm, Status = Good
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Cteni dat — subscription SIEMENS

< Create Subscription Request
Create Subscription Response >

< Create Monitored Items Request
Create Monitored Items Response >

< Publish Request

Publish Response >

Klient

Server

o

-E.--I ------------------------------- E Requesting Online VaIueS!
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TIA
Cteni dat z OPC UA serveru @ 5 minut SIEMENS

* V UA Expertovi si vyberte proménnou a mysi pretahnéte do prostiredniho okna

Praject & X | Data Access View Perfarmance Yiew

v [A Project 2 # Server Made |d Display Marne
A ﬂ Servers 1 SIMATIC,S7-1500.0PC-US Application:FLC_1 MEA| Murmeric|3 [0] 0
2y SIMATIC.S7-1500.0PC-UAApplication:EL
s . v /
L4 }/’

Address Space 5 X
# 4 | Mo Highlight -
@ Array / ﬁ

> [

&3 [100]
» @ [101]

1) Jakou vzorkovaci periodu pozadoval klient a jaka byla nastavena? - iog

2) Bude server odesilat vice hodnot, pokud se béhem jednoho komunikac€iho cyklu hodnota
zmeéni vicekrat?

3) Odesle se prvni zaznamenana hodnota nebo posledni?

4) Zmeénte publishing interval (“subscription settings...”) N@a 10000ms a zkontrolujte v logu.

5) Zmente sampling interval (“monitored item settings...”y Na 3000mMs a zkontrolujte v logu.

6) Zmeénte sampling interval (“Monitored item settings...”) Na 3001ms a zkontrolujte v logu.

7) Zapiste do sloupce “Value” ¢iselnou hodnotu. Co udéla klient? sakou “instrukci” pouzije
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OPC UA server - options SIEMENS

e ]

« Application Name: jméno aplikace Security event OPC UA application name
* OPC LA
General Application name: | SIMATIC.S7-1500.0PC-UA Application:PLC_1

w Server

Port: pristupovy TCP port

Max. session timeout: doba bez vymény dat, po kterou server udrzuje spojeni s klientem

Max. number of OPC UA sessions: maximalni po€et spojeni k serveru (kiienta)

Max. number of registered nodes: maximalni po€et proménnych pro registrovaneé €teni (egistered read)

 Proménné nad tento limit jsou éteny klasicky (read) > Options

General

Port: |4840 |

Max session timeout: | 30 5 |

Max. number of OPC UA
sessions: |10 |

Max. number of registered

nodes: | 10000 |
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OPC UA server - options

06.05.2022

SIEMENS

Minimum sampling interval: minimalni vzorkovaci perioda

« PFi monitorovani proménné je zména hodnoty identifikovana nejrychleji s touto periodou

Minimum publishing interval: minimalni interval pro odesilani dat

« Zména hodnoty je do klienta odeslana nejrychleji s touto periodou
« Pokud je zaznamenano vice zmén, jsou zapsany do fady a odeslany najednou

Max. number of monitored items: maximalni po€et sledovanych proménnych

« Plati pro vSechny klienty dohromady

Activate TypeDictionary

* \lygeneruje popis strukturovanych datovych
typu pouzitych v OPC UA serveru pro klienty
se starsi verzi standardu

Subscriptions

Minirurn sampling interval: | 100

Minirnurn publishing interval: |2EID s |

Max. number of monitored
items: |2000 |

Legacy data type definitions according to OPC UA specification <=V1.03

[¥) Activate TypeDictionary
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Restart OPC UA serveru pfi prehrani PLC SIEMENS

« Zména FB, FC, OB, komentaru

Pridani novych DB nepfristupnych v OPC UA

Pridani novych DB pristupnych v OPC UA

« Zména souc¢asnych DB
vCetné DB nepfistupnych z OPC UA

* Odstranéni souc¢asnych DB
vcetné DB nepfistupnych z OPC UA

V - restart neprobéhne x - restart probéhne
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Bezpecnost - certifikaty SIEMENS

Komunikace mezi serverem a klientem je zabezpec€ena certifikatem (aplikagni certifikat)
Certifikat slouzi k podpisu a Sifrovani

« Je tedy zajisténa identita obou komunikaénich partner
« A data nejsou cCitelna (editovatelna) pro nikoho jiného

Profily u S7-1200 a S7-1500

« No security — pouzivat pouze pro testy a uvedeni do provozu

« Basic256Sha256 — Sign — neSifruje data, jsou €itelna pro kazdého
« Basic256Sha256 — Sign & Encrypt — jediné dostateéné zabezpeceni

Bezpecnost na ukor rychlosti (?)
Pristup muiize byt omezen i uzivatelskym jménem a heslem
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Bezpecnost - certifikaty SIEMENS

Kdokoliv se muize pripojit k PLC Data mohou byt pre¢tena a zménéna

Sifrovani

Autentizace +
Podpis
PFistup '7 ﬂP.v
* odepien! x “ﬁ
V' N A

v ) v

i u - u\ .
rr

rr rr

r i r r

X

—|
O
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Bezpecnost - certifikaty SIEMENS

« ITU X.509 standard
« Certifikat musi mit kazdy uc¢astnik komunikace

Certifikat obsahuje verzi, sériové €islo, Sifrovaci a hashovaci algoritmus, vydavatele, certifikaéni autoritu
¢asovy rozsah platnosti, subjekt, kterému certifikat patfi, vefrejny kli¢ a jeho parametery

» PFi zahgajeni komunikaci si obé strany vymeéni certifikaty T < W5 e <
« Komunikace muze byt zahajena, jen pokud si obé strany - —
dUVGI’UjI (certifikatim partnera) iy corifcate Information — —
el e = o in o
%fi:::me hash slgorithm ?EZES - s Tars j ,
* Certifikat muze byt podepsany sebou el signed) NEbO B
Certlflkacnl autorltOU (CA Slgned) Issued to: PLC-1/OPCUA-1-12 rj""“"‘ ‘”’F”“‘ — B
« Vtomto pfipadé mize byt komunikace zah4jena i kdyz druha el (|t
strana duveruje dané autorité T
« Certifikacni autoritou muze byt i TIA Portal
ox

« Certifikdty OPC UA serveru lze vytvorit i v TIA Portalu nebo
je mozné je importovat

« Sprava OPC UA certifikati je mozna z TIA Portalu nebo z
OPC UA klienta (cps push)

- Certifikaty podepsané autoritou, které jiz nejsou
divéryhodné musi byt zapsany na Certificate revocation list
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Bezpecnost - certifikaty

06.05.2022

TLS — transport layer security (1999)

dfive ssl — secure sockets layer (1995)

Bezpecnostni prvek pouzivany ve vétSiné modernich komunikacich
- Webové stranky
- Internetové platby

OD TIA V17 je implementovan pro PG/PC a HMI komunikaci s PLC!
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Generovani certifikatu v TIA Portalu

TIA project

Client

ol!ll

X
k-

LI

LIS

V TIA Portalu Ize generovat certifikaty
pro OPC UA server, klient, CA i jiné sluzby
(web server, OUC, VPN...)

06.05.2022

SIEMENS

Certifikaty I1ze generovat v HW konfiguraci — nap¥. pro OPC UA server

Po zapnuti OPC UA se certifikat vygeneruje automaticky

b System diagnostics
PLC alarms
b Web server
¥ Display
Multilingual support
Time of day
b Protection & Security
w OPC UA
General
 Server
General
Opticns
w Security
Secure channel
Certificates
User authentication
Diagnostics
Export
- Client
General
¥ Systern power supply
General
Power segment overview
= Advanced configuration

T = T =

Server certificate

The global security settings for the certificate manager are not enabled.
= Onlylimited functionality is available.

The server certificate is used to verify the servers identity when it is accessed and to enable endpoint security.

Server certificate:

PLC-1/IOPCUA-1-12

Trusted clients

The global security settings
= Onlylimited functionality is

To allow a connection to the
clients. To allow any client t

I Common na..  Issug
2li16  UsExpente.. O=5
<Add news

12
20
22

Commen name of subject  Issuer

PLC-1/OPCUA-1-12 O=Siemens, C=DE, CN=5i..
PLC-1/Webserver-20 O=Siemens, C=DE, CN=P_.
PLC-1/Communication-21 O=Siemens, C=DE, CN=5i..

Valid until
8/29/2037
8/23/2037
12i9/2037

<]
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TIA Portal jako certifika€ni autorita

Client

TIA project

Solllll |9

CA

LI

(o

L

TIA Portal poskytuje certifikacni
autoritu pro podpis certifikatli zafrizeni

06.05.2022

Devices

ETCC OPC PROJ * Security settings » Settings

SIEMENS

ﬂ"‘Add new device

ﬁf‘h Devices & networks
» 53] Client
» &) Server

» E Ungrouped devices
l 14 Sem’gs '
» Commen data

» rﬂ] Documentation settings

- ] ETCC OPC PROJ |~

Project protection

Password policies

Project protection

This setting cannot be undone.
Protect this proje

Devices

Your project will be protected as soon as you specify a project administrator. Then you
must log on to the project. The project protection cannot be removed again.

Projekt je nutno
chranit heslem, aby
certifikaty byly
bezpecéné ulozeny

e

¥ =@ Security settings
i‘i’ Settings
HI Users and roles

Certificate authority (CA)

ID | Commen name of su.. | Issuer

1 Siemens TIA Project(... Siemens TIA Project(... 10/31/2037

Used as Private key
Certification authorit... Yes

2 Siemens TIA Project{E. Siemens TIA Project(E. 1013112037

Certification authorit... Yes

w L= Secyrity features

» Mne view)
4 Ei Commeon data
» 5] Documentation settings
» [@ Languages & resources

» [ Online access
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Generovani certifikata v TIA Portalu SIEMENS

Certifikaty lze generovat v global certificate manageru — pro rizné ucely

H]I Certificate authority (CA) || |4l Device certificates ||,gL Trusted certificates and root cert...l

=

TIA project

Device certificates

ID | Commaon name of subject Serial nu... | Issuer serial number issuer | Valid to Used as

5 SCALANCE MB76-4(v3CpUFXid... 03 O =Siemens, C=DE, CN=S5ie... 00 Thursday, March 19, ... SSL certificate ofmo...|
12 PLC1/OPCUA1-12 0115 0O =Siemens, C=DE, CN =Sie.. 00 Saturday, August 29,... Certificate (Digital Si...
20 PLC/webserver20 19 0 =Siemens, C=DE, CN=PLC... 00 sunday, August 23, .. 55L certificate ofmo...|
22 PLC1/Communication-21 537064E.. O =Siemens, C=DE, CN=>5ie.. 340F0770FEAGSEB7  Wednesday, Decemb... 55L certificate of mo.. |

@ Create

Create certificate

Certificate authority (CA)

Client

select how the new certificate will be signed:

)I OSeIfsigned

. . . e Signed by certification authority
Typ podpisu (viastni / certifikaéni autority) |/

/—| CAname: |Siemens TIA Project -DemoRackV17 [ select |

Certifikat certifikaéni autority I/ N
Certificate parameter
Na'zev Su b'ektu |_\ Enter the parameters for the new certificate:
J ~_| Common name of subject

- : | PLC1-OPCUAServed
Sifrovaci algoritmus (rsa /ec) - | Encryption method: [5s-
/_| Encryption parameter: |204-S

Délka klice

|//—| Hash algorithm: |5h3256
Hash algoritmus I/
o ,—' Usage: | OpcUa Server
NA Platn()st Certiﬁ ka’tu (POZOf nacasv PLC!) ’//—' Subject Alternative Name (SAN): Type Value

ol!ll

X
k-

LI

& E A

Valid from: |Jar1uar_',r 13, 2022 10:24: 04 AM
Valid until: |Jar1|.|ar_|,r 13, 2037 01:00:00 AM
IF 192.168.0.1

<Add news

Zde se spravuji certifikaty certifikaty Pouziti certifikatu (web server, OPC UA, VPN...)
zarizeni v TIA projektu i dliveryhodnych
komunikacnich partnerti (OPC UA, VPN,

HTTPS...) o
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Klientské certifikaty

TIA project

Client

r

]

.m.

TIA Portal poskytuje globalni spravu
certifikata

06.05.2022

VloZeni certifikatli davéryhodnych klienta:

SIEMENS

J General

| 10 tags ” System constants ” Texts |

Multilingual support
Time ofday
} Protection & Security
v OPCUA
General
* Server
General
Options
 Security
Secure channel
User authentication
Diagnostics
Export
» Client
» Systermn power supply
= Advanced configuration
Hostand domain name
DNS configuration
IF Ferwarding
* Access to PLC via comm
Assign interface [W1]
Configuration control
Isochronous mode
Isachroncus graphic
Connection resources
Overview of addresses
» Runtime licenses

<]

Timto se akceptuji certifikaty vSech klientt

Verejné © Siemens s.r.o. RC-CZ DI FA

Server certificate: | FLC-1/0PCUA-1-12

Trusted clients

The global security settings for the certificate manager have been selected.

Full functionality is available_

To allow a connection to the server to be established for specific clients, their certificates can be added to the following list of trusted clients. To allow any cli

‘option.

Walid until

0L116  UsExpert@_.

0=5, CN=UaExpert_. 1/11/2025

<Add news=

I [ Automatically accept client certificates during runtime

—he P e
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TIA

Zabezpecené pripojeni k serveru @ 20 minut

Postup:

1) Zabezpedit projekt jménem a heslem

2) Vygenerovat certifikat OPC UA serveru podepsany certifikacni autoritou
3) V PLC povolit pouziti Certificate manageru

4) Vlozit do PLC vygenerovany certifikat pro OPC UA server

5) Vlozit do Certificate manageru certifikat UA Experta

6) Certifikat UA Experta vlozit do davéryhodnych klienttt OPC UA serveru
7) Vypnout automatické akceptovani klientskych certifikatu

8) Exportovat certifikat certifikacni authority a certificate revocation list
9) Vlozit certifikat certifikacni authority do UA Experta

10)Prehrat HW konfiguraci PLC

11)Pripojit se klientem pres zabezpeceny kanal z UA Experta
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TIA

V17
Zabezpecené pripojeni k serveru @ 20 minut SIEMENS

» Otevrete security settings a zabezpecte projekt jménem a heslem

ETCC OPC PROJ }» Security settings » Settings

Devices

~ _J ETCC OPC PROJ

Project protection

Your project will be protected as soon as you specify a project administrator. Then you
must log on to the project. The project protection cannot be removed again.
This setting cannot be undone.

Protect this proje

« Otevrete Certificate manager — Device certificates
* Vygenerujte OPC UA server certifikat pro PLC

« Zacnéte od konce — nastavte “Usage”

« Podepiste certifikat certifika€ni autoritou TIA
» Zvolte libovolné jméno subjektu

- Sifrovaci a hashovaci parametry ponechte

« Zkontrolujte platnost certifikatu

* Vlozte IP adresu PLC

Device certificates

I | Commmon harme of subject | Serial number lIssuer Serial humberissuer | Walid to Used as Private key | Signature algorithrm | Responsibility

3 OPFCUAServerFLC 041C5CA2BCE486F0 O = Siemens, C= DE, CM = Siermens TIA Project - OFC UA workshop  FEBDEFIDIE323BEA  Monday, lanuary 26, 2037 Certificate (Digital Sighature, Mon Repudistion, Key Encipherment, Data Encipherment, Certificate Signj  Yes RSA-SHAZER User
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TIA
V17

° V4

Zabezpecené pripojeni k serveru

@ 20 minut

 V HW konfiguraci povolte pouziti Certificate manageru

w Protection & Secutity

Frotection of the FLC ...

Access |level

» Connection mechanisms
Certificate manager

Secutity event
 OPCUA

General

SIEMENS

Certificate manager

Global security settings

The global security settings for the certificate manager are not enabled.
= Only limited functionality iz available.

[#] Use global security settings far certificate manager

» V nastaveni OPC UA serveru vlozce nové vygenerovany certifikat

Protection of the PLC c...
Access |evel
} Connection mechanisms
Certificate manager
Security event
- QPC LA
General
 Server
General
Options
* Security
Secure channel
Certificates
User authentication
Diagnostics
Export
b Client
b Systern power sUpply

|

Use certificates provided by ce |

Use I ] i
[w] 100 o 3

Use certificates configured an
Server certificate
The global security settings

Full functionality is awailable

The server certificate 15 use

Cormrmon narme of subject  1ssuer
{OPC Uk Server PLC i O=Siemens, C=DE, CN=...

walid until
1/26f2037

T T a7

<|

Server certificate:

06.05.2022
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TIA
V17

Zabezpecené pripojeni k serveru @ 20 minut

» Oteviete UA Expert
« Oteviete spravce certifikatu Settings | Help

, . ey . 2% Plugins..,
« Zkopirujte cestu k certifikatu ',,, Cnfﬁgmummn

tanage Certificates ? bes .
o 4 Manage Certificates..,

Trusted Issuers TLS Issuers

Certificates

Status Marme Walid From alid T Qrganization Organizationl

o Trusted PLC-1/0.. 26.01.2022 154.. 26.01.2037 .. Siernens
!Own... UaExpert..  26.01.2022 15, 25.01.2027 . Siemens

SIEMENS

Ctrl + ¢

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA

. Save A
T . ChldserstUserytppDatatRoaminghunifiedautomationuaexpe th PEN ovwntcerts
L4 >
Certificate Revocation Lisks 0 Lt 2 lileas =2 Mew folder
= ~
Mumber Walid Fram Mext Update Qrganization Organizationlnit Marme Date rmodified
3 Quick access
] uaexpert
B Desktop -
3 = ‘ Downloads -
L7 lCopy Application Certificate To..l Create new Application Certificate...  |Open Certificate Location Dacurments -
o &= Pictures -

26,01,2022 15:44 Security Certificate

Size

2 KB
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Zabezpecené pripojeni k serveru @ 20 minut SIEMENS

Otevrete Certificate manager v TIA — Trusted certificates and root certification authorities
Im p o) rtuJ te Certlfl két UA Exp erta Trusted certificates and root certification authorities

I Comrmon name of subject Serial nu... lssuer
I Impnrtl
Ctrl + v
» Vlozte cestu ke slozce s certifikatem /

Vyberte certifikat — Open B mport certificate

“—

Organize - Mew folder

Marne Date rodified Type Size

3 Quick access
B Desktop -

Dowinloads -

[ uaexpert 26,01.2022 15:44 Security Certificate 2 KR

Trusted certificates and root certification authorities

I Comrmon harme of subject Serial hu... | lssuer Walid to Used as Fri.. Signha...
4 LsExpert@TIAN1 7 61F15E3E  CM= UaExpen@TIA17, O = 5. Monday, lanuary 25, ... Certificate (Digital S5i... Mo R5A-5..
u
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TIA
V17

° V4

Zabezpecené pripojeni k serveru @ 20 minut SIEMENS

» Vlozte certifikat UA Experta mezi duaveryhodné klienty v HW konfiguraci PLC
* Vypnéte automatické akceptovani klientskych certifikatu

* Pratection & Security
Protection of the FLC c... Trusted clients
Access lewvel

b Connection mechanisms The global security settings far the certificate manager have been selected.
Centificate manager Full functinnalityis_available. . - . 5 - _
Security evernt To allow a connection to the server to be established for specific clients, their certificates can be added to the following list of trusted clients. To allow any

w OFCUA
General

- Server ] . = =
ID | Common name of subject | I5suer Yalid until

General Bl I
Options s

¥ Security |

Secure channel

Certificates 1D Common name of subject  |ssuer Yalid until

Siernens TIA Project- OP... O=Siemens, C=DE, CN=... 1/28/2037
Siernens TlA Project- OP... O=Siemens, C=DE, CH=... 1/26/2037
QOPC UA Server PLC T O=3iemens, C=DE, CN=... 1/26/2037
| UaExpert@Tlas 7 O=3iemens, CN=UaExpe... 1§25/2027

T ¥ T =7

User authentication
Diagnostics
Export
b Client

o by =

b Systern power supply
b Advanced configuration

Connection resources
Owverview of addresses £ " L |
* Runtime licenses
OPC UA
FroDiag

Energy Suite
WA

[:] Autarnatically accept client certificates during runtime

¢
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L
V17
5 pripojeni (¥ 20 minut SIEMENS

Zabezpecené pripojeni k serveru

Otevrete Certificate manager — Certificate authority (CA) -, -

* EXpO rtU]te Certifikat autorlty (ten, kterym jste podepsali certifikat serveru) Include certficate chain (in the export)
. - z Ve rwv [ Include private key iin the export)
* Neexportujte privatni kli¢! -
neryption for private key [Mone [+]
Certificate authnrity (CA) = E:iireapiasssi:\;?;?l for the private key. Ifyou do not enter a passwaord, the project name will be used
I | Common name of subject Setial n Passward: [FXrresess= 8 P Venyweak
1 Siermens TIA Project - OPC LA wu:urkshu:up 02E04 confirm password: [Frrrrress= | 8
2 F Siernens TIA Project - QPG LA
o Export
Assign L Epon M| cancel |
« Exportujte Certificate revocation list
Certificate authority (CA)
ID | Corrmon narme of subject Serialn File name: | Siemens TIA Project - OPC UA workshop_X.509 Certificate_1
1 Sietnens TIA Praject - OPC LIAwurkshcup 02En4 — — ——
Save as type: | Certificate - Certificate revocation list, DER coded (unencrypted) (*.crf}
2 b Siemens TIA Project - OFC LA f
e Export Certificate - DER coded (unencrypted] (*.der)
Assign Certificate - DER coded (unencrypted] (*.cer)
de Falders Certlflcate - PEM coded (*. crt]

Cv.:rtlflcat: Cv.-.-rtlﬁcatv.—.- revocation list, DER codv‘.—.-d {unencrypted) (*.crl)

e - certificate and ey "p
PKC512 chain archive - certificate and private key (*.p12)

70
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TIA

Zabezpecené pripojeni k serveru @ 20 minut SIEMENS

Oteviete spravce certifikata v UA Expertovi
Oteviete slozku s diveryhodnymi certifikaty

L€ 2|

2| |Copy application Certificate To... | |Create new Application Certificate. ., IOpen Certificate Locatinrl

QK

Do této slozky zkopirujte exportovany certifikat certifika€ni authority (der)

= v 4 » User » AppData » Roaming » unifiedautomation * uaexpert » PEl b frusted » certs v | @

Marne Date rodified Type Size
7 Quick access

I Desktop s

] PLC-1_0OPCUA-1-2 [AD92BBDEE1BASE602BTS0DEERBS TAMBIDATCTE]  26.01.2022 15:51 Security Cerificate 2 kR
5] Siernens TI& Project - OPC LA workshop_ 3509 Certificate_1 28.01.2022 141 Security Certificate 2kB

Do slozky s certificate revocation listy zkopirujte exportovany certificate revocation list (cr)

« =3 « 4 » User » fAppData * Foaming » unifiedautomation s uaexpert » PEl | trusted & crl w @

.

Marne Date rnodified Type Size

3 Quick access

B Cesktop
; Downloads

Siernens TI& Project - OPC L& wwarkshop X509 Certificate_ 1 28.01.2022 15:07 Certificate Revocation List 1 KB
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Zabezpecené pripojeni k serveru @ 20 minut SIEMENS

» Prehrajte HW konfiguraci PLC

LT T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T e e EEmEmm—_——— ‘s\
4 \
4 .. L . . o : .. e L \
,’ Chyba pfi kompilaci: z divodu zapnuti certificate manageru v PLC je nutno vytvofit certifikat pro TLS komunikaci s PLC \
i !l Toto nesouvisi s tématem OPC UA!'! | ]
I g o o - Protection & Secuti Communication mode to TIA Portal and HHI 1
i * TLS komunikace s PLC je novinka v TIA Portalu V17 e T L, t L ;
1 , . . . .. ; Aasees el More information about 'secure PGIPC and HMI Communication’ 1
: ° ley tomu Je komunlkace meZI TIA/HMI a PLC Slfrovana } Connection mechanisms [] only allow secure FGIFC and HMI communication :
e ) . e ititzateinanagsy PLC communication certificate: | PLC-1/Communication-6
i« Je nutno vygenerovat certifikat — v HW konfiguraci gy event N ] I
) Genera = 1
1 L4 “Add NeW” —> “O K” - Server I : s} Comtmon name of subject 1ssuer walid until 1
: General [ 3 OPC UA Server PLC 1 O=Siemens, C=DE, CN=... 1/26/2037 :
1 Options 6 PLC-TiCommunication-&  O=3Siemens, C=DE, CN=... 1/28/2037 1
: v Secsirzre channel < " Il :
\ Certificates J
\\ ll
\N __________________________________________________________________________________________________________ f’

* Pripojte se k OPC UA serveru z UA Experta pres zabezpeceny kanal # ©

A E:} Custom Discovery

« Klient by nemél pozadovat zadné bezpecnostni kontroly ‘i; < Double e b Serverid
WL opotop Jdba0,
° ProtOie mé CA Cert|f|ké.t i CRL v L OSIMATIC,S7-1500.0PC-UA Application:PLC_1 {opc.tep)

@ Mone - Mone (uatcp-uasc-uabinary)
Basic2if5ha? 56 - Sign (uatcp-uasc-uahinany

SpOJenI' Server'k“ent Je nynl' bezpeéné [} Basic2565hal5e - Sign & Encrypt (Uatcp-uasc-uabinany)
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Zabezpecené pripojeni k serveru SIEMENS

Shrnuti

1) Vytvoreni certifikatu pro OPC UA server v PLC — podepsany autoritou

2) Vlozeni klientského certifikatu mezi davéryhodné v HW konfiguraci PLC
3) Vlozeni certifikatu CA a CRL do klienta

Klient se pFipoji k serveru a navzdajem si vymeéni certifikaty
— server ma certifikat klienta v HW konfiguraci
— klient diivéruje CA, ktera serveru podepsala certifikat
— zabezpecena komunikace muze zacit
— nikdo kromeé serveru, klienta a vlastnika TIA projektu komunikaci nerozlusti
— nikdo jiny také nezméni odesilana data, aniz by si toho server ¢€i klient nevsSiml

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA 73



Sprava certifikatti - GDS Push SIEMENS

- Certifikaty Ize spravovat i OPC UA klientem
} &  Certifikat serveru i duveryhodnych klientt
- Také nedlveryhodnych klientd — jiz nebezpecné certifikaty

- Neni nutno mit TIA Portal pro spravu certifikatt

TIA project

* NejbezpecnéjsSi metoda

Client } & - SIOS — GDS Push
= L
-

l—l_ J General || 10 tags || System constants || Texts

~ OPC UA

General

> Server Certificate settings

General
Server Options {#) Use certificates provided by certificate management server during runtime
¥ Security () Use certificates configured and downloaded using TIA Portal
Secure channel
r~ Certificates
- Use certificates provided by certificate management server during runtime
r

» » (erificates

Uzer authentication

Diagnostics

Uze D Group name
. I s z Export 100 |D cUaServerGrou
TIA Portal poskytuje globalni spravu b Client E :
certifika’tﬁ » System power supply
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https://support.industry.siemens.com/cs/document/109799888/dynamic-certificate-management-with-opc-ua-gds-push?dti=0&lc=en-US

Bezpecnost — uzZivatelsky pristup SIEMENS

« Uzivatele opravnéného k pristupu k OPC UA serveru lze definovat v HW konfiguraci PLC
* Povoleni uzivatelského pristupu bez hesla (guest)
« Pristup pouze po zadani jména a hesla

* OPC UA
General
* Server
General

Options
- Security
Secure channel
Certificates

F Systemn power supply
+ Advanced configuration

Hostand domain name
DMS configuration
IP Forwarding
* Access to PLC via comm...
Assign interface [W1]
Configuration control
Isochronous mode
Isachronous graphic
Connection resources

Overview of addresses l_[l UA_ user local
¥ Runtime licenses <Add new users
T [ |
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Bezpecnost — uzivatelsky pristup

SIEMENS

* Globalni sprava uzivatela v TIA Projektu — funguje zaroven s nastavenim uzivatelt v HW konfiguraci PLC
« Jeden uzivatell ma prava pro spravu a pristup k vice zafizenim

General user management

Mote: |User managementvia the project security settings is only enabled if the project status is set to protected with the settings options of the security settings.

JDevices || Plant objects |

E Enable additional user management via project security settings

DemoRack_V17 » Security settings » Users and roles

F

[

[} HMI_3 [KTP400 Basic PN]

[0 pcsystem_1 [SIMATIC PC station]

2 WIN-FPP58 B9 HOP2 [SIMATIC PC station]
[ Drive unit_1 [5210 PN]

[7J Router_1 [SCALANCE M876-4]

[1j security 1 [SCALANCE 5615]

[7J %C208 [SCALANCE XC208]

[id Ungrouped devices

{4 * v v v v v wv w

5% Security settings

#3 Settings

## Users and roles
» E=d Securityfeatures
E Cross-device functions
v (i

06.05.2022

-

Common data

Roles
Mame Description Maxirmurm sessi...
§i NETDiagnose Systern-defined role *MET Diagnose” 30
1l centrol panel Userdefined role 30
1| unified administratar Userdefined role 30
ﬁ” UA_user Userdefined role 30

<Add new role=

hin z]

Camment

T =

| Engineering rights || Runtime rights || User-specific runtime rights

Function rights c... Function rights
~ S7-1500V2.9 Name Group

PLC 1 [] userauthentication of the OPC LA client

E @ OPC UA server access

D Manage certificates

Verejne © Siemens s.r.o. RC-CZ DI FA
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Bezpecnost — uzivatelsky pristup

TIA project

ELL

T
M

Server

06.05.2022

Properties

SIEMENS

Pouziti uzivateli definovanych v projektu pro pristup k serveru:

|5 Properties

}.L:.

228

Connection parameter

Languages

General Configuration |

[75 Info

| %] Diagnostics

@
@
<@

T+ 1T &

Parameter for secure connection

The global security settings for the certificate manager have been selected.
Full functionality is available.

The security settings of the certificate manager can be enabled in the properties of the device.

{Protection & Security > Certificate manager)®

General
Security mode: | Sign & encrypt [=]
security policy: | Basic2565ha256 [=]
Certificates
Client certificate: | OPCUACLIENTIOPCUA-1-4 =
[] Automatically accept server certificates during runtime
‘Y Trusted partner certificates ~
User authentication
User authentication: | User (TIA Portal — Security settings) [=]
User name: |OPCUP.User1 |
Password: | [~]

[+]

B
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TIA
V17
Bezpecnost — uzivatelsky pfistup @ 10 minut SIEMENS

Tl M g e B L R L Ty S TN T TR -

° V ZéIOice RO | eS Vytvo\'gte novou r0|| @ OPC_UA_access I User-defined role 30 Mir EI

<Add new roles

* Roli prirad’'te prava pro pristup k OPC UA server S7-1500

Engineering rights || Runtime rights || User-specific runtime rights |
Function rights c... Function rights
* Runtirne rights Mame Sroup
* 571500v2.9 OPC UA sepser access I
PLC T Manage certificates

[] User authentication of the CRC L.,

« Otevrete Security settings — Users and roles
« Vytvorte lokalniho uzivatele

Users
Users User name Password
ser name Passwaord i [ Anonymous
i D ANORYITIOUS Siemens ExmEEEny
i E A _client EEEEEEEE
i g Siemens kL EEEEE
=Add new users

\ssigned user groups || Assigned roles || Assigned rights

I Add Neggylser: ¢ 4dd new local user
“"- Add global user

Assigned roles

Assighed to  Mame Description
5 = Engineering administrator Systerm-defined role
i (| Engineering standard Systerm-defined role
2 — p4 4 7 o & i? D HMI Adrninistrator Systerm-defined role

[

V zalozce Users vytvorce lokalniho uzivatele I T el
5 = HMI Maonitar Systerm-defined rale

wew , 4 4 - a . . .
« Prirad'te mu nové vytvorenou roli OPC_UA_access {8 O HiMonitor Cien: System-defined role
- - ¥ = MET Adrministrator System-defined role
5 = MET Standard Systerm-defined role

MET Diagnose System-defined role
- P OPC_UA_access I User-defined role
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TIA
Bezpecnost — uzivatelsky pfistup @ 10 minut SIEMENS

* Povolte spravu OPC UA uzivatell ze security settings

b Frotection & Security | General user management
~ OPC LA

General Mote: |User ranagement wia the project security settings is anly enabled if the pro
* Server

General

Options
w Security

Secure channel [W] Enable additional user management via project security settings

T = T =

Certificates

V nastaveni OPC UA serveru vypnéte pristup bez jména a hesla
Povolte zabezpe€eni jménem a heslem e o 2 s serauenicsson

Certificate manager Guest authentication
Security event

 OPCUA Mote: |The guest authentication allows access to the server without authentication by usernamefpassword.
General

Prehrajte HW konfiguraci PLC

General

Optiohs I

Pripojte se z UA Experta

Secure channel

["] Enable guest authentication I

Certificates h User name and password authentication
* Nutno znovu vyhledat server! ser suthendioaton | - _ S
Diagnastics W Mote: |Enabling this option allowes users to authenticate therselves by providing a valid user name and password.
Export
b Client

b System power supply

» Advanced configuration

I [V Enable user name and password authentication I

Connection resources

Uzivatelé definovani v této tabuice
mayji pristup pouze do tohoto PLC a nelze gy User management
jim definovat globalni opravneni

ProDiag Narne Password
Energy Suite \ <hdd new users

MAC
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Zatizeni PLC komunikaci

 CPU je zatizeno nejen cyklickym programem, ale i komunikaci
« Celkova doba OB cyklu je souétem programoveé i komunikaéni faze
» Vyuziti celkové doby cyklu pro komunikaci Ize omezit na 15 az 50%

PLC_1 [CPU 1515-2 PN]

SIEMENS

J General " 10 tags " System constants || Texts

b General ~
» PROFINET interface [X1]
» PROFINETinterface [%2]
Startup
Cycle
Communication load
System and clock memeory
SIMATIC Memary Card
» System diagnostics
PLC alarms

» Web server

Communication load

Cycle load due to
communication: | B0 % |

ﬂ\f’ﬂlue range: [15..50]. X

100

t =i B -~ e
cycleMax — “cycle = 100 — MaxCommload
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Zatizeni PLC komunikaci SIEMENS

= OB1 cyklus bez komunikace 100

t =Ix e -~
cycleMax cycle 100 — MaxCommload

tcycle cas
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Zatizeni PLC komunikaci SIEMENS

100

t =Ix e -~
cycleMax cycle 100 — MaxCommload

» OB1 cyklus s 20% zatizenim komunikaci

1ims 0.8ms 0.2ms

tcycle 1.25 =« tcycle cas
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Zatizeni PLC komunikaci SIEMENS

100

t =Ix S -~ e
cycleMax — “cycle = 100 — MaxCommload

teyctemax = 1.25 % teycre = 12,5ms

S N

0.8ms

= OB1 cyklus s 50% zatizenim komunikaci

¢—

0.5ms 0.5ms

0

tcycle 1.25 « tcycle 2 x tcycle cas
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Zatizeni PLC komunikaci SIEMENS
 CPU je zatizeno nejen cyklickym programem, ale i komunikaci
» Celkova doba cyklu je souétem programové i komunikacni faze
* Vyuziti doby cyklu pro komunikaci Ize omezit na 15 az 50%
PLC_1 [CPU 1515-2 PN]
* Prodlouzenim doby cyklu se prodlouzii €as pro | Generar ] 0 tage ] system constares ] Tec
komunikaci yronetmeetel (] o
« Pro ¢asoveé nekritické aplikace |ze nastavit e e =
minimalni délku cyklu e oy 8 Erable minimum cycl tme for celc 02
o w - . . SIMATIC Memory Card Minimum cycle time: | 10| ms |
* CPU se muze vénovat pouze komunikaci DL @ el enge: 055991, X

100

t =i & . < .~ G
cycleMax cycle 100 — MaxCommload
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Zatizeni PLC komunikaci

» OB1 cyklus bez komunikace, min. cyklus 15ms

SIEMENS
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Zatizeni PLC komunikaci

» OB1 cyklus s 50% zatizenim komunikaci

SIEMENS

teycle 50%_comm = 2 x Leycle = 30ms
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Zatizeni PLC komunikaci SIEMENS

= OB1 cyklus

OB:I.C klUS ylSO/Cmm—Z tyl—30ms

» OB1 cyklus s 50% zatizenim komunikaci s FW>2.6 .

Cca 65% cyklu vyuzito pro komunikaci

>

cas
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Priorita komunikace

* Priority v PLC maji urovné od 1 do 26
« Komunikace ma prioritu 15
* OB s vyssi prioritou mohou komunikaci zdrzet

« Motion control, cyclic interrupt...

— vzorkovaci a komunikacni interval OPC UA
nemusi byt dodrzen!

Odlozena komunikace

Start cyklu

!

ot

MaxCommload = 50% cas

Current cycle

Pcyc1

SIEMENS

Next cycle 1 Cycle after next cycle

T

I

1

|
e
>

I

I

Update | Update
PIPQ PIPI CP
0 0

Update
PIPQ

PIPI

Update Update
CP CP

Update
PIPI CP

CP - Cyclic program

Priority 16 to 26

Priority 15

Priority 7

Priority 1 CP
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Motion
Control

Commu- Commu-
nication nication

Update
PIPI

OB 30

OB 30

Update
PIPQ

CcP
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Konzistentnost dat

Komunikacéni ulohy a cyklicky program se stridaji
Cyklicky program muze prerusit komunikaci
Pri zapisu strukturovanych datovych typl muaze dojit k zapisu pouze ¢asti dat mezi dvéma

OB Cyk|y (skalarni datové typy jsou vzdy konzistentni)

Klient

06.05.2022

Program poteé pracuje s nekonzistentnimi daty

Data
DB1.MyArray = 0000 0000

» DB1.MyArray := I 0000

DB1.MyArray := 1441 1111

DB1.MyArray = 1111 0000
DB1.MyArray := 1111 1111

DB1.MyArray = 1111 1111

Verejné © Siemens s.r.o. RC-CZ DI FA

SIEMENS

Faze

OB1

Comm

OB1

Comm

OB1

Server

-

o
=
o
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TIA
V17

Rychlost cteni dat

@ 20 minut

SIEMENS

Cilem testu je zjistit vliv datového typu, Sifrovani a pouzitého rozhrani na rychlost éteni, zapisu
a registrace sledovanych proménnych

1) Pripojit se UA Expertem k OPC UA serveru
2) Vlozit “Performance View” (pocument — Add...)

3) Vybrat pozadovana data

4) Zmeénit node count a po€et cykll (mins) v 3 Documens
5) Vybrat pozadovany test maze byt vice najednou)

6) Spustit test

7) Zaznamenat hodnoty do tabulky min-max) > & oieas

06.05.2022

File  View Serv Settings  Help

Project 5 x
v [A Project

2, SIMATIC.S7-1500.0PC-UA.Application:PLC_1

[3 Data Access View
3 Performance View

Address Space 5
o | No Highlight -

[ Root ~

> % DeviceSet

v & PLCT S
> [ Counters Nodes in List: 1
~ [ DataBlacksGlobal =
< & 1000,first cycles DB a
> @ Cycle e Cumulative Read
> @ Mode -
> @ o g
> @@ Ret Val 2 7
hd & Archive E 30 _!
> @ THIS "'%’120
> % Communication load il
> % ESXi_dsta z 10 3
> & IEC_Counter_0_DB T : : T : ‘ )
> & IEC_Counter_0_DE_1 0.4 0.6 0.8 1 1.2 1.4 1.6
> & IEC_Counter 0_DB 2 Node Count
> & IEC_Counter_0_DB_3

Verejné © Siemens s.r.o. RC-CZ DI FA

. Unified Automation UaExpert - The OPC Unified Architectur

DpPBE =0 X2 8D

e Client - NewProject™

Data Access View Performance View

[ create / Delete Monitored Items Mode Counts: |1000 4 | |
[ wurite

® Cydles |5 E”
[] Read Registered o
Durati 00:00:10 e
[ write Registered | ouEmen
O 6] et | | st
-
Display Mame Mode Id Value Data Type User Access Level Array Type Array
Cycle NS3|String|"100.., {0,3267000,3116.. OpcUaType_Int64 Readable, Write.. Array [1000]

/ >
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Rychlost ¢teni dat — interface SIEMENS

 Standard Simatic Interface

Cas v ms (min-may Read Registered Read Write Create
Monitored Items

500x Int

1x Array [0 .. 499] of Int

1x Struct (500x Int)

 User Interface

L W S it Read Registered Read Write (LN
Monitored Items

500x Int

1x Array [0 .. 499] of Int

1x Struct (500x Int)
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RVCthSt Cteni dat — Sifrovani (user interface) SI EM ENS

« Security: “None”

Cas v ms (min-may Read Registered Read Write Create
Monitored Items

500x Int

1x Array [0 .. 499] of Int

1x Struct (500x Int)

« Security: “Basic256Sha256 S&E”

L W S it Read Registered Read Write (LN
Monitored ltems

500x Int

1x Array [0 .. 499] of Int

1x Struct (500x Int)
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Rychlost cteni dat

SIEMENS

« Basic256Sha256 S&E, user interface, 10 cykll, bez programu, cyklus OB 1ms, 50% comm load

160

140

120

100

80

Time [ms]

60

40

20

M 500x int

B Array of Int
B Struct of Int

06.05.2022

CPU 1515, FW 2.9

| L L

Registered Read
122,41
5,93
7,02

Verejné © Siemens s.r.o. RC-CZ DI FA

Write Create Monitored Items
133,44 142,65

6,06 5,15

7,77 7,88
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Rychlost ¢teni dat SIEMENS

« Basic256Sha256 S&E, user interface, 10 cykll, cyklus OB 4ms, 50% comm load
« 1technologicky objekt, testovaci program, jiné komunikace (NTP, MQTT, OUC)
CPU 1515,FW 2.9
500
450
400
350
300
250

Time [ms]

200
150
100

50

Read Registered Read Write Create Monitored Items
B 500x int 342,47 322,9 383,69 471,71
B Array of Int 15,63 13,45 14,37 18,97
B Struct of Int 25,6 15,93 20,26 31,64

0
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Rychlost ¢teni dat SIEMENS

« Basic256Sha256 S&E, user interface, 10 cykll, bez programu, cyklus OB 1ms, 50% comm load

CPU 1515 vs. CPU 1510F

Read Registered Read Write Create Monitored Items
m 1515 5,88 5,93 6,06 5,15
m 1510 6,27 6,13 6,22 5,38

Time [ms]
w H U [e)}

N

=

0
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Rychlost ¢teni dat SIEMENS

CPU 1516

B Read 1516 avg. M Reg. Read avg. 1516

CPU 1518

o> M Read avg. 1518 m Reg. Read avg. 1518
A> 99\ A
Q v’»&@\
A\e
\2)
/\'\/ N 3
“ 6\%“’ %%Q’%Q,\
™
©
A ™ ©
™ A
\“‘/\q N ’LQ:\/\\ .
o)qb;@\ ,.{3)0;\\
O NS Q/\
5 - P
Do 3
N
Q
A%
™
) \e) Qo
& & B\ > ™ N, A
& M2 A2 3 27 Vv % O ®
I & \b?"» q,@‘@\ & Q/’\\ WQ}\ ’\'Q}) '\r(@\
B N I m l [ ] W ] =

20% 25% 35% 40% 45% 50% 20% 25% 30% 35% 40% 45%
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Rychlost ¢teni dat SIEMENS

» Vzorkovaci perioda pro subscription muze byt od 10ms (CPU1518) az po 5000ms
e |Interni éasovac hlida vzorkovani (kontrolu zmén véech monitorovanych proménnych)

« Vzorkovani je provedeno jen pokud ¢asovac¢ dobéhl a predchozi vzorkovani bylo dokon¢eno

Vzorkovani dle ¢asovace

)
\
<
<

« Pokud vzorkovani nebylo dokonéeno véas
Q Toore Tt je vygenerovana chyba “Good_overload”
0 vzorkovaci ; 0 VZor OVEICI5 o

"Sampling has slowed down due to resource limitations*
M Vzorkovani
| pokud se hodnota proménné nezménila

» Odeslani této informace také generuje provoz na siti
CPU nestiha vzorkovat —» zménit vzorkovani nebo pouZit vykonné&jgi CPU

Q vzo rkovaci

Vzorkovani

* Vzorek je vynechan

Chyba generovana pro kazdou monitorovanou proménnou

Cas )
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Diagnostika



OPC UA - Diagnostika

« Diagnostické zaznamy OPC UA server v diagnostickem bufferu PLC

o Stav Serveru (Napt.restart pfi prehrani PLC)
« Stav Spojeni s klientem (pFipojeni, odpojeni)
« Chyba zabezpeceni

- Spatné jméno nebo heslo

« Chyba certifikatu

« Kanal jiz neni dostupny

 Chybny pozadavek klienta
« Zapis/€teni neexistujici proménné
- Spatny parametr funkce
 Nedostatek paméti

« Subscription
« Zmeéna stavu
- Spatné vzorkovani dat

06.05.2022

J General || 10 tags " System constants ” Texts |

SIEMENS

* OPC UA
General
* Server
General
Options
w Security
Secure channel
Certificates

User authentication

Export
P Client
b Systern power supply

* Advanced configuration
Host and domain name
DMS configuration
IP Forwarding
= Access to PLC via comm...
Assign interface [W1]

Configuration control

Isochronous mode

» Diagnostics

. BN |

Summarize diagnostics

Verejné © Siemens s.r.o. RC-CZ DI FA

Diagnostics on status changes

E OPC UA server status changed

[#) session status changed

Diagnostics of additional events

[ Check of security policy failed
E Request of remote OPC UA client failed
E Subscriptions: Status changed

[+ Subscriptions: Sampling time errors

E Surnmarize diagnostics in case of high message volume

Length ofan interval: |2EI 5

Shrnuti diagnostick;'/Ch Zpl’éV Za Urélty interval (pro pfFipad velkého poétu stejnych zprav)

100



OPC UA - Diagnostika SIEMENS

» Diagnosticky buffer obsahuje popis jednotlivych zprav

Online access [ i .
~ Diagnostics Diagnostics buffer |
General Events
Diagnostic status
[« Display CPU Time Stamps in PGIPC local time
Cycle time
Mermory No ______ Date and time Event
Dizplay 1 1M17i2022 2:37:38.875 PM  Error in parameter assignmenticonfiguration/commissicning
} OFC UA 2 1/117i2022 2:37:38.863 PM  Error in parameter assignmenticonfigurationicommissioning
¥ PROFINET interface[X1] 3 1M17i2022 2:22:45 667 PM  OPC UA Server: Wrong usage ofa 5emice.|5ummar}rmessage for 38 occurrences during the last 20 5En:|:|r|[:|{5}|
b PROFINET interface[X2] 4 111712022 2:22:38.624 PM  OPC UA Server: Session state changed to Closed - Session 1D: 40432958947, 1
} Virtual communication in.. 5 1M17i2022 2:22:38 616 PM | OPC UA Server: Session state changed to Timeout - Session 1D: 4043298947, I
b Functions 6 1117i2022 2:22:26.249 PM | OPC UA Server: Subscription state changed to Normal - Subscription ID: 2632385123,
7 111712022 2:22:26.239 PM | OPC UA Server: Subscription state changed to Creating - Subscription ID: 2632385123,
8 1M17i2022 2:22:24 449 PM | OPC UA Server: Wrong usage of service Read in session |D 2383024085,
9 117i2022 2:22:24.448 PM | OPC UA Server{Wrong usage of service Readin session ID 2383024085.
| Freeze display |

Klient odpojen — 30 sekund bez vymény dat

Klient se snaii Cist proménnou, ktera neexistuje

Shrnuti vétsSiho mnozstvi zprav do jedné
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OPC UA - Diagnostika SIEMENS

* Prehled spojeni s klienty

» ID pro kazdy session a subscription
« Zde je spojeni se dvéma klienty (2x ua Expert)
° Statistiky o komunikaci (pocet monitorovanych hodnot, poéet poslanych dat, datum a éas posledniho pFipojeni...)

Sessionfsubscription diagnostics

v id Mame Endpoint URL Subscriptions Monitored items | Timeout Last contact of the client
B ~ 2333024085 urn:TANV17:UnifiedAutornation:U... opc.icp:i192.168.137.2:4840 3 9 788 of 30000 ms 2022-Jan-17; 14:48:06.245
Online access ] 2632385123 Subscription_2632385123 1 30 of 1500
+ Diagnostics = 2632385125 Subscription_2632385125 1 5 of 600
General L] 2632385126 Subscription_2632385126 7 1 of 600
Diagnostic status B ~ 2183893482 urn:MAV17:UnifiedAutomnation:U... opctcp:/[192.168.137.2:4840 2 2 745 of 30000 ms 2022-Jan-17; 14:48:06.288
Diagnestics buffer ] 2632385124 Subscription_2632385124 1 7 of 1500
LI . 2632385127 Subscription_2632385127 1 5 of 600
Memory
Display
* OPCUA
¥ Server | Freeze display
General
Sessions

» PROFINETinterface[X1]
» PROFINETinterface[¥2]
¥ Virtual communication in...

Details on selected sessionfsubscription:

Description: |TransferredToSameClientCount=0
PublishRequestCount = 60
DataChangeMotificationsCount = 62
EventMotificationsCount =10
MotificationsCount = 56
LatePublishRequestCount =0
CurrentkeepAliveCount =1
TransferredToAltClientCount =0

¥ Functions
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OPC UA - Diagnostika

» Server poskytuje proménné, ve kterych jsou diagnostické zaznamy

Objects

*
%
&

WO NN

@vv

DeviceSet
PLC_1
Server

¥ Auditing
‘% GetMonitoredltems

# lcon

¥ Mamespacebrray

n& Marnespaces

¥ ServerArray

n& ServerCapabilities

“ ServerDiagnostics

n& ServerRedundancy

@ ServerStatus

¥ ServiceLevel

& SimaticAlarmsind Conditions

n& Vendorserverlnfo

Serverlnterfaces

06.05.2022

hd n.'ﬁ ServerDiagnostics
¥ EnabledFlag
» @ ServerDiagnosticsSummary
> n& SessionsDiagnosticsSummary
» @ SubscriptionDiagnosticsArray

rverstatus
BuildInfo
CurrentTime

ShutdownReason
StartTime
State

Se

L]

L]

@ SecondsTillShutdown
L]

L]

L]

erverDiagnosticsSummary

CurmnulatedSessionCount
CurnulatedSubscriptionCount
Current5essicnCount
CurrentSubscriptionCount
PublishinglntervalCount
RejectedRequestsCount
Rejected5essionCount
SecurityRejectedRequestsCount
SecurityRejectedSessionCount
ServertiewCount
SessionAbortCount

i
>
>
>
>
>
>
»
>
>
>
»
> SessionTimeoutCount

I NN NNNRENNNR RS

w @ SubscriptionDiagnosticsArray

v d 2632385123

> CurrentKeephliveCount

CurrentLifetimeCount
DataChangeMotificationsCount
DisableCount
DisabledMonitoredltem Count
DiscardedMessageCount
EnableCount

EventMotificationsCount

' FERNNNNN

Verejné © Siemens s.r.o. RC-CZ DI FA
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hd n.'ﬁ urn: TIA-YVIT:Unified Automation: UaExpert
v @@ SessionDiagnostics

> ActualSessionTimeout
AddModesCount
AddReferencesCount
BrowseCount

BrowseMextCount

CallCount
ClientConnectionTime
ClientDescription
ClientLastContactTime
CreateMonitoredltemnsCount
CreateSubscriptionCount
CurrentMeonitoreditemsCount
CurrentPublishRequestsinCueue
CurrentSubscriptionsCount
DeleteMonitoredltermnsCount
DeleteModesCount
DeleteReferencesCount
DeleteSubscriptionsCount
EndpointUrl

 F RN NNNNRRERRERERNEDN]
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OPC UA - Alarms and Conditions SIEMENS

OPC 10000-9: OPC Unified Architecture Part 9: Alarms & Conditions
OPC UA server poskytuje hlaseni z PLC

Systémove i programové alarmy a stavy, ProDiag, GRAPH

Moznost kvitace alarmu

J General " 10 tags || System constants " Texts

~ OFCUA [A]]
General

* Server Accessibility of the server

Options Q Activate OPC UA server

* Security

Secure channel Alarms and Conditions
Certificates

User authentication [w] Enable Alarms and Conditions on the OPC UA server
Diagnostics

» General

Q Allow message acknowledgrent by OPC UA client.

Export
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OPC UA - Metody SIEMENS

OPC UA metody poskytuji pristup k programu PLC
Zvolena €ast programu je ohrani€ena OPC UA bloky
« OPC_UA ServerMethodPre
« — volana funkce

« OPC_UA ServerMethodPost
« Tyto instrukce poskytuji rozhrani pro vstupni a vystupni parametry

OPC UA metody zajist'uji konzistentni pres strukturovanych proménnych
Pouze jeden klient mlize volat danou instrukci
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OPC UA - klient

« Simatic S7-1500 podporuje i roli klienta
- Cteni, zapis dat a volani metod

1) Spojeni, vyéteni namespace indexu, registrace étenych proménnych
2) Cteni a zapis dat
3) Odpojeni registrovanych proménnych, preruseni spojeni

@ ©

[OPC_UA_Dssconnedl]

iIOPC UA_NamespaceGetindexList |

[lorC_uA_NodeGetHandieList | =»{[OPC_UA_ReadList -
= OPC_UA_WriteList |

OPC_UA_NodeRele asaHandle List

« Od FW V2.8 jsou podporovany kompaktni instrukce
« OPC_UA ReadList_C, OPC_UA WriteList_C, OPC_UA MethodCall_C

06.05.2022 Verejné © Siemens s.r.o. RC-CZ DI FA
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SIOME

Siemens OPC UA Modelling Editor
Nastroj pro pokrogilé generovani uzivatelského rozhrani OPC UA serveru

* Rozhrani mize byt pfimo namapovano k PLC z TIA Projektu
« Do TIA |lze importovat jiz namapované rozhrani
Nastroj pro mapovani standardnich rozhrani (PackML, OMAC) k PLC

« Klient nemusi znat HW/SW konfiguraci stroje, sta€i mu standardni rozhrani ke komunikaci
« Vytvareni vlastniho standardu!

SIEMENS

OPC UA klient RS .
v
GDS Push T
Application Unit structure
7 - - I 4 (<] L] (<] LY L] 4 ” - ‘?’
« Sprava certifikatu OPC UA serveru, klientu a certifika€ni autority
Client fits the Informatio_n model
: according to
. compaman companion
Event VIeW specification speciglcation
« Zobrazeni a kvitace alarmi OPCUAClient o= “OPC UA Soer

Dostupny zdarma
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WireShark

SIEMENS

» Diagnosticky nastroj pro sledovani ethernetu soueu.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

L olC] RERes=F sz = aaaH
A Capturing from usb_xhci (W opara
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help - e Source Pestinaton Protocal _ Length Info )
5 @ RE Qes=F i==eean 6..49.917675 192.168.137.125 192.168.13.. Opc.. 1..UA Secure Conver'sat:!.on Message (Message Fr:ament 182 TCP segment of a reassembled
= =0 == 6..49.928284 192.168.137.125 192.168.13.. Opc.. 736 UA Secure Conversation Message bled)
(W fopasm 6..50.087172 192.168.137.2 192.168.13.. Opc.. 1..UA Secure Conversation Message: PuUD RESPOASE
No. Time Source Destination Protocol  Length Info A
© 456 17.752609 192.168.137.2 192.168.137... OpcUa 139 UA Secure Conversation Message: ReadResponse NodeId Identifier Numeric: CreateMonitoredItemsRequest (751)
457 17.753054 192.168.137.125 192.168.137.2 OpcUa 170 UA Secure Conversation Message r'eateMonitor‘edI‘temsRequestl v CreatelonitoredItemsRequest
458 17.766519 192.168.137.2 192.168.137... OpcUa 137 UA Secure Conversation Message: CreatemMonitoreditemsnesponse Request.:Heﬁder: Requestheader
g SubscriptionId: 1584952446
TimestampsToReturn: Both (©x00000002)
Frame 457: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) on interface \Device\NPF_{FFC84B6B-2C32-4009-BB86-848B11  ItemsToCreate: Array of MonitoredItemCreateRequest
Ethernet II, Src: RealtekS 68:34:eb (@0:e@:4c:68:34:eb), Dst: Siemens fe:79:dé6 (28:63:36:fe:79:d6)
Internet Protocol Version 4, Src: 192.168.137.125, Dst: 192.168.137.2 v [@]: MonitoredItemCreateRequest
Transmission Control Protocol, Src Port: 49725, Dst Port: 4840, Seq: 32343, Ack: 188258, Len: 116 v ItemToMonitor: ReadValueld

v NodeId: NodeId

v OpcUa Binary Protocol . .
.... @001 = EncodingMask: Four byte encoded Numeric (ex1)

Message Type: MSG
Chunk Type: F

Message Size: 116 _ At @o0000d )

SecureChannelld: 1687915685 d Capturing from usb xhci IndexRange: [OpcUa Null String]

Security Token Td: 1 - DataEncoding: QualifiedName

Security Sequence Number: 146 File Edit View Go gapture MonitoringMode: RePOrtl”? (e’_‘69999992>

Security Requestld: 96 - RequestAedPar'ameters: MonitoringParameters
] ‘:\: @ x C [1]: MonitoredItemCreateRequest

v OpcUa Service : Encodeable Object
v Typeld : ExpandedNodeId
NodeTd EncodingMask: Four byte encoded Numeric (0x@1)
NodeId Namespace Index: @

[2]: MonitoredItemCreateRequest
[3]: MonitoredItemCreateRequest
[4]: MonitoredItemCreateRequest
[5]: MonitoredItemCreateRequest

(Ao

NodeId Identifier Numeric: CreateMonitoredItemsRequest (751) Time {5’%: :0”{-20"'53;EE"‘ET‘EE:ETWES:

i - © MonitoredltemCreateReques

v CreateMonitoredItemsRequest [8]: MonitoredItemCreateRequest
RequestHeader: RequestHeader [9]: MonitoredItemCreateRequest
SubscriptionId: 1584952445 [10]: MonitoredItemCreateRequest
TimestampsToReturn: Both (0x00000002) [11]: MonitoredItemCreateRequest
~ ItemsToCreate: Array of MonitoredItemCreateRequest [12]: MonitoredItemCreateRequest
e [13]: MonitoredItemCreateRequest
vuest [14]: MonitoredItemCreateRequest
. [15]: MonitoredItemCreateRequest
~ ItemToMonitor: ReadValueld [16]: MonitoredItemCreateRequest
v NodeId: NodeId [17]: MonitoredItemCreateRequest
+... 9001 = EncodingMask: Four byte encoded Mumeric (@x1) [18]: MonitoredItemCreateRequest
Namespace Index: 6 [19]: MonitoredItemCreateRequest

Identifier Numeric: 3 [20]: MonitoredItemCreateRequest

Attributeld: Value (0x@000000d) [21]: MonitoredItemCreateRequest
[22]: MonitoredItemCreateRequest

IndexRange: [OpcUa Null String] [23]: MonitoredItemCreateRequest
DataEncoding: QualifiedName [24]: MonitoredItemCreateRequest
MonitoringMode: Reporting (@x@0000002) [25]: MonitoredItemCreateRequest
RequestedParameters: MonitoringParameters [26]: MonitoredItemCreateRequest

[27]: MonitoredItemCreateRequest
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$7-1200 SIEMENS

« OPC UA server podporovan od FW 4.4 (TIA V16)

* Pouze server, nikoliv klient

 Nepodporuje standard simatic interface, pouze uzivatelsky definovany

* Nepodporuje strukturované datoveé typy (pole, struktury, UDT)

 Nepodporuje registered read/write

 Nepopdporuje metody

 Bez diagnostiky v TIA Portalu

» Restartuje server pfi kazdém nahrani do PLC .—__-_‘

« FW 4.5 (TIA V17)

 Podpora metod

« Podpora strukturovanych datovych typut
« Diagnostika v TIA Portalu

« Navyseni limitt

* Pozor navykon CPU!
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Doporuceni pro optimalni konfiguraci SIEMENS

« Zapnout pouze zabezpecenou komunikaci (rsa2seshazse)

* Vypnout automatické akceptovani certifikati druhé strany
* Doporucena je i autentizace jménem a heslem

» Vlastni server interface ¢i companion specification

« Efektivni vyuziti paméti PLC, rychlejsi komunikace
« Standardizace — SIOME

* Pole a struktury
» Efektivni vyuziti paméti PLC, az 100x rychlejsi komunikace

* Registered read €i subscription
* Az 10x rychlejSi nez bézné cteni (read)

» Globalni sprava certifikata a uzivatelt

« Omezeni ostatni komunikace
* OPC UA sdili prostiredky CPU s ostatni NRT komunikaci (TCP, UDP, HMI, S7....)
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OPC UA — uzitecné odkazy SIEMENS

YouTube: Mister Automation: SIMATIC OPC UA

Online support: Siemens OPC Modeling Editor (SIOME)

Online support: OPC UA method

Online Support: .NET OPC UA client

Online support: S7-1500 OPC UA client

Online support: Internal and external OPC UA connection with virtual Ethernet adapter of software

controllers

Online support: Performance measurements of typical OPC UA configuration

Online support: How do vou best confiqure an OPC UA client to communicate efficiently
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https://www.youtube.com/watch?v=0mK9GSx8Pos
https://support.industry.siemens.com/cs/document/109755133/siemens-opc-ua-modeling-editor-(siome)-for-implementing-opc-ua-companion-specifications?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/document/109756885/opc-ua-methods-for-the-simatic-s7-1500-opc-ua-server-?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/ww/en/view/109737901
https://support.industry.siemens.com/cs/document/109762770/s7-user-block-for-the-opc-ua-client-of-a-simatic-s7-1500?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/document/109760541/internal-and-external-opc-ua-connection-via-the-virtual-ethernet-interface-of-the-software-controller-from-v2-5?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/document/45351400/determining-the-transmission-times-for-typical-configurations-between-s7-stations-and-pc-stations-via-simatic-net-opc-server?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/ww/de/view/109765509/en

Dékuji za pozornost!
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Marek Semansky (RC-CZ DI FA SUP)
Technicky poradce
marek.semansky@siemens.com

Siemens s.r.o.

Siemensova 1, Praha 13
+420 800 909 090
siemens.cz@siemens.com

Technicka podpora
Cesko: www.siemens.cz/podpora
Globdalné: SIOS

siemens.cz
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