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Siemens announces industrial application
hosting platform for cybersecurity
•

Optimized for operating temperature of -40 to +75 degrees Celsius

•

Addressing new and growing cybersecurity challenges

•

New cybersecurity partners make their security applications available
to Siemens customers

Siemens has expanded the Ruggedcom Multi-Service Platform product family of
utility-grade communication devices by introducing a new, more powerful version of
the Ruggedcom APE (Application Processing Engine) – an industrial application
hosting platform designed for running third party software applications in harsh,
mission-critical environments.

The Ruggedcom APE1808 is a member of the Ruggedcom RX15xx product family
of cost-efficient, utility-grade Layer 2 and Layer 3 switches and routers. This
modular and field replaceable platform allows customers to select amongst WAN,
serial and Ethernet options. It is ideally suited for electric power utilities, rail and
traffic control systems. Leveraging the built-in switching and routing capabilities of
the Ruggedcom RX1500 Multi-Service Platform, the Ruggedcom APE1808 is a
module that plugs directly into any member of that family. Ruggedcom APE1808
provides one Gigabit Ethernet link on the front of the RX1500, and another equal,
but completely separated link to the backplane of the RX1500 chassis.

Ruggedcom APE is available with optional conformal coating and is qualified for
operating ambient temperatures of -40 to +75 degrees Celsius. It meets all the
electrical specifications of the Ruggedcom RX15xx platform, namely IEC61850-3
and IEEE 1613 for operation under some of the harshest industrial conditions.
Based on Intel quad core, x86_64 architecture with support for Linux and Windows
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10, the Ruggedcom APE1808 provides a standards-based platform for commercially
available software, enabling partnerships with industry leaders in cyber threat
detection and prevention.

The new Ruggedcom APE1808 excels in a range of applications such as firewalls,
network log and load processors, and intrusion sensors. It can analyze data at the
source and without adding the complications of installing an external industrial PC.
The Ruggedcom APE1808 and the cybersecurity solutions are developed for
Electric Power, Transportation and Oil&Gas industries, but can also be used in any
harsh industrial environment to protect the networks against a growing number of
cyberattacks.

The Ruggedcom cybersecurity solutions portfolio provides access to a variety of
advanced cybersecurity applications developed by industry leaders through a newly
announced partnership with companies such as Fortinet, Nozomi Networks, SecureNOK or Claroty. Siemens customers will benefit from these companies’ expertise in
securing industrial networks against constantly evolving threats. The following
solutions will be provided on the Ruggedcom Multi-Service Platform with certified
partner applications from Fortinet, Nozomi Networks, Secure-NOK or Claroty:
Intrusion Detection System (IDS), Intrusion Prevention System (IPS), Deep Packet
Inspection (DPI), Next Generation Firewall (NGFW).

Ruggedcom APE1808 is the key product in the growing Siemens cybersecurity
solutions and service portfolio, which includes comprehensive network consulting
services, security assessments, integration, deployment, training and on-site
support.

This press release is available at https://sie.ag/2GDSs2g
For further information, please see www.siemens.com/ape
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Contact for journalists
Katharina Zoefeld
Phone: +49 172 5876725; E-mail: katharina.zoefeld@siemens.com

Follow us on Social Media
Twitter: www.twitter.com/siemens_press and www.twitter.com/SiemensIndustry
Blog: https://blogs.siemens.com/mediaservice-industries-en

Siemens Digital Industries (DI) is an innovation leader in automation and digitalization. Closely collaborating with
partners and customers, DI drives the digital transformation in the process and discrete industries. With its Digital
Enterprise portfolio, DI provides companies of all sizes with an end-to-end set of products, solutions and services to
integrate and digitalize the entire value chain. Optimized for the specific needs of each industry, DI’s unique portfolio
supports customers to achieve greater productivity and flexibility. DI is constantly adding innovations to its portfolio
to integrate cutting-edge future technologies. Siemens Digital Industries has its global headquarters in Nuremberg,
Germany, and has around 75,000 employees internationally.

Siemens AG (Berlin and Munich) is a global technology powerhouse that has stood for engineering excellence,
innovation, quality, reliability and internationality for more than 170 years. The company is active around the globe,
focusing on the areas of power generation and distribution, intelligent infrastructure for buildings and distributed
energy systems, and automation and digitalization in the process and manufacturing industries. Through the
separately managed company Siemens Mobility, a leading supplier of smart mobility solutions for rail and road
transport, Siemens is shaping the world market for passenger and freight services. Due to its majority stakes in the
publicly listed companies Siemens Healthineers AG and Siemens Gamesa Renewable Energy, Siemens is also a
world-leading supplier of medical technology and digital healthcare services as well as environmentally friendly
solutions for onshore and offshore wind power generation. In fiscal 2018, which ended on September 30, 2018,
Siemens generated revenue of €83.0 billion and net income of €6.1 billion. At the end of September 2018, the
company had around 379,000 employees worldwide. Further information is available on the Internet at
www.siemens.com.
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