1.

Find the
security
breach

DATE

22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
22/04/2019
2370472019
2370472019
2370472019
2370472019
23/04/2019
2370472019
2370472019
2370472019
2370472019
23/04/2019
2370472019
23/04/2019
2370472019
23/04/2019
23/04/2019
2470472019
24/04/2019

TIME
87:45:23
058:02:46
0#8:34:33
99:55:03
19:22:57
11:01:44
11:59:08
13:56:49
14:35:23
16:42:39
17:03:490
17:38:11
19:17:28
21:18:33
00:43:12
07:44:58
97:59:18
18:19:12
10:48:00
12:03:51
12:24:00
13:32:54
13:58:88
14:30:46
16:48:19
22:58:58
22:59:42
23:59:47
00:14:15
00:43:12
06:36:00

USER
ADMIN-SIE
ADMIN-SIE
BF-SIE
BF-SIE
ET-SIE
ET-SIE
TO-SIE
EJ-SIE
EJ-SIE
EJ-SIE
TE-SIE
ADMIN-SIE
DK-SIE
JN-SIE
SM-SIE
ADMIN-SIE
ADMIN-SIE
ET-SIE
TE-SIE
TE-SIE
TO-SIE
TO-SIE
TO-SIE
EJ-SIE
ADMIN-SIE
JK-SIE
JK-SIE
JK-SIE
JK-SIE
ADMIN-SIE
ADMIN-SIE

EVENT NAME
SYSTEM STATUS
LOG OUT

LOG IN

UPLORD

LOG IN

FILE WRITE
LOG IN

LOG IN

FILE DELETE
FILE CREATE
LOG IN

ADD USER

LOG IN

LOG IN

LOG IN

SYSTEM STATUS
LOG OUT

LOG IN

LOG IN

FILE WRITE
LOG IN

usB

LOG 0UT

LOG IN

LOG IN

LOG IN

LOG IN

FILE EDIT

LOG OUT
SYSTEM STATUS
SYSTEM STATUS

EVENT INFO
DIAGNOSTIC
SUCCESS
SUCCESS
ATTACHED USB
SUCCESS

BANK DETAILS
SUCCESS
SUCCESS
INVOICE 876
INVOICE 877
FAILURE

NEW USER ARDDED
SUCCESS
SUCCESS
SUCCESS
DIAGNOSTIC
SUCCESS
SUCCESS
SUCCESS

USER INFO
SUCCESS
UPLOAD FILE
SUCCESS
SUCCESS
SYSTEM STATUS
FAILURE
SUCCESS
INVOICE 875
SUCCESS
DIAGNOSTIC
DIAGNOSTIC

USER DEVICE
FG-HP
FG-HP
FD-HP
FD-HP
SE-HP
SE-HP
TAB-HP
AD-I0S
AD-I0S
AD-I0S
AB-HP
FG-HP
AS-HP
CD-HP
IL-HP
B6-108
PA-HP
SE-HP
LC-HP
MR-HP
TAB-HP
TAB-HP
TAB-HP
AD-I0S§
FG-HP
TAB-LEN
TAB-LEN
TAB-LEN
TAB-LEN
FG-HP
FG-HP
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New Stamp_1


