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Additional Data Privacy Terms Annex for Building X offerings 

Annex I to DPT (and, where applicable, the Standard Contractual Clauses) 

Description of the Processing Operations  

This Annex contains a specific description of the processing operations (including, but not limited to, the subject-matter of the processing, the 

nature and purpose of the processing, the type of personal data and categories of data subjects) for the offering Building X. It prevails over any 

deviating description contained in the Agreement.  

Under the collective term Building X following products, solutions and services (“Offerings”) are summarized: 360° Viewer, Comfort AI, Data 

Visualizer, Energy Manager, Environmental & Air Quality, Fire Manager, LifeCycleTwin, Occupancy, Operations Manager, Portfolio Manager, 

Security Manager, Sustainability Manager, Rules, Visitor Manager and Application Programming Interfaces (APIs) add-ons as well as Digital 

Services based on Building X products and customized Building X offerings. 

L. LIST OF PARTIES 

Customer (and, where the Standard Contractual Clauses apply, data exporter):  

Name, address and contact person’s name, position and contact details: Name and address of the Customer as well as contact details of a contact 

person are contained in the Agreement and/or collected as part of the Customer onboarding process. 

Role (Controller/Processor): Customer acts as Controller for the processing activities provided by Siemens vis-à-vis Customer and, as the case may 

be, as Processor under the instructions of its Further Controllers for Processing activities provided by Siemens vis-à-such Further Controllers. 

 

Provider (and, where the Standard Contractual Clauses apply, data importer):  

Name, address and contact person’s name, position and contact details: The provider / data importer proving the Processing services hereunder 

is the Siemens company specified in the Agreement. Point of contact for data privacy inquiries is the Office of the Siemens Data Protection Officer, 

Werner-von-Siemens-Straße 1, 80333 Munich, Germany, E-Mail: dataprotection@siemens.com.  

Role (Controller/Processor): Siemens acts as Processor Processing Personal Data on behalf of Customer and, as the case may be, Customer’s 

Further Controllers.  

 

B. DESCRIPTION OF TRANSFER / PROCESSING OPERATIONS 

Categories of data subjects whose Personal Data is transferred/Processed 

• Building X user accounts, 

• Other individuals whose Personal Data is stored in the Offering and/or is Processed in the context of providing the Offerings.  

 

Categories of personal data transferred 

The Personal Data transferred/Processed concern the following categories of Personal Data: 

• Contact information, such as full name, telephone number, email address, physical address 

• Identifying information, such as username, email address, unique identifier 

• Location information, such as door access 

• Professional information, such as job title 

• Where applicable further Personal Data as determined by Customer and its Further Controller by uploading or connecting it to the 

Offerings or otherwise granting access to it via the Offerings. 

 

Sensitive data transferred (if applicable)  

The Offerings are not intended for the processing of Sensitive Personal Data and Customer and its Further Controllers shall not transfer, directly or 

indirectly, any such Sensitive Personal Data to Siemens. 

 

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis) 

mailto:dataprotection@siemens.com
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Siemens hosts Personal Data on behalf of Customer and, as the case may be, Further Controllers. 

 

Nature of the processing and purpose(s) of the data transfer and further processing 

Siemens and its Subprocessors will process Personal Data to provide the Offerings, including: 

• Internet accessible or similar Offerings made available and hosted by Siemens (“Cloud offerings”) 

 

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period 

The Personal Data will be retained for the period of the Agreement. Customer has the ability to rectify, erase or restrict the Processing of Personal 

Data via the functionalities of the services, or (ii) Siemens rectifies, erases or restricts the Processing of Personal Data as instructed by Customer. 

 

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing 

The subject matter, nature and duration of the processing are specified per Subprocessor in Annex III.  

 

COMPETENT SUPERVISORY AUTHORITY 

For Customers located in the European Union, the supervisory authority responsible for the Customer shall act as competent supervisory authority. 

A list of the supervisory authorities in the EU is available here: https://ec.europa.eu/justice/article-29/structure/data-protection-

authorities/index_en.htm  

 

 

 

 

 

 

Annex II to DPT (and, where applicable, the Standard Contractual Clauses) 

Technical and organisational measures 

The description of the technical and organizational measures (TOMs) for the Building X Offering implemented by Siemens and its Subprocessors 

to protect Siemens’ and Subprocessors’ IT-systems and applications is contained in Annex II of the Data Privacy Terms document available at 

www.siemens.com/dpt. 

 

  

https://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm
https://ec.europa.eu/justice/article-29/structure/data-protection-authorities/index_en.htm
http://www.siemens.com/dpt
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Annex III to DPT (and, where applicable, the Standard Contractual Clauses) 

List of approved Subprocessors  

Entities engaged in the storage/hosting of content 

Entity Name, registered address 
Data Center Location / Affected Building X 

Offerings 
Transfer Safeguards in case of Restricted Transfers 

Entity name: 

Amazon Web Services EMEA 

Sarl. 

Registered Address: 

38 Avenue John F. Kennedy, 

L-1855 Luxembourg 

Ireland (eu-west-1): All Offerings  

In addition, some offerings are also hosted at 

other data centers: 

USA (us-east-1): LifeCycleTwin 

India (ap-south-1): Core Platform Services 

Australia (ap-southeast-2): LifeCycleTwin 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Logshero Ltd. 

Registered Address: 

28 Ha’arba’a St., 

6473925 Tel Aviv, Israel 

Germany 

All Offerings  

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Ontotext AD 

Registered Address: 

Bul. Tsarigradsko shose 111R 

et.12, 1784 Sofia, Bulgaria  

Ireland 

All Offerings 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Salto Systems, S.L. 

Registered Address: 

Poligono Lanbarren 

C/ Arkotz 9, 

20180 Oiartzun, Spain 

Germany, Belgium 

Security Manager, APIs 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Mada Marx Datentechnik 

Registered Address: 

Hinterhofen 4, 78052 Villingen-

Schwenningen, Deutschland 

Germany, Austria 

Security Manager, APIs 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Elasticsearch Inc.  

Registered Address: 

88 Kearny ST,  

94108-5508 San Francisco, USA  

USA 

Security Manager, APIs 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Confluent Inc. 

Registered Address: 

899 W Evelyn AVE, 

94041-1225 Mountain View, USA 

USA 

Security Manager, Visitor Manager, APIs 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 
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Entity Name, registered address 
Data Center Location / Affected Building X 

Offerings 
Transfer Safeguards in case of Restricted Transfers 

Entity name: 

Legic Identsystems AG 

Registered Address: 

Binzackerstrasse 41 

CH-8620 Wetzikon, Switzerland 

Germany 

Security Manager, APIs 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Moesif Inc. 

Registered Address: 

77 Van Ness Ave STE 101#1513, 

San Francisco, CA 94102, USA 

USA (Azure West US 2, Azure East US 2, 

Azure West Central US) 

API Offerings 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: EU-US Data Privacy Framework: Moesif is 

certified under GDPR 

Entity name: 

NavVis GmbH 

Registered Address: 

Blutenburgstrasse 18, 80636 

Munich, Germany 

Germany 

360° Viewer 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Solace Corporation 

Registered Address: 

535 Legget DR, Kanata, K2K 3B8, 

Ontario, Canada 

Ireland 

Energy Manager 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 
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Entities engaged in the Processing of Personal Data for non-storage/hosting purposes 

Entity Name, registered address Country/Region where 

Processing is performed and 

Affected Building X Offerings 

Description of processing 

operation 

Transfer Safeguards in case of 

Restricted Transfers 

Entity name: 

Nagarro Pvt. Ltd. 

Registered Address: 

19/20 East Punjabi Bagh  

New Delhi – 110026, India 

India 

All Offerings 

Access to Personal Data for 

cloud operation, 

maintenance and customer 

support cases 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Siemens AG 

Registered Address: 

Otto-Hahn-Ring 6, 81739 

Munich, Germany 

Germany 

All Offerings 

Access to Personal Data for 

maintenance and customer 

support cases: authorisation 

and entitlement purposes 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Siemens Switzerland Ltd. 

Registered Address: 

Theilerstrasse 1a, 6300 Zug, 

Switzerland 

Switzerland 

All Offerings 

Access to Personal Data for 

maintenance and customer 

support cases 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Siemens S.p.A 

Registered Address: 

Via Vipiteno 4, 20128 Milano, 

Italy 

Italy 

All Offerings 

Access to Personal Data for 

maintenance and customer 

support cases 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Siemens Technology and 

Services Private Limited 

Registered Address: 

Kandanchavady, Perungudi, 40 

M G R Salai, 600096 Chennai, 

India 

India 

All Offerings 

Access to Personal Data for 

maintenance and customer 

support cases 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Siemens Industry, Inc. 

Registered Address: 

1000 Deerfield Parkway, 60089-

4513 Buffalo Grove, IL, USA 

USA 

All Offerings 

Access to Personal Data for 

maintenance and support 

cases 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 

Entity name: 

Siemens Sanayi ve Ticaret 

Anonim Sirketi 

Registered Address: 

Yakacık Caddesi111 34870 

Istanbul,  

Republic of Türkiye 

Turkey 

Environmental and Air Quality 

Application; Occupancy 

Application 

Access to Personal Data for 

maintenance and support 

cases 

 No Restricted Transfer 

 Standard Contractual Clauses 

 Processor BCR 

 Other: _____ 
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Entity Name, registered address Country/Region where 

Processing is performed and 

Affected Building X Offerings 

Description of processing 

operation 

Transfer Safeguards in case of 

Restricted Transfers 

Siemens Switzerland Ltd., 

Theilerstrasse 1A, 6300 Zug, 

Switzerland, and further 

Siemens companies 

 

Siemens Switzerland Ltd. will provide digital service fulfilment services using the Siemens companies listed 

in the DPT Annex SI Digital Service Center as further subprocessors. 

 

https://siemens.com/dpt

