
 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

FLEXIBLE ACCESS TO PRODUCTION DATA 

Improve workforce 

effectiveness with Efficient 

Industrial Operation 

Production data from machines and industrial systems are a valuable 

asset for manufacturers. When collected and analyzed across the 

plant, they improve transparency, support efficient use of capacity, 

optimize maintenance, and help improve workforce effectiveness 

through better visibility and faster response. SCADA systems play a 

key role by transforming raw data into meaningful operational 

information and making it available securely, flexibly, and in the right 

context for operators, managers, and decision-makers at every level. 
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PRODUCTION DATA ARE THE FOUNDATION FOR 

INFORMED DECISION MAKING 

How to turn data into 

valuable information 
 

Production and maintenance teams can make the 

right decisions only if the production processes are 

always transparent and consistent. 

Modern production environments face 

high demands 

Production processes are becoming increasingly 

complex, quality requirements are becoming more 

stringent, and the shortage of skilled workers is placing 

additional pressure on industrial production. All these 

developments mean that the work environment is 

becoming increasingly complicated for teams in 

production and maintenance, as well as in operations 

management and optimization. For the shopfloor teams 

in particular, this means not only more complexity but 

also more stress and uncertainty when dealing with 

production resources, as errors – during operation, for 

example – can quickly lead to unplanned downtime and 

production losses. Given the increasingly complex 

processes, production management also often lacks the 

necessary information to optimally process orders, 

optimize energy consumption, or plan changes to 

processes. 

 The right information makes  

complexity manageable 

Data from machines and systems can help here, 

supporting people in making the right decisions – 

that is, well-founded decisions based on reliable data. 

However, manufacturers need solutions that can 

transform these data into useful information for the 

respective teams and tasks and make it available in 

the right places – flexibly, transparently, and securely. 

Access to production data is one of the key factors in 

improving usability, reducing maintenance, and 

increasing overall efficiency, as well as contributing to 

greater flexibility in the use of data. 

 

 

In a manufacturing plant, machines and production lines generate valuable data for production, maintenance, and management teams. When 

processed and turned into actionable information, this data improves transparency, speeds response times, and supports more effective decision-

making across the workforce.  
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FLEXIBLE AND SECURE WEB ACCESS 

Access to 

information anytime 

and anywhere 
 

To enable prompt decisions that are based on reliable 

information, rapid access to role-relevant production 

data is required – regardless of the user device. 

Challenge 

Production data is critical for decision making at every level of a 

company. However, this information is still often laboriously recorded 

and compiled in different systems. This process is prone to errors, and 

managing all the different systems and devices also requires a great 

deal of administrative effort. Information is not immediately available, 

which makes tasks such as remote support for local operation on-site 

difficult or impossible. Employees also want to use their own devices, 

for example, to view a relevant or updated dashboard on their 

smartphone. 

 Benefit 

Thanks to flexible web access, companies 

and users benefit from a significant 

increase in transparency, flexibility, and 

efficiency. Any user can access information 

about their area of responsibility at any 

time and from anywhere. Depending on 

the settings, users can be granted access 

to all information or only information 

relevant to their role (need-to-know). 

Standardized views on local and remote 

devices reduce the complexity of operation 

on the machine, line, and system levels. 

Teams can use their own devices (bring 

your own device, or BYOD) with up-to-date 

browsers without any installation effort. 

This direct access to production data 

shortens response times, reduces training 

costs, and facilitates remote support. 

Solution 

With secure and flexible web access, companies can create technical 

conditions for their teams to access production data easily and 

without additional hardware or software. The only requirement is that 

an up-to-date web browser be installed on the device. Established 

web technologies ensure that the data are displayed in a user-friendly 

way on every device. Security mechanisms such as SSL and integrated 

user management ensure that only authorized users have access to 

the information made available to specific user groups or persons. 

 

 

Information for a broad range of use cases 

SIMATIC WinCC SCADA systems enable access 

to machines and plants anytime and from 

anywhere via maintenance-free clients. 

Depending on the use case, the information 

shown on the start screen can be customized 

not only by user role (e.g., maintenance, 

operator, management) but also by device 

type (e.g., smartphones or info displays). 
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FLEXIBLE DASHBOARDS 

Relevant information 

at a glance 
 

Targeted decision making requires the right 

information. Flexible dashboards provide an 

overview of the production data that are 

relevant to the issue or task at hand. 

Challenge 

For production staff or management to make informed decisions, 

production data must be presented in such a way that they provide the 

right information to address the respective question or objective – for 

example, processed into key figures or visualized as trends over a longer 

period of time. Dashboards are a valuable tool for this; they can either be 

based on fixed templates (such as for an overhead display monitor) or 

easily and flexibly created and adapted without having to intervene in the 

production processes or automation system. 

 Benefit 

Users can easily define and customize 

dashboards for different user roles 

(e.g., operator, maintenance, 

management). Established IT tools 

can be used, which increases 

acceptance and the range of 

applications for dashboard creation. 

Open interfaces support flexible 

access to production data and alarms, 

and users can also switch between 

different dashboards without having 

to make changes to the existing 

application or interrupt production. 

Solution 

Modern visualization solutions such as SIMATIC WinCC Unified support 

standardized, flexible dashboard creation with IT tools such as GraphQL. 

Data from production can be easily queried via the GraphQL server and, 

vice versa, transferred back to production just as easily. GraphQL data can 

also be exchanged with an existing IT dashboard app via a simple and 

secure link. Alternatively, users can create their own dashboard application. 

 

 

Flexible dashboard creation 

GraphQL can be used to implement 

event-driven data communication 

(subscriptions) from SIMATIC WinCC 

Unified PC Runtime via network to enable 

access to current or historical (archived) 

data or alarms. GraphQL includes 

complete and integrated documentation 

of the SIMATIC WinCC Unified object 

model, enables simple integration of the 

Java Script Charts open-source library, 

and also supports various programming 

languages. 
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SIMPLIFYING INDUSTRIAL CONNECTIVITY  

Secure and easy 

mobile access to 

production data 
 

Operational excellence requires seamless, secure 

access to critical data. With device-independent 

connectivity, intuitive navigation, and robust 

authentication, teams can make faster decisions, 

reduce downtime, and sustain performance. 

Challenge 

Modern industrial environments face inefficiencies due to 

unstructured navigation that prevents map-based integration, 

fragmented access across devices and servers that create silos and 

disrupt user experience, and repetitive authentication that reduces 

convenience and increases friction. Together, these limitations hinder 

visibility, slow decisions, and restrict productivity. 

 Benefit 

The SIMATIC WinCC Companion 

App offers a user-friendly 

experience with a geographical 

view of distributed systems, 

making plant structures and data 

easy to understand. Secure 

credential storage enables 

seamless access, while WinCC user 

management ensures visibility and 

accountability. Instant access and 

fewer authentication steps help 

operators focus on tasks, and 

bookmarks speed up navigation 

and decisions. The app supports 

cross-platform use, integrates with 

dashboards, and simplifies 

deployment across devices for 

efficiency. 

Solution 

SIMATIC WinCC Companion App enhances user interaction with WinCC 

systems by providing fast access, intuitive navigation, and secure 

authentication. It enables advanced web access by allowing users to 

connect to multiple WinCC WebUX servers within a single, unified app 

and instantly open specific screens by scanning a QR code for efficient 

on-site operation. Security is ensured through multifactor 

authentication, where users can log in via a Bluetooth-linked mobile 

device and confirm their identity with a fingerprint, while encrypted 

credential storage allows seamless background login. 

 

 

 

 

 

 

Your plant data at your fingertips, from 

any location and any device 

Navigation is based on bookmarks organized 

in lists by use cases like KPIs or service. Users 

can directly access WebUX screens via deep 

links. Map-based navigation displays 

bookmarks on geographical or custom plant 

maps, allowing location-based access. QR 

codes enable instant screen access.  
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VERTICAL AND HORIZONTAL INTEGRATION 

Flexible options for 

collaborative and 

integrated data access 
 

Flexible access to production data means that not 

only people but also systems can access each 

other’s information, which reduces engineering 

effort and increases operational efficiency. 

Realize distributed configurations  

SIMATIC WinCC Unified Collaboration enables seamless 

integration of screens from other HMI Unified Comfort 

Panels and WinCC Unified PC-RT (SCADA) stations into the 

local user interface, reducing engineering and maintenance 

effort of distributed systems. Operators benefit from end-to-

end usability during operation and shorter reaction times as  

alarms or KPIs of other stations can be accessed and 

evaluated directly. 

 

 

 

Bridging the HMI and SCADA Worlds 

SCADA systems already centralize plant data for monitoring 

and fault response. With SIMATIC WinCC V8 Bridge to 

Unified, alarms, messages, and audit data from WinCC 

Unified PC stations and HMI panels can be easily integrated. 

New lines or machines can be added seamlessly, monitored 

via dedicated clients with proper user authorization, 

reducing engineering effort while enabling flexible, 

optimized system use. 
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INDUSTRIAL SECURITY 

Security first 
 

Integrated mechanisms for managing user rights, 

roles, and individual function rights, as well as local 

or central user administration and access control, 

protect visualization and data from unauthorized 

access. 

Secure data access in accordance with IT guidelines 

To comprehensively protect industrial plants against cyberattacks from 

inside and outside, all levels must be addressed simultaneously – from 

the operational level to the field level and from data protection to secure 

communication. This also includes access to production data. Suitable 

measures can ensure that visualization and automation systems are 

protected against unauthorized access and manipulation attempts. 

In particular, this includes centrally defining and managing the rights and 

roles of users and user groups and assigning only the rights required for 

communication. The industrial cybersecurity measures for SIMATIC WinCC 

visualization systems are based on the defense-in-depth concept in 

accordance with the recommendations of the international standard 

IEC 62443. This concept includes the following, among other things: 

• Use of up-to-date operating systems 

• Default settings for suitable security measures during installation 

(ports, remote, complex passwords) 

• Administration of users, access rights, and roles within WinCC 

• Local or central user management for connection to a domain 

 • Secure PLC communication using 

the TLS protocol on the 

SIMATIC S7-1200/S7-1500 

channel 

• Certificate manager for creating 

and distributing certificates for 

WinCC connections with 

encrypted communication 

• Options for secure login in OT 

environments (manual, RFID, or 

biometric) and SSL encryption for 

web access 

In addition, SIMATIC WinCC V8’s 

compliance with IT security standard 

IEC 62443-4-2 is certified by TÜV. 

Special security guides also support 

the user with detailed information on 

relevant cybersecurity solutions. 

 

 

Cybersecurity for Industry 

The increasing networking of production and office networks during IT-

OT integration and the use of the Internet of Things offer many 

advantages, but they also increase vulnerability to cyber threats.  

Cybersecurity for Industry uses a defense-in-depth concept and zero-trust 

principles to ensure that companies’ know-how and systems are protected 

at all times. 

siemens.com/industrial-cybersecurity 

siemens.com/industrial-cybersecurity
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Additional 

resources 
 

Control and operation for discrete industries 

For a company to be able to make quick and targeted 

decisions, relevant data must be available at all times 

and presented in an understandable way. 

Siemens solutions for control and operation for discrete 

industries provide users with the right tools to save 

time and increase productivity through consistent 

visualization. 

siemens.com/control-operate-discrete-industries 

 SIMATIC SCADA systems 

The volume of data in industrial plants is growing 

rapidly. SCADA systems must keep pace with this 

development. SIMATIC SCADA offers a future-proof 

foundation for simultaneously managing vast 

amounts of data and monitoring, controlling, and 

continuously optimizing complex processes. 

siemens.com/scada 

   

SIMATIC WinCC V8: The most established system 

SIMATIC WinCC V8 SCADA software is an innovative, 

scalable process visualization system. Its powerful 

capabilities enable seamless monitoring and operation 

of automated processes across all industries. 

Advanced features such as IT/OT integration powered 

by OPC UA, REST APIs, and MQTT, along with certified 

cybersecurity in accordance with IEC 62443, ensure a 

secure investment for future requirements. 

siemens.com/wincc-v8 

 

 

SIMATIC WinCC Unified: One system, 

everywhere from Panel to Edge and PC-based 

HMI and SCADA solutions 

The SIMATIC WinCC Unified system offers consistent 

visualization concepts for all platforms, open 

interfaces like OPC UA, Grahl and MQTT, a high level 

of openness for user-specific applications and a wide 

range of options for industry-specific requirements. 

siemens.com/wincc-unified 
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