Network Monitoring and
Configuration SINEC NMS
with RUGGEDCOM

T

siemens.com/industrial-networks-education ]

Description

The complexity and number of devices in Ethernet-based industrial networks are
constantly increasing due to growing requirements. Failure of devices in such
networks may result in downtime and the disruption of critical services. To mini-
mize downtime and its associated costs, transparency and a continuous monitor-
ing of the network is crucial. Additionally, manual setup and management of
device and firewall-/NAT-configurations as well as firmware updates can be inef-
ficient and error prone. SINEC NMS is a central solution for monitoring a wide
range of different devices in a network as well as for configuration and manage-
ment of the RUGGEDCOM network portfolio.
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Objective

In this course, participants will learn how to use the net-
work monitoring and management system SINEC NMS to
monitor, document, and configure their network from a
central location as well as to plan, implement, and main-
tain their network monitoring solution. Through in-depth
practical exercises you will put the theoretical knowledge
into practice.

At the end of the course, you will be familiar with the
requirements and solutions for monitoring and managing
industrial networks with SINEC NMS, and you will be able
to monitor, document, and configure industrial networks
with SINEC NMS.

Target Group

Protection Engineers, Control Engineers, Railway Communi-
cations System Engineers, Commissioning Engineers,
Application Engineers, Service and Maintenance Personnel,
OT and IT Network Engineers, Technical Sales Personnel

Requirement

Knowledge in accordance with the course “Ethernet Funda-
mentals in Industrial Networks”: you should be familiar
with topologies, transmission methods, addressing and
transport of data, and understand the associated technical
vocabulary. It is also helpful to be familiar with the function-
ality of routers and switches as well as the OSI reference
model.

Duration

3.5 days
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Content
Fundamentals of network monitoring

Documentation and inventory of networks to create
transparency

Detection and diagnostics of network events
Customized and clear depiction of the monitored network
Evaluation and optimization of the network performance

Monitoring of third-party devices (manufacturer-indepen-
dent network monitoring)

Central user management with UMC (User Management
Component)

Integration of the network monitoring data with external
systems

Implementation of policy-based network configurations
with SINEC NMS

Central firewall- and NAT-management
Network monitoring with multiple SINEC NMS Operations

Practical exercises

Certification (Siemens CPIN-LEVEL)

After the training course, you have the opportunity to
become certified as “Siemens Certified Professional for
Industrial Networks — Monitoring and Configuration”.

The certification examination takes place at the end of this
training. As an option, the examination may be taken at a
later time.

Subject to changes and errors. The information given in this document only contains
general descriptions and/or performance features which may not always specifically
reflect those described, or which may undergo modification in the course of further
development of the products. The requested performance features are binding only
when they are expressly agreed upon in the concluded contract.

All product designations may be trademarks or product names of Siemens AG or
supplier companies whose use by third parties for their own purposes could violate
the rights of the owners.
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