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Sakerhets-
information

Detta ar ett tips/exempel pa en losning som ska hjalpa anvandaren att komma
igdng och se majligheterna med Siemens industriprodukter.

Anvandaren maste sjalv anpassa detta tips/exempel till sin applikation.

Anvandaren ansvarar for att forhindra obehérig atkomst till sina anlaggningar,
system, maskiner och natverk. System, maskiner och komponenter bér endast
anslutas till foretagsnatverk eller internet om och i den utstrackning det ar
nodvandigt och med lampliga sakerhetsatgarder pa plats (t.ex. brandvaggar och
natverkssegmentering).

Dessutom bor Siemens vagledning om lampliga sakerhetsatgarder beaktas. For
mer information om industriell sékerhet se www.siemens.com/industrialsecurity

Siemens tar inget ansvar om materiel och/eller personal skadas i samband med
anvandning av detta tips/exempel.

Vi kan heller inte garantera att innehallet ar helt felfritt och vi forbehaller oss
ratten att andra tipset/exemplet vid behov.
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1 Synka HMI tiden mot PLC

1

Synka HMI tiden mot PLC

1.1 Sammanfattning

For att ha exakt samma tid i HMI och PLC s& ar det basta att synka bada dessa
mot en NTP server. Finns det ingen NTP-server i natverket sa kan det I6sas pa lite
olika sétt.

Det har exemplet beskriver tva satt att synka tiden mellan en Unified Comfort Panel
och en S7-1500.

1.2 Produkter och mjukvaror som anvants
Produkter och mjukvaror som anvénts vid framtagande av tipset
Produkt Version Bestéallningsnummer
CPU1518F-4PN/DP fw 2.9.4 6ES7518-4FP00-0ABO
MTP1500 Unified Comfort VV19.0.0.3 6AV2128-3QB06-0AX0
Step7 Professional V19 Upd3
WinCC Unified V19 Upd3

Till tipset tillhor foljande filer

Typ av fil Filnamn

Projekt UCP_synkaTidMedPLC.zap19

OBS!

Med nya firmware 2.9.x i cpu och image V17.0.0.x i Unified sa har sékerheten
pa anslutningen mellan dessa okats.

Why is it not possible to establish a communication to a S7-1500 CPU with
firmware V2.9 with the WinCC Unified Comfort Panel with TIA Portal V17 or
higher?

https://support.industry.siemens.com/cs/se/en/view/109800515

User Management & Access Control with TIA Portal V19
https://support.industry.siemens.com/cs/us/en/view/109973173

Configure an HMI connection to an S7-1500 CPU with FW V3.1
https://support.industry.siemens.com/cs/us/en/view/109955142
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2 Beskrivning

2 Beskrivning

2.1 UCP som tidsmaster

Stall in cpu och hmi i ratt tidszoner.

J General ” 10 tags ” System constants ” Texts

b PROFINET interface GBI [~]] Ti

¥ DPinterface [X4] imetotiday
Startup Local time
Cycle
Communication load ] Time zone: | (UTC +01:00} Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna
System and clock me...
SIMATIC Memory Card Time-of-day synchronization

¥ System diagnostics
PLC alarms NTP mode

b Web server

b Display Time-of-day synchronization: | Disabled

Wultilingual suppert

: NTP Server 1: |
= Protection & Security = : NIP Server 2: |
Protection of the PLC il
NTP Server 3: [
Access level
¥ Connection mecha... NP Server4: [
Certificate manager Update interval: | 10 5
Security event
» OPCUA
¥ System power supply Daylight saving time

-

Advanced configuration

e L [¥) Activate daylight saving time

Overview of addresses . Difference between standard
-

and daylight saving time: |GU min EI
m [Tl

Language, Region and Formats \ Date and time

Date and time
Date: 21 December 2022
Current Time: = 13:50:36
Time zone: (UTC+01:00) Amsterdam, Be... v

® Set date and time manually

@ Language, Region
and Formats

18 September 2019 10 47
19 October 2020 11 48
20 November 2021 12 49
21 December 2022 13 50
22 January 2023 14 51
23 February 2024 15 52
24 March 2025 16 53

211 Manuell inmatning

Har anger vi datum och tid i ett |O-falt och klickar pa en knapp “Stall in “.

Sedan ér det en lite kod i plc:n som utfor funktionen “WR_LOC_T* -> Skriv

lokaltiden till plc:n.

PLC kod:
Skapa ett datablock med taggar enligt bild.
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2 Beskrivning

dbSetTimeFromExternal

Mame
<@ T Static
4] = InputTime
] = InputTimeOld
g = WiriteState
4] = OutputTime
4] = OutputTimeLocal
] = ReadState
< = ReadStateLocal

Data type

Date_And_Time
Date_And_Time
Int
Date_And_Time
Date_And_Time
Int
Int

Start value Retain Accessible f_. | Writa_.. | Visiblein . | Setpoint

o0 [ = = = O
o0 O = = ) O
O = ™ ] O
o0 O ™ ™ ] O
o0 [ = = = O
O = = ) O
O ] ™ ] O
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Skapa en funktion som jamfor om det nya vardet ar skilt fran férra gangen.
Om JA sa utfors funktionen “WR_SYS_T“ med det vardet som &r angivet i |O-faltet
pa panelen. Koden laser ocksa ut aktuella tider fran plc:n.

UCP_synkaTidMedPLC_V17 » CPU1518 [CPU 1518F-4 PN/DP] » Program blocks » 2.1 SetTimeFromExternal » fcSetTimeFromExternal [FC1]

= L ESarecda s cEaR e Fad & TG
Ep = [l || e e ron. e oy cegon
1 ".InputTime0ld THEN
2 ".InputTime);
3 romExternal”.InputTime, D5T:=0);: ra inte bra
4 etTimeFromk. 1", InputTime;
s | END_IF:
; TimeFromExternal™.ReadStat: "dbSetTimeFromExternal™.OutputTime) ;|
o TimeFromExternal”.ReadStat ._T("dbSetTimeFromExter: ".OutputTimelocal);
HMI kod:
Skapa ett 10-falt som knyts till en intern tag, med datatypen "DateTime”.
Ange lokal tid i ° T | ]
nge lokal tid. —
Men 10 falt kommer visa UTC tid. 0 T S
o o
<] [ ] [ 3 ][100%

‘g Properties %, Info Bl

JProperties H Events H Texts |
2B EY -

Hame Static value # Dynamization (1) .
'ocess
W <search> [+] [=] an [=]~

~ General Tag: |date [El...
b Font PLC tag: A
» Mode Inputioutput None Address: DateTime
» Output format None
» Process value Tag |~ —

+ Aobeoromce Type Cendition Process value

Skapa en knapp som utfor ett litet script. Scriptet hamtar det som star i I0-faltet
och skriver ner det till plc-taggen.

o a

0 i Stallin i

<| n | [3][100%
£ Properties 74 Ini

Ange lokal tid.
Men IO félt kommer visa UTC tid.

‘ Properties || Events ” Texts |
zl | = oo, (<
ﬁ Global definition Asynchronous i X Ga
Activated export function Button_3_Onl (item, x, y, modifiers, trigger) {
Deactived

= ('phewDateTimd' ) . ProcessValus;

Click left mouse button = (dateString) ;

const dateToWriteToPlc ne

1
3 const dateString = Sc
4
5

Press key

Release key [
ini| Press 7

Release EI )

Taga('@bSetTimeFromExternal Inputlime').Write(dateToWriteToPlc):

Unified Comfort Panel — Synka HMI tiden mot PLC.
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2 Beskrivning
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I Runtime:
Klicka pa 10-faltet. Ange sedan den nya lokala tiden som skall skrivas till plc:n. Bra
om den &r en liten stund fore panelens tid. Avsluta med OK.

< december 2024 >

ECIS ]

Hours ~ Min

Nar panelens klocka har ndgon sekund kvar till installd tid -> tryck pa "Stall in”.

Ange lokaltid. Vi17->
Men 10 filtet kommer att visa UTC tid.
2024-12-17 09:38:53
Jamfor hur lika tiden i plc och hmi ar.
: = Svenska i 2 2024-12-17 11:09:41
Ange lokaltid. Vi7-> Ange lokaltid.

V19-> W
Men IO filtet kommer att visa UTC tid. Men [0 faltet kommer att visa UTC tid. I

Aktuella datum och tider i plc'n.

2024-12-17 10:09:41 } Systemtid (UTC)

[ 2024-12-17 11:09:37 }

Med det har sattet &ar det svart att fa tiden exakt lika.

Unified Comfort Panel — Synka HMI tiden mot PLC.
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2 Beskrivning

2.1.2 Schemalagd synkning

Panelen har en funktion kallad "Schedular tasks”. Har gar det att schemalégga
start av olika funktioner.

Skapa en uppgift som startar varje dag tex 06.00. Denna uppgift skriver panelens
aktuella UTC-tid till plc-taggen.

UCP_synkaTidMedPLC » MTP1500 [MTP1500 Unified Comfort] » Scheduled tasks

| Properties |1} Info i) 2) Diac

[ Properties | Events | Texts |
"

&) 2 clobal definiti

1) update

Funktionsblocket "fcSetTimeFromExternal” kérs hela tiden och jamfér om det &r en
ny tid och skriver sedan tiden till plc med blocket "WR_SYS_T".

OBS: Ingen av ovan ar sarskilt noggrann. Tiden i plc
och hmi blir inte exakt.

Panelens tid hinner ga nagon sekund innan plc:n har
fatt sin nya tid.

Unified Comfort Panel — Synka HMI tiden mot PLC.
V1.2, 12/2024 7
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2.1.3 SetPLCDateTime funktion i V19

Fran och med V19 sa finns det en ny funktion som heter "SetPLCDateTime”.
Denna funktion skickar ner panelens tid till cpu:n.
vilket gor det lattare att synka tiden med HMI som master.

Konfigurera funktionen pa en knapp.

Ange lokaltid. V19-> |

Men 10 faltet kommer att visa UTC tid. H M I :

o

O E | Template Su

Andra HMI systemtid

< | . (1003 [v] —8—r

|3 Properties ""_1, Info ||i Diagnostics " Plug-ins |

Properties Events " Texts " Expressions |

T T EBEE T X

Activated i) ialiis]

Eeacnaed ~ SetPLCDateTime [+]
E Click left mouse button

Connection name (opticnal}

Press key «<Add function>
Release key

Press

Dalaara

Eller trigga den regelbundet via "Schedular Task”.

UCP_synkaTidMedPLC_V17_V19 » MTP1500 [MIP1500 Unified Comfort] » Scheduled tasks

Narne Trigger Descripticn
5| PLC_Time_Synchronizer Daily Execute everydayat 11:55:00 PM.
F] SetHMTimeToPLC V19 Daily [+] Execute every dayat 12:05:00 AML

Hdd news

Properties Events || Texts |

T T BEE= T X
&} update Narne value
* SetPLCDateTime [L]

Connection name (optional}
<Add function=

Unified Comfort Panel — Synka HMI tiden mot PLC.
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2 Beskrivning

Andring av panelens tid sker ifran “kontrollpanelen”. Om man inte har "taskbaren”
tillganglig eller man vill begréansa vem som kan &ndra tiden sa gar det att 6ppna
bara en specifik plats i ’kontrollpanelen”.

Ange lokaltid.
Men 10 féltet kommer att visa UTC tid.

O a

[u] I
J[J Andra HMI systemtid + Stall in
o =]

<] 12| g [roo

|3 Properties ||’_1., Info "i Diagnostics " Plug-ins |

Properties Events " Texts " Expressions |

+t T RAE & X

Activated

Name Walue
Deactivated ¥ ShowControlPanel
[} click left mouse bution Home page LanguageRegionAndFormats.DateAndTime
Press key <Add function=

Release key

Prare

Unified Comfort Panel — Synka HMI tiden mot PLC.
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2 Beskrivning

2.2 PLC som tidsmaster

Om det inte finns en NTP server i natverket sa kan plc:n bli en med hjalp av ett
funktionsblock.

I nedan applikationsexempel fran Siemens supportsidor (SIOS) finns ett bibliotek
for Tia Portal V15.1 med fardiga block, klara att anvandas.

Library for SNTP Server Functionality in SIMATIC S7 CPUs (LSNTP)
https://support.industry.siemens.com/cs/us/en/view/82203451

Jag har dock anvant nyare version av blocket fran nedan lank.

Libraries for Communication for SIMATIC Controllers
https://support.industry.siemens.com/cs/us/en/view/109780503

Lagg in blocken i din plc-kod och ladda ner.
*  Network1:

WDEB3
"LSNTP_Server_1_DB"
%FB1000
LSNTP_Serner_1"

A —— ey

e = enable valid — "LSNTF_Diag” .valid

64 busy—'LSNW_DiEg..bUS)’

“Local~PROFINET interface_1" hwiD errar == "LSMNTP_Diag”.error
"LSMNTF_Param”.connlD cannlD status "LSNTP_Diag®.status

"LSNTF_Param”.referencelD referencelD diagnostics "LSNTP_Diag®.diagnostic
"LSMNTF_Param” lastTimeSet — |astTimeSet ENO —

Unified Comfort Panel — Synka HMI tiden mot PLC.
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2 Beskrivning

| panelen sa skall synkronisering via NTP aktiveras och IP-adressen pa NTP-
servern skall anges. | detta fall blir det cpu:ns IP-adress.

Language, Region and Formats \ Date and time =1
Date and time
Date: 29 April 2021
Current Time: =~ 12:47:55
Time zone: (UTC+01:00) Amsterdam, Be...
Set date and time manually

® Synchronize time with a NTP (Network Time Protocol) server

@ Language, Region
and Formats Update rate: | 60\7 sec

Server 1

Address: | 192.168.0.18 m

Add Server

Du kan ocksé ange detta direkt i projektet.

| < Properties  [%i) Info 4| %) Dia

J General H 10 tags H System constants H Texts |
» General M-
~ PROFINET Interface [%1] Time-of-day sync
General NTP mode
Ethernetaddresses
Tirne-ofdsy synchronization Note: [Time synchronization for all PROFINET interfaces take place within the settings for time synchronization of the PROFINET interface [X1]

» Advanced options
~ PROFINETInterface [x2]
General

[# Enable time synchronization via NTP server
Ethernet addresses
IPaddresses

:
{0 .o .o o |

NPsener3: [0 .0 .o o |
: | 0 a o o

Time-ofday synchronization
» Advanced options NTF Server 1

Information T

wrseners: 0 o0 o o |

Update interval.

Idag med image V17.0.0.5 sa synkas tiden nar panelen
startar upp och sedan med ett visst intervall.

Men det stammer inte med det som anges i panelen.
Tar ofta flera minuter fran det att tiden andras i cpu:n tills
det andras i panelen.

Ibland sa maste man byta bild for att det skall sla igenom.

Unified Comfort Panel — Synka HMI tiden mot PLC.
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3 Referensmaterial

3.1 Relevanta manualer, FAQs m.m.

e Hjalpeni TIA Portal

e SIMATIC HMI HMI devices Unified Comfort Panels
https://support.industry.siemens.com/cs/se/en/view/109773257

e Security guidelines for SIMATIC HMI operator devices and SIMATIC
WinCC Unified
https://support.industry.siemens.com/cs/nl/en/view/109481300

e Engineering guideline for WinCC Unified
https://support.industry.siemens.com/cs/us/en/view/109827603

e Library for SNTP Server Functionality in SIMATIC S7 CPUs (LSNTP)
https://support.industry.siemens.com/cs/us/en/view/82203451

3.2 Andra lankar

e Siemens Sverige Industriella tjanster
https://new.siemens.com/se/sv/produkter/tjianster/industriella-tjanster.htm

e Siemens Industry Online Support
https://support.industry.siemens.com/cs/se/en/

e Siemens utbildning Sverige
https://www.sitrain-learning.siemens.com/SE/

e TIA Portal Tuturial center
http://www.siemens.com/tia-portal-tutorial-center

e Where do you procure the current trial software for STEP 7, WinCC and
Startdrive for TIA Portal V17/v18/V19?
https://support.industry.siemens.com/cs/us/en/view/109798506

e Programming Guidelines and Programming Styleguide for SIMATIC S7-
1200 and S7-1500
https://support.industry.siemens.com/cs/ww/en/view/81318674

e TIA Selection Tool
http://www.siemens.com/tia-selection-tool

e Wincc Unified Modernize Now
https://www.siemens.com/modernize-now

e Guide for switching from Comfort Panels to Unified Comfort Panels
https://support.industry.siemens.com/cs/se/en/view/109768002

e SIMATIC WinCC Unified Tutorial Center (Videos)
https://support.industry.siemens.com/cs/us/en/view/109782433

e SIMATIC WInCC Unified - Tips and Tricks for Scripting (JavaScript)
https://support.industry.siemens.com/cs/se/en/view/109758536

e How do you use the Trace Viewer with the Unified Comfort Panel?
https://support.industry.siemens.com/cs/se/en/view/109777593

e Filtering of messages and alarms in SIMATIC WinCC Unified
https://support.industry.siemens.com/cs/se/en/view/109760056
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3 Referensmaterial

Demo projects for SIMATIC WinCC Unified PC Runtime, SIMATIC Unified
Comfort Panels and SIMATIC Unified Basic Panels
https://support.industry.siemens.com/cs/us/en/view/109822799

HMI design with the HMI Template Suite
https://support.industry.siemens.com/cs/se/en/view/91174767

SIMATIC WinCC Unified — Toolbox
https://support.industry.siemens.com/cs/se/en/view/109770480

Why does the project transfer of the Unified Comfort Panel fail? (Loading
the operator panel)
https://support.industry.siemens.com/cs/se/en/view/109780176

Questions and answers about the new security features in TIA Portal V17
https://support.industry.siemens.com/cs/us/en/view/109799540

SITRAIN: Digital Training with Highlights of TIA Portal V17
https://support.industry.siemens.com/cs/us/en/view/109799758

Why is it not possible to establish a communication to a S7-1500 CPU with
firmware V2.9 with the WinCC Unified Comfort Panel with TIA Portal V17
or higher?

https://support.industry.siemens.com/cs/se/en/view/109800515

User Management & Access Control with TIA Portal V19

https://support.industry.siemens.com/cs/us/en/view/109973173
Configure an HMI connection to an S7-1500 CPU with FW V3.1
https://support.industry.siemens.com/cs/us/en/view/109955142
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