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Executive Summary
Today, serious cyber-attacks against larger enterprises with significant impact to the
companies’ production sites are regularly reported in the media. Various business areas are
under attack: manufacturing, logistics, media, healthcare, education etc. In these instances,
damages in excess of hundreds of millions of dollars have been reported by the
affected companies.
When attacks target critical infrastructures, the consequences are not limited to production
plans or commercial loses due to machinery down-times. Production failures in the energy
sector, in water/wastewater sites, or the healthcare sector may adversely affect the health
and well-being of entire societies and their consequences are being reported in the media
more regularly.
What all of the above mentioned industries and business sectors have in common is that their
production is closely related to the correct operation of industrial control systems.
The industrial control system SPPA-T3000 supports its customers with a comprehensive
approach to cyber security.
With the latest results of studies on the occurrence of errors in (commercial) software
packages and the growing system software code volumes, the root cause of the continuous
flow of published system vulnerabilities has been the subject of commentary e.g. (Coburn,
2019). SPPA-T3000 addresses the mitigation of vulnerabilities – including the 3rd party
software elements such as operating systems, databases, hardware drivers etc. – by
implementing measures for security-aware software development and the provision of system
software patches to the customers.
In the anticipation of future vulnerability publications and the usual delays between patch
availability from vendors and patch deployment on customer sites, SPPA-T3000 adds
additional protection layers designed to prevent the exploitations of publicly-known
vulnerabilities: the security-aware system topology, security functions and tools, and securityrelated services throughout the system lifecycle.
The SPPA-T3000 security concept focuses on the protection of the customers’ control
systems: the highly restrictive management of logical or physical system access is key to
system security. In contrast to some other process control system, Siemens is aware of the
risks to critical infrastructures that come with strong integration of control systems with
corporate LANs.
Beyond the available protective measures, SPPA-T3000 offers additional security-related
functions and tools for permanent monitoring of malicious system events. Customers are
supported so that they can appropriately respond to security events. Siemens Security
services partner with the SPPA-T3000 customers to secure the trusted operation of critical
infrastructures in response to increasing cyber risks.
© Siemens AG 2019. All rights reserved.
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1. Introduction
1.1

Purpose of this Whitepaper

Plant operators are becoming increasingly aware of the risks of cyber security for Instrumentation & Controls (I&C)
in power plants. The reasons for this are:
• New technological trends
• Increasing number of cyber security acts by national authorities, new regulations and recommendations for the
structure, and operation of industrial control systems (ICS)
• Strengthened control systems integration into company-wide IT infrastructures and with external
business partners
• Increasing occurrences of malware attacks in production-related systems
A comprehensive security concept permits the beneficial use of these positive developments while strengthening
protection against associated risks and threats. As a result, a security concept for SPPA-T3000 is outlined in this
paper, based on the basic premise that cyber security for control systems – especially in critical infrastructures such
as power generation – serves the purpose of minimizing the risk of cyber-attacks on ICS systems, thereby
supporting functional capability and plant availability.
Take Advantage of Opportunities
While power plant operators, control system vendors, and national or regional public authorities are more aware of
the risks of insufficient cyber security, potential opportunities usually receive less attention.
Regarding new capital guidelines, companies may also be required to underwrite operational risks with equity. The
typical method of evaluating risks multiplies potential claim amounts with the probability of occurrence or actual
incidents. Based on this, cyber security incidents could have a material financial impact and may even have
influence on the company’s equity capital requirements and credit rating. Effective cyber security management can
influence the company’s financing costs in a positive way. Additionally, many insurers have excluded cyber security
coverage from traditional business insurances and calculate cyber coverage fees depending on applied cyber
protection measures.
The key question can be phrased: “How many MWh are at risk if no cyber security measures are taken by the
company?” and/or “How high are the secondary costs of operation without the implementation of a comprehensive
security concept for I&C systems?”

1.2

Document structure

This document is structured as follows:
In chapter 2, the motivation for ICS cyber security is given. The root cause for security issues, the resulting
consequences, and reinforcing risk factors will be discussed.
Chapter 3 describes technical differences between IT networks and ICS networks with effects to control system
security. In addition, the responsibilities and stakeholders throughout the ICS lifecycle are described.
Based on the information provided in previous sections, chapter 4 concludes a general ICS cyber security strategy.
The strategic approach to ICS security encompasses the attack-related entities and protection measures available
to system vendors and plant operators.
Chapter 5 maps the security strategy into the SPPA-T3000 security implementation concept.
Finally, chapter 6 gives an overview on the joint responsibilities of ICS solution vendors and plant operators
throughout the commercial plant operation period.

© Siemens AG 2019. All rights reserved.
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2. Motivation
In recent years, both the numbers of successful cyber-attacks against corporate IT networks and critical
infrastructure systems has significantly risen. Industrial Control Systems (ICS) have been affected by untargeted
malware (e.g. “WannaCry”) but also by targeted malware such as “TRITON/TRISIS.”

2.1

Root cause of security issues

In order to apply appropriate protective measures for Industrial Control Systems (ICS) against cyber-attacks, it is
important to be aware of the root cause of security issues.
Software errors and vulnerabilities
Basically, vulnerabilities enable the exploitation of software errors for malicious purposes. The errors may be
resulting from deficiencies in the software design or the system administration. Errors in system and application
software can cause vulnerabilities which may provide unauthorized system access to attackers. According to the
National Vulnerability Database (NIST, 2019), the number of vulnerabilities has significantly increased during
recent years.
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Figure 1 – Total numbers of annually published vulnerabilities (NIST, 2019)

According to (Coburn, 2019), undetected software errors typically occur every 50 lines of code. Since mapping this
error rate on commercially-available standard software systems (e.g. MS Windows 2016 Server is estimated to
consist of ~100 Mio. lines of code), we end up with large numbers of possible errors in today's (and future) IT/OT
systems.
With that in mind, it should be taken into consideration that the number of detected vulnerabilities can be expected
to increase in the foreseeable future. It is assumed that the improvements in the area of software quality will be
outpaced by the overall amount of newly deployed software.
Impact of vulnerabilities in cyber-physical systems
Successful cyber-attacks in corporate LANs may have considerable impact to the affected companies and their
businesses. When it comes to ICS in critical infrastructures (hospitals, power plants, water/wastewater facilities,
etc.), successful cyber-attacks may cause disastrous considerable damage to society in general, including severe
damage to human and environmental health.
Consequences
The mitigation of publicly-known vulnerabilities by an ongoing patch process is an urgent topic in the plant
management process. Considering the increasing number of publicly known and unknown (Zero-day exploits)
software vulnerabilities, plant operators should take additional measures in order to prevent ICS software
vulnerabilities from being exploited by attackers.
SPPA-T3000 follows the concept described as “Defense in Depth” which recommends multiple independent layers
of protection against cyber-attacks (McGuiness, 2019).
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2.2

Reinforcing risk factors to ICS cyber security

In addition to the above described issues of software errors and vulnerabilities, we see technology trends which
increase the risk of successful cyber-attacks.
One example is the deployment of computer devices which are not intended for mission-critical applications in
critical infrastructure plant operations.
The application of typical IT systems into industrial control systems can increase cyber-related risks because such
systems add more software (and hence the potential for more vulnerabilities) and operational complexity without
necessarily significantly increasing the protection level of the ICS. Significant differences between IT- and OTnetworks (see 3) are often neglected – with significant potential impact to ICS cyber security.
In many cases, the deployment of standard IT-systems in ICS network environments increases the connectivity
between the ICS network and the corporate network. Successful cyber-attacks with impacts to the affected
companies’ production ( (Greenberg, The Untold Story of NotPetya, the Most Devastating Cyberattack in History,
2018), (Jackson, 2019), (Slowik, 2019)) follow an attack schema basically described by those authors as the “ICS
Cyber Kill Chain“ (Michael J. Assante, 2015): In stage 1 of the postulated scenario, corporate LANs are attacked
and stage 2 follows the breach into the control system networks.
The vulnerability of corporate networks to malicious intrusions is driven by the business-related network
characteristics: a large number of users and devices, distributed across multiple locations using numerous internet
front-ends to connect multiple user groups such as employees, customers or business partner, and a very high
dynamic in the deployment and utilization of applications, services and hosts/devices. The latest device class that
increases the attack surface are IoT devices (e.g. VOIP phone, office printers) being utilized for cyber-attacks
against corporate IT networks (see: (Microsoft Security Response Center, 2019.))
Therefore, operators should be aware that…
• (inbound) connectivity from corporate IT networks into control system networks and
• the storage of sensitive ICS-related information in corporate IT networks
… increase the risks of successful cyber-attacks against the control systems.

© Siemens AG 2019. All rights reserved.
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3. ICS Solution Security: IT vs. OT
With increasing requests of IT systems and devices deployment into industrial control system environments, the
differences between “IT” and “OT” (Operational Technology) must be taken into consideration. Misinterpreting the
term “IT/OT converge” to mean “IT/OT network merge” should be avoided.
As described in 2.2, a growing number of systems, server, and devices originally designed for usage in IT networks
can be found in OT networks. In order to evaluate the risks that are applied with these components, it is useful to
have a look at the different security objectives and network characteristics of IT and OT networks.
Security objectives
The data-focused IT approach to system security can be insufficient for the requirements of the physical processfocused control systems: OT systems are in control of processes which, if improperly accessed, might have impacts
beyond the property or business of the operator ( e.g. people, the environment, and by association, society in
general). In contrast, IT systems focus on the confidentiality, integrity, and availability of the managed information
and have, in most cases, more limited or no direct impact on the physical safety and security of individuals or
societies in general.
The following security objectives are typical for IT systems:
1. Confidentiality
2. Integrity
3. Availability
4. Non-repudiation
An important difference between IT and OT is the fact that IT systems are typically used for “office application,” as
opposed to OT systems, which control physical processes which may have impacts outside of the operator or its
business. Therefore, the security objectives for OT networks have a fixed order of relevance:
1. Availability
2. Integrity
3. Confidentiality
When designing the security parameters of control systems, it is important to keep in mind that safety concerns with
regard to human and environmental factors is another consideration to be addressed alongside the implemented
OT security ICS solution. In other words, cyber-attacks have broad implications and may cause malfunctions of
safety-related system functionalities (see: (US NCCIC, 2019)).

© Siemens AG 2019. All rights reserved.
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Network characteristics
In addition to the security objectives, the network characteristics of IT networks differ significantly from
ICS networks.
Corporate IT networks typically consist of many users (100+ … 1000+), hosts and devices, applications and
services. The IT hosts and devices may be deployed in multiple locations or are used as mobile devices. The IT
networks have dynamic characteristics, as hosts and devices might be mobile or frequently move between network
segments or are simply replaced by successor devices. Applications and services require constant updates,
upgrades, or replacements. The management of large IT networks is performed by dedicated support teams with
appropriate tasks and skills. IT system down-times of minutes or even hours are considered as disturbing but
usually have limited business impacts (Note: a typical availability rate for IT systems of 99.95% allows 4.4h system
downtime p.a.).
In contrast to corporate IT environments, ICS networks have a static characteristic. Only a small number of users
are granted access to the control systems. The ICS comprise only a modest number of hosts and devices and
usually one major ICS application. Updates and replacements are normally performed during plant outages –
except in the case of certain critical device failures. The instrumentation and control systems are managed by
employees with skills on the given control system, the deployed field devices, and the important plant process.
Automation system down-times must not exceed a few milliseconds. HMI system down-times are usually limited to
seconds or minutes because these events cause the loss of control over the physical process. ICS system
unavailability with plant process impact (e.g. plant restart) has the potential to cause significant impacts to the plant
operator.
Systems which are designed to manage and/or maintain large IT networks can add significant system complexity if
deployed in OT networks without significant benefit to the secure plant operation.
In general, power plant operators face contradicting viewpoints:
From the corporate IT infrastructure perspective, control systems are typically Windows/Linux OS devices. Cyber
security policies are typically applied to all Windows/Linux computers throughout the company – without exceptions
for control systems.
In contrast, power plant engineers insist that process control systems are far from being office PCs, web servers, or
mail servers. Due to the ICS importance for plant production, as well as the real-time system constraints and overall
operational safety aspects, typical IT approaches might conflict with OT-related security objectives.
Conclusion
Since the late nineties, Siemens has seen a continuous development of utilizing IT components in control system
environments and stronger connectivity between OT and IT networks in order to support business requirements.
The down-side of this development can be increased attack risks to the safe operation of physical production
processes. These risks need to be addressed by the implementation of a specific ICS security strategy (see 4).

© Siemens AG 2019. All rights reserved.
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4. ICS Cyber Security Strategy
4.1

Generic elements of attack scenarios

Elements of Cyber-attacks
Generic Control system cyber-attacks involve three main entities:
Attacker --- Attack path --- Target control system
Generic ICS Cyber-Attack Schema
Target plan environment

Execute: Cyber Attack

Attacker

Accessibilit
y

Attack schema

System
environment (Target
Control System)

Vulnerability
exploits
Software
Vulnerabilities

Attack Path
Interface

Utilize: Attack method

Target
Control System

Software
stack

Software stack
(Target Control
System)

Figure 2: Generic ICS Attack Scenario

Attackers
Attackers develop their tactics against the intended target. These tactics require the collecting of information on the
target system software landscape and the physical and logical system environment. Based on this information,
software vulnerabilities and referring exploits need to be developed or acquired. Finally, logical and/or physical
accessibility requires clarification. If it is assumed that plant operators or ICS vendors have limited or no information
regarding future attackers, it is impossible to find appropriate actions against the unknown adversaries.
Target control system
As a second element, the cyber-attack scenarios address the target systems. As reported in Figure 1, the number of
software vulnerabilities have increased throughout the software industry. Plant operators should keep in mind that
publicly-known or unknown vulnerabilities can be found in any software-based system.
Attack path
The third element of attack scenarios is the attack path into the target system. Attackers need to find one of these
paths in order to successfully execute a cyber-attack.
Conclusion
Keeping in mind that plant operators may have little to no foreknowledge of possible attackers and existing
vulnerabilities in their software system, the attack path remains the one element of the scenario that can be
effectively guarded against as a security measure. Restricting the access (attack path) to the control systems is the
most promising approach to ICS security.
© Siemens AG 2019. All rights reserved.
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4.2

Strategic approach to ICS security

Responsibility for critical infrastructures
Control systems interact directly with physical processes which are important to customers. Malfunctions due to
cyber-attacks may impact more than just the company assets. Guided by the conclusion that vulnerabilities will
continue to be found in present and future software systems and that there is a responsibility to safeguard control
systems, SPPA-T3000 focuses on the implementation of a maximum protection against any exploitable
vulnerabilities.
ICS Solution Design
The ICS solution design resides in the following security-related layers:
A. ICS Security zone and perimeter protection
Key to ICS protection is the definition of the ICS security zone. All ICS devices and control networks serving the
same purpose should reside within this security zone. The security zone definition is fundamental to the
implementation of perimeter protection which includes online and physical access protection. As an example,
control system solutions for multiple power plant units should be assigned to one security zone per unit in order
to support the security objective “availability” to the entire plant. The basic perimeter protection schema is:
Reject any cross-perimeter interaction by default – enable only a minimum of well-justified exceptions. The goal
is to restrict access to authorized users and systems.
For physical protection purposes, all ICS devices should be deployed in appropriate cabinets with strong locks
and monitored cabinet doors.
Online protection comprises restricting inbound to traffic to a necessary minimum (e.g. remote service access,
update import, etc.), privileged inbound communication (e.g. Active Directory replication), and avoiding
uncontrolled network availability (e.g. WLAN). Dependencies on non-ICS services or functionalities (e.g.
Domain Controller) must be avoided for OT-networks. Logical access to ICS networks should be limited to
typically a single point of access which enables disconnection from IT networks in critical situations (“Island
mode”).
Note: Field devices and networks are not considered to be part of the ICS security zone and require
additional protection.
B. Inherent ICS solution resilience against cyber threats
With the perimeter protection established, it must be taken into consideration that a perimeter can not protect
the control system against all possible cyber threats. Therefore, the control system devices and hosts should
provide an inherent resilience. Major modules for the implementation of reliable resilience are device and
system hardening, minimized hardware/software interfaces, a whitelisting-based process execution framework,
a state-of-the-art malware protection solution, and a comprehensive solution patch management process.
C. ICS monitoring
On top of the fundamental layers "perimeter protection" and "system resilience," the control system should
ensure that the operating ICS staff is notified on security-related events. Although system monitoring
functionalities are not able to prevent (cyber) attacks, the monitoring may notify the operations staff on malicious
system behaviors in early or later stages of system attacks. Additionally, system monitoring supports post-attack
analysis.
D. ICS security management
Key to successful ICS protection against cyber-attacks is a comprehensive ICS security management process:
The solution architecture of the intended control system should meet the requirements of the plant-specific
security objectives – according to security layers discussed above and further below.

© Siemens AG 2019. All rights reserved.
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Layer 1: ICS Security zone and perimeter protection
The schematic definition of a security zone should focus on the purpose of a control system. As a sample and with
the request for system availability in mind, a multi-unit power plant should consider each generation unit as a
separate purpose and therefore assign each unit to a dedicated security zone.
Physical zone protection of ICS (e.g. locked and monitored ICS cabinets, disabled hardware interfaces) relies on the
access protection and monitoring of areas with ICS devices installed.
Data transfer (logical zone protection) across the zone perimeter should be restricted to a minimum – especially for
critical infrastructure operation. Process data requests for business needs should be implemented by outbound traffic
patterns rather than giving access from IT networks into ICS networks. A minimum protection for (permanent) inbound
data traffic should be implemented using a jump host with read-only control system access rights. Data imports for
system management purposes (patch management, AV updates, system upgrades) should be assigned to trusted
employees and strict proceeding rules. System access granted to vendors for remote service should utilize multi-factor
authentication in strictly limited and monitored inbound connectivity.
Operators should be aware that the storage of sensitive control system information in the corporate LAN
significantly increases the risk of being accessible to unauthorized users. The data transfer of sensitive ICS
information (including backup data) outside of the ICS security zone should be avoided in any case.

Layer 2: ICS solution resilience against cyber threats
The cyber threat resistance of the individual devices and hosts complements the security zone protection: operators
should be aware that perimeter protection can not alone protect against all potential threats.
For physical protection, it is recommended to deploy control system devices in specific ICS cabinets with strong
locking mechanisms. Hardware interfaces of ICS devices (e.g. removable media, network ports, etc.) should be
disabled where not needed.
For logical protection, control systems should have only the minimum software stack installed. It is strongly
recommended to remove software packages typically used for attack.
In order to make vulnerability exploitations more difficult, pre-tested patches to publicly-identified weaknesses
should be applied as soon as possible. The availability of ICS devices with online update capabilities cause
problems between ICS update procedures and the plant production constraints.

© Siemens AG 2019. All rights reserved.
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Layer 3: ICS monitoring
In addition to the security zone protection and the control system device resilience against cyber threats, it is
necessary to monitor deviations to normal ICS operation situations. A comprehensive ICS monitoring concept
should addresses device failure, physical or logical user access, interface utilization, network traffic pattern, or other
security-related system events.
The static characteristic of control systems (see chapter 3) combined with a restrictive security zone protection
support the implementation of a monitoring concept that is manageable by the ICS staff.
Collecting security events in a dedicated ICS Security Incident and Event management system provides
comprehensive log information in a consistent time frame for notification and analysis purposes.

Layer 4: ICS security management
After the security properties in the previous layers, the final layer focuses on the security management of control
systems. The following tasks are essential to successful control system security management:
• Define the appropriate security zone and take perimeter protection measures
• Ensure the continuous application of tested patches and other software updates –
aligned with production constraints
• Verify the security-related system settings
• Regularly test the effectiveness of protection measures
• Review (security) event notifications and system logging information
• Ensure the availability of up to date system backup data sets; Consider offline backups in order to improve the
resilience against ransomware
• Design, implement, and regularly test an ICS emergency plan
• Protect sensitive control system information from unauthorized access (including backup data)
• Enforce strict proceedings for data import and remote service access
• Ensure the manageability of all systems in the control system security zone by the ICS staff

© Siemens AG 2019. All rights reserved.
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5. SPPA-T3000 Security Strategy Implementation
5.1

Vulnerabilities, Exploits, and Threats

Threats to physical processes controlled by ICS require not only the existence of system vulnerabilities, but also the
attacker’s ability to exploit the vulnerabilities.
Therefore, the SPPA-T3000 security strategy addresses both the increasing number of vulnerabilities driven by the
continuously growing complexity of software systems and the protection against the vulnerability exploitation.
SPPA-T3000 security relies on the following strategic approaches:
• Continuously review the development processes in order to improve and maintain the ICS software quality
• Comprehensive approach to software vulnerability management (see 5.2)
• Implement compensating measures for the prevention of vulnerability exploits by protecting possible ICS solution
attack paths
• Provide optional system security enhancements for the protection, monitoring, and restoration of
SPPA-T3000 solutions
• Provide optional long-term (security) support to customers in order to keep their ICS solutions up-to-date

5.2

Development Processes

Objectives
Cyber security is one of the most important issues for the future – for companies and societies. For companies like
Siemens, it is the key prerequisite for organizations to safeguard their customer's critical infrastructure.
In the context of the development process, the Siemens goal of cyber security is to adequately protect information
assets and OT infrastructure and deliver Siemens products, solutions, and services which meet or exceed
generally-accepted engineering practices for Product and Solution Security. The overall objectives of cyber security
at Siemens are providing secured products, solutions, and services as well as dedicated cyber security offerings to
our customers, all based on a secure internal IT and production OT, providing protection for relevant assets against
cyber threats and managing associated risks. The Siemens Product and Solution Development Security Lifecycle
takes a holistic approach to embedding security into our products and solutions through all stages of the
development lifecycle. The approach includes a view to development infrastructure, business partners,
standardization, and monitoring of the threat landscape.
Vulnerability management
Vulnerability management is a continuous procedure to monitor, evaluate, and mitigate vulnerabilities that could
make products, solutions, and services prone to security breaches. Vulnerability management covers the handling
of vulnerabilities in Siemens products, solutions, and services and vulnerability monitoring for the third-party
components (software, hardware) used.
Security vulnerability monitoring process
Siemens has an internal Computer Emergency Response Team (ProductCERT), an expert group available
around-the-clock to address cyber security incidents related to Siemens products. The ProductCERT organization
provides the Software Vulnerability Monitoring (SVM) service for 50.000+ deployed third-party, commercial, and
open source software systems – deployed with numerous Siemens products and solutions.

© Siemens AG 2019. All rights reserved.
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5.3

Security Architecture

Concept
The comprehensive approach to ICS security addresses all technical layers of a control system and the operational
tasks affected by security-related activities.
A proven method to address the technical layers is the concept of “Defense in Depth” as described in multiple cyber
security standards, e.g. (NERC, 2016), (BDEW, 2018). The fundamental idea is to implement multiple layers of
independent security measures: the failure of either counter-measure does not compromise the whole
system protection.
Additionally, security should be considered in the following security-related operational tasks - in the context of the
plant operation:
•
•
•
•
•
•

ICS protection
ICS monitoring
ICS incident response
ICS recovery
ICS staff training
ICS management

Combining the security-related perspectives "Defense in Depth" and "Operational Tasks" results in the SPPA-T3000
Security Matrix (see: Figure 3):

Defense-in-Depth

Security-related Operational Tasks
Protect

Monitor

Respond

Recover

Training

Manage

Management

Budget, Risk
Standards and
Guidelines

Policy
implementation,
Security audit

Incident
management

Support contracts

Awareness

Responsibilities
Assessments
Risk Management

Operation

Configuration
Engineering
Maintenance

Security events

Patch management
Incident response

Emergency plan

Awareness
Incident handling

3rd part access
Awareness
Assessments

Component

Anti-Virus
White Listing
Hardening

Intrusion
Assets
Vulnerabilities

Incident response
Vulnerability patches

Backup and Restore
Spare parts

System features
Administration
Backup & Restore

Emergency plan
Configuration change
Asset management

Network

Firewalls, Switches
Routers
Remote access

Intrusions
Assets
Anomalies

Incident response
Vulnerability patches

Backup and Restore
Spare parts

System features
Administration
Backup & Restore

Emergency plan
Network config.
Assets management

Physical

Area access
ICS cabinets
HW interfaces

Physical access
monitoring

Incident response

Architecture

Segmentation
Data flow
Security zones

Network topology

Access management
Spare parts
Protection policies
Design guidelines

Figure 3: Simplified SPPA-T3000 Security Matrix

The simplified matrix provides a high-level overview regarding the contribution and responsibility of security
obligations in control system solutions:
The green highlighted areas are assigned to the solution vendor/system integrator whereas the grey highlighted
areas describe the operator-assigned contributions and responsibilities – with in some cases optional support from
the vendor or service provider.

© Siemens AG 2019. All rights reserved.
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System Architecture
The system architecture of SPPA-T3000 based on the definition of a dedicated ICS security zone. This zone
includes HMI, control system application, automation layer, and required support functions (e.g. deployment,
monitoring, etc.). Security zones should serve dedicated (production) purposes, e.g. plant unit 1 and unit 2, etc. The
zones model of SPPA-T3000 considers an "island mode" in cases of emergency. Network connectivity between
separate production zones should be based on a separation concept rather than on a connection model.
The interface to non-ICS network should be implemented by means of a Demilitarized Zone (DMZ). The DMZ hosts
the jump host for (read-only) control system visualization and remote access for service and support access. The
general data flow should be based on outbound traffic.
Physical
The SPPA-T3000 security zone should be deployed in an appropriately protected ICS environment which adds a
physical perimeter. This protection layer should consider campus, building, room, control system cabinet, and
device hardware interface aspects. Besides access restrictions, an appropriate access monitoring is recommended.
It is recommended to deploy SPPA-T3000 components and hosts in lockable and monitored ICS cabinets.
Network
SPPA-T3000 security considerations comprise both cable-based networks and wireless networks. Due to the
physical properties of WLAN, SPPA-T3000 does not rely on WLAN devices for industrial control systems.
By default, connections between SPPA-T3000 and non-ICS networks are implemented by means of a DMZ and an
appropriate jump host. Additionally, the DMZ also enforces protocol changes for network connections.
The configuration of SPPA-T3000 network devices, such as switches and routers, disable unneeded hardware ports
and interfaces. Used ports are monitored for removal or plugging-in of network cables. Administrative access to the
network devices is restricted to secure protocols by default. Firewall rules for SPPA-T3000 are by default designed
according to the white-listing concept: accept required connections – block all other connections.
SPPA-T3000 remote access for support purposes utilizes pre-configured router devices which connect to predefined target IP addresses (‘call-home on request’) via a VPN tunnel.
Components
SPPA-T3000 components are shipped with pre-tested software images which provide a stable system setup. The
device hardening restricts hardware interfaces, system software and services, software ports, and user accounts to
needed entities.
Usernames and passwords are initially configured due to customer requirements. On-site password changes are
possible and recommended. System hardening settings are constantly under verification and subject to
improvement.
Security events from any SPPA-T3000 components are forwarded to the master system monitoring module (Alarm
Sequence Display, 5.4).
In addition to the above-mentioned security layers of the control system, cyber security measures have to be taken
along the typical operational tasks in a production environment.
Protect
The key to cyber security of control systems is the availability of protective measures. The countermeasures which
restrict physical or logical system access to the control system prevent cyber-attacks by hampering the malicious
exploitation of system weaknesses or software vulnerabilities.
SPPA-T3000 provides a comprehensive set of security events indicating critical system states. Recurring
verification
by testing is recommended. Siemens support is available upon request.
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Monitor
With understanding that protection layers must be implemented in total for maximum threat protection, SPPA-T3000
adds default and optional monitoring methods. SPPA-T3000 hosts feed security-related event data into the hosts’
log system. Additionally, pre-defined security events are forwarded to the central SPPA-T3000 system monitoring
function. Due to the customers’ decision, this data is visualized in the general plant notification application (“Alarm
Sequence Display”) or to a separate security-only display. By default, any login/logoff processes, malware
protection events, outdated passwords, etc. are logged. Typical events added on customer decisions are network
interface status changes, cabinet doors, etc.
It should be kept in mind, that “monitoring” addresses the detection of attacks and is not capable of preventing
attacks. Limitations of latest monitoring technologies have been described in (Peterson, 2019) and (Zetter, 2019).
For advanced monitoring concepts, SPPA-T3000 provides an additional Security Information and Event Monitoring
system (see 5.4).
Respond
The SPPA-T3000 monitoring notifies operator staff on security-related events in order to initiate appropriate
counter-measures. Therefore, SPPA-T300 supports the definition of a notification policy regarding event
information, description, and addressee of the monitoring notification.
Besides the system event-driven response, operators should utilize the continuously updated SPPA-T3000 patch
information regarding known vulnerabilities and the corresponding patches. Short-cycle patch application is key to
system protection as publicly known vulnerabilities and related areas of exploitability are addressed within the
ICS solution.
Recover
For cases where a cyber-incident-related system failure could not be prevented, SPPA-T3000 offers a
comprehensive approach to system backup and recovery. For all SPPA-T3000 devices, a Backup and Restore
document is available. Device-dependent, manual, semi-automatic, or automatic data backup is described and
supported by SPPA-T3000. System restoration is described in detail. The current SPPA-T3000 deployment
functionality supports the restoration of a control system with up to date software. Engineering, process archive, and
configuration data are required from the regular backups. Due to the risk of ransomware attacks, it is recommended
to store backup data in an offline safe storage.
Note: All operators receive the backup and recovery-related system documents as part of the SPPA-T3000
system documentation.
Manage
Continuously maintaining an appropriate level of ICS security requires a comprehensive control system
management concept. This task is not limited to the definition of a one-time control system security model. The ICS
security management should ensure the ongoing application of patches, updates, and signatures, the effectiveness
of system protection measures, functionality of system monitoring functionalities, and the state of backup data.
In addition to the technical aspects of ICS security, the ICS’s management should ensure an appropriate level of
security awareness throughout the control system staff.
Training
In addition to the plant process-related skills, the ICS management should ensure that the control system engineers
and operators are trained to use the extensive set of security-related functions of SPPA-T3000. Exercises should be
held in order to make sure that the control system staff counters an attack as efficiently and effectively as possible.
SPPA-T3000 security-related trainings and offerings for incident response support by system experts are available
from Siemens.
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5.4

System Security Features

SPPA-T3000 is continuously upgraded for compliance with leading ICS cyber security standards of the energy
sector, such as VGB-S175 (Germany/Europe) and NERC CIP (USA/North America). In addition to such formal
standards, valuable documents addressing ICS protection, e.g. (US NCCIC, Seven Steps to Effectively Defend
Industrial Control Systems, 2016) are considered.
Access protection
SPPA-T3000 is deployed in lockable ICS cabinets. Additionally, it is recommended to activate the cabinet door
monitoring, thus raising central ICS alarms whenever cabinet doors are opened.
User management
The SPPA-T3000 user management is designed to meet constraints of onsite human resource capacities and latest
publicly known attack scenarios. Therefore, the SPPA-T3000 user concept provides a central user management on
application level (usernames, password settings, data access, user rights). On operating system level, local
administrator accounts are implemented for system administration. Due to the limited number of user accounts and
ICS systems, this concept is viable and less complex than central directory service hosts which open additional
attack paths into the control system – as seen in recent successful cyber-attacks (Greenberg, The Untold Story of
NotPetya, the Most Devastating Cyberattack in History, 2018).
System Hardening
In general, user accounts are set-up according to customer requirements (username, password). The default
system configuration enforces complex passwords for the operating system and the ICS application. Hardware
interfaces (e.g. USB, CD/DVD drives, WLAN, Bluetooth etc.) are disabled by default – unless there is a dedicated
need. The
SPPA-T3000 software stack is reduced to those software packages required for the ICS functionalities. Unneeded
software services and ports are disabled by default. SPPA-T3000 ships with up to date tested patches for all
installed software packages.
It is recommended to apply this hardening model to all network devices (e.g. switches, router, etc.) and disable
unneeded switch ports and activate the appropriate port monitoring. This measure restricts unauthorized device
access to the SPPA-T3000 network.
Device protection
The SPPA-T3000 device protection is based on the following pillars:
• Malware Protection Solution (MPS)
• Application Whitelisting (WL)
• Patch management
• Configuration Change Monitoring
The malware protection solution detects publicly-known malware and raises corresponding alarms and
notifications.
Pre-tested MPS signatures are available. In order to help detect unknown malware, an optional Application
Whitelisting solution is available for SPPA-T3000. The WL solution restricts the software execution to known
software. In order to mitigate publicly-known weaknesses, the deployment of software patches is an ongoing
process. SPPA-T3000 provides pre-tested patches for all software packages. The Configuration Change Monitoring
gives the ICS system administrator a comprehensive overview on changes to the system configuration and the
software landscape.
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Security Monitoring
By default, SPPA-T3000 ships with a central process and system monitoring functionality: The Alarm Sequence
Display provides all process and system-related event information to the plant operators. Optionally, all system
security-related event information may be forwarded and displayed in a dedicated security view.
As an additional option, SPPA-T3000 may be equipped with a separate system for the Security Information and
Event Management (SIEM).
According to the overall SPPA-T3000 network concept, SPPA-T3000 connections to non-ICS networks should be
implemented exclusively via a Demilitarized Zone (DMZ). As these connections are critical with respect to ICS
security, SPPA-T3000 provides a Network Intrusion Detection System (NIDS) in order to monitor this access point.
Network Architecture
The SPPA-T3000 network topology comprises two main network systems: The Application Highway for HMI
purposes and the Automation Highway for automation purposes. These network segments are open for SPPAT3000 devices and hosts. Non-SPPA-T3000 devices pose a significant risk to the control system security.
Connections to other networks with non-SPPA-T3000 devices and non-ICS purposes should be implemented by
means of a Demilitarized Zone (DMZ). In the SPPA-T3000 DMZ operates a jump host which enables (read-only)
access to process information. Additionally, remote access for service and support tasks may be deployed.
Security-related System Documentation
The SPPA-T3000 Security Manual provides a comprehensive overview on aspects of system security to the system
administrator.
In-depth information for dedicated security features and components is given in the appropriate Administrator
Manuals (e.g. NIDS, Application Whitelisting, Malware Protection etc.).
For all SPPA-T3000 devices and hosts, Backup and Restore Administrator Manuals are available. These
documents enable the plant operator to create a comprehensive Emergency plan for the given plant.
In order to verify the present state of the system, the administrator manual “Required services and protocols” lists for
all SPPA-T3000 components all required active services, open ports, and user accounts.
SPPA-T3000 Security Advisories provide information on published software vulnerabilities (available via the
Siemens Energy I&C Customer Portal).

5.5

System Life-cycle Support

SPPA-T3000 is continuously updated in order to meet market demands and capabilities. Each new version adds new
features and functionalities, as well as support for new types of hardware and software including up to date security
patches.
Over time, support and maintenance capabilities for older hardware and software are depreciated due to hardware
and/or software discontinuities. Siemens supports affected SPPA-T3000 customers with the implementation of a
smooth transition in order to minimize plant impact during version upgrades.
In addition to the delivery of continuously updated system software, Siemens provides security-related SPPA-T3000
services, such as security patch management, malware protection system updates, regular system security
verifications, plant solution security assessments, incident support, etc. (see chapter 6).

5.6

Product and Solution Security

Siemens has observed the changing threat landscape across the whole range of control system applications and
the developing Internet of Things and has responded by instigating a global product and solution security initiative
throughout its business.
Product and Solution Security Officers have been appointed across all business units to oversee the embedding of
security processes throughout the organization. All products and solutions are now subject to specific security
activities throughout their lifecycle, with the stated vision of Siemens being recognized as a leader in secure
products, solutions, and services.
Within Siemens, security is a primary consideration in all aspects of the product and solution lifecycle, driving
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security processes and procedures throughout all aspects of our work.

6. Security Aspects in ICS Projects
6.1

Generic Lifecycle schema for ICS Projects

In contrast to the security aspects of typical enterprise IT environments, ICS solution delivery comprises a number of
locations and responsibilities which have to be taken into consideration. A typical ICS solution lifecycle is as follows:
1.
2.
3.
4.
5.
6.
7.

ICS vendor: ICS solution development (customer independent)
Plant operator: Bid and tender process for the ICS solution
ICS vendor (after order entry): ICS solution concept
ICS vendor: ICS solution engineering
ICS vendor (in-house): ICS solution testing (Factory Acceptance Test)
ICS vendor and Plant operator (onsite): ICS solution commissioning (Site Acceptance Test)
Plant operator (onsite): Commercial plant operation

Figure 4: Security responsibilities throughout the solution lifecycle

6.2

Security Implementation in ICS Projects

SPPA-T3000 solution development
The SPPA-T3000 solution development implements the following security-related principles of ICS cyber security:
• Addressing national legal and regulatory requirements and industry best practices for software development
(e.g. IEC 62443)
• Addressing national legal and regulatory requirements and adherence to international standards and industry best
practices – relevant for the deployment at customer site (e.g. VGB-S175, NERC CIP, IEC-62443)
• Measurement and continuous improvement of the effectiveness of the implementation of cyber security
For more details see chapter 5.2.
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General Cyber Security measures in the Project Lifecycle
• The Siemens Security project Lifecycle (Figure 5) takes a holistic approach to embedding security into our
solutions through all stages of the project lifecycle
• Main principles of Siemens Security Lifecycle Activities are Security Requirements, Secure Architecture, Security
Concept, Security Testing, and Product update
• Cyber security experts are part of Siemens project organizations. They monitor the adaptation of relevant rules
and regulations according to our development process. Siemens employees take an information security training
once a year. Also, the experts are responsible for identifying electronic security risks and vulnerabilities
throughout the project lifecycle
• Confidentiality of information technology: communication systems and system components will use encryption
solutions based on industry standards with trusted and proven cryptographic algorithms/mechanisms for
establishing session keys
• Information protection in external communications within the customer project is aligned with the jointly-defined
protection level

Tasks

Bid phase
1. Name person responsible
for security
2. Identify and clarify securityrelated system requirements
3. Define system under
consideration, evaluate
technical and
commercial feasibility
4. Clarify required effort for
security activities in
the project
5. Query and give requirements
for suppliers

Concept phase
1. Update plan of
security activities
2. Grasp impact of the
changes of the
security requirements
3. Deduct detailed
requirements from the
system requirements
4. Create or update
security concept
5. Define requirements
for suppliers

Implementation phase
1. (Optional) Conduct Threat
and Risk Analysis (TRA)
2. Address agreed measures
to responsible persons
3. Create validation
plan (work out
validation requirements)
4. Define and agree
customer/operator
instructions (Secure
operation manual,
Instructions for operating
and maintenance
manuals, orders)

Validation phase
1. Realize validation
requirements in
test specification
2. Conduct
tests/validation
3. (Optional)
Implement the
agreed measures
from the TRA and
validate them

Operation
1. Conduct
software
vulnerability
monitoring
(SVM)

Figure 5: Typical Security process within projects

SPPA-T3000 solution concept and engineering
Based on the customer’s requirements defined in the binding ICS contract, the design and the setup of the
SPPA-T3000 solution are created. The solution architecture and the solution engineering is based on the customer
requirements and the contract documents as defined for the intended project. The SPPA-T3000 security properties
consist of default functions or optional features as described in the chapters 5.3 and 5.4.
The architecture and operation environment of the SPPA-T3000 solution should be analyzed to determine the threat
actors and threat vectors that represent potential security risks to the system.
SPPA-T3000 solution testing
Based on the project-specific solution engineering, the SPPA-T3000 customer solution is setup in order to perform
in-house testing according to test sequences provided by the customer. All solution hosts and devices are to have
an up to date patch level and the malware protection solution equipped with up to date signatures. Solution
hardening and security configuration should be implemented according to the SPPA-T3000 Security Manual. The
fulfillment of requirements is demonstrated in verification and validation by means of suitable methods. The system
security test specification defines which tests are conducted at which point in time, in order to close the verification
and validation process. It defines methods such as reviews, automated tests, and, if necessary, manual tests. The
system security test report describes the test results. Subsequently the test results are to be evaluated.
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SPPA-T3000 solution commissioning
After final deployment on customer site, all plant-relevant ICS functionalities are tested in the plant environment.
All solution hosts and devices feature the up to date patch level and the malware protection solution equipped with
the up to date signatures. Solution hardening and security configuration should be implemented according to the
SPPA-T3000 Security Manual.
Commercial plant operation
Once the plant and the controlling ICS solution go into commercial operation, the solution responsibility is transferred
to the owner/operator. The plant operator can be supported by numerous optional Siemens Security Lifecycle Activities:
• Update Information Service
SPPA-T3000 customers are regularly informed of available system and component updates. In the Customer
Portal, the customers find reports on updates and patches which are tailored to the individual plant configuration.
This indicates the urgency of the installation of functional patches, security patches, and software updates.
• Remote expert support
Specialists from our Remote Expert Center (REC) provide customers with remote support for installing bug fixes/patches.
Online connection to the plant is via secure remote tools based on the Siemens cRSP (common Remote Service
Platform).
• Patch management
For SPPA-T3000 solutions, a comprehensive patch management is offered in order to keep the solution security
up- to-date. Customers are provided with pre-tested security patches in order to avoid system failures due to
unknown incompatibilities. The patch management is based on the Siemens-wide Security Vulnerability
Monitoring (SVM). This service involves the identification, analysis, and classification of vulnerabilities in
third party components (commercial and open source software) that are integrated in Siemens products.
• Malware Protection Solution Updates
Customers are provided with pre-tested MPS signatures in order to avoid system failures due to false positives.
These updates include intensive system testing before release in order to avoid adverse effects on SPPA-T3000.
• System Health Service
Numerous key indicators of the SPPA-T3000 system regarding function and security are checked in order to verify
the present state of the system.
• Risk Assessment
Security Threat and Risk Assessments may be performed throughout the commercial solution lifecycle in order to
identify any weaknesses and vulnerabilities, both at the product level and at the solution level.
• Secure Remote Access
Secure remote access to products and systems is the encrypted, authenticated, and authorized access to assets
from remote sites through potentially untrusted networks. Secure VPN tunnels between the OT systems and the
Siemens remote access platform enforce secure login and logging of all actions, changes, data transfers, etc.
• Security Incident Handling
An important part is the handling of incidents. This covers the reactive activities for addressing and mitigating
prominent and severe vulnerabilities and incidents in conjunction with products, solutions, and services. In cases
where T3000 customers experience cyber security incidents, the Siemens Remote Expert Centers support with a
well-defined incident response process. Experts in Distributed Control System (DCS) and Incident Response (IR)
perform the triage of suspected incidents, analyze system behavior and events, and identify actionable
containment and remediation measures. Where required, Siemens ProductCERT is involved.

6.3

Final evaluation on ICS plant solution security

SPPA-T3000 ships with a comprehensive set of security-related properties and functions which are current
according to the ever-changing threat landscape. Additionally, SPPA-T3000 offers a wide range of additional
security-related services in order to support companies operating critical infrastructures. The implementation of
protection against cyber-attacks is a shared responsibility of vendors and operators.
© Siemens AG 2019. All rights reserved.
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Disclaimer
This White Paper is intended for information only, to provide general descriptions of products and
services that can be offered by Siemens Energy, Inc. and its affiliates, and general recommendations
for customers interested in enhancing cyber-security beyond those products and services. Siemens’
product and services offerings can differ substantially from those described herein. The information
provided in this white paper, including any references to those products and services, is not warranted
or guaranteed, whether as to the adequacy, accuracy, completeness, usefulness thereof, or otherwise.
Unless specifically incorporated as a requirement in a contract, the features as described in this White
Paper may not necessarily be characteristic of or present in products and services provided by
Siemens.
Where this White Paper discusses applicable codes, standards, statutes and regulations, that is solely
to provide the reader with information on Siemens’ methodology for addressing Cyber Security in its
products and services, and does not constitute the provision of legal or other advice on the meaning or
interpretation of such standards, statutes and regulations. In all cases, the user must do its own
assessment and make its own interpretation of such standards, statutes and regulations, and not rely
on the this document, to determine compliance.
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